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AHHOTALMA

Hacrosimee pykoBOJACTBO OMMCHIBAET 0OLIME NPUHLUUIIBI (PYHKIMOHUPOBAHUS, MOPSI0OK HACTPOUKH
u ynpaBineHus MexkcereBbIM 3KkpaHoM CCIIT-2, ero KOHCTPYKTHBHBIE OCOOCHHOCTH ¥ OCHOBHBIC
TEXHUYECKUE XAPAaKTEPUCTHKH M TMPEeJHA3HAYCHO AJISl CIEHHATUCTOB B OOJIACTH CETEeBOil 0€30MacHOCTH H
aIMUHUCTPATOpoB ceTeld, ncnomp3yronmx CCIIT-2 ans pemieHus: BOIIPOCOB, CBSA3aHHBIX C OTPaHUYECHHEM
JOCTyIa K MHQOPMALMOHHBIM U CETEBBIM pecypcaM B ceTsx Ethernet.

CCIIT-2 pabGotaer B peXUME CKPBITHOW (QUIBTpallMd W TpeIHAa3HAYeH JJIs  3allUThl
aproMarm3upoBaHHbIX cucreM (AC), B KOTOphIX oOpadarhiBaeTcsi WH(OpMAIMs pa3IMYHOTO YPOBHS
KOH(UICHIINATHHOCTH.

CCIIT-2 MOXET HUCHONB30BaThCs B JIOKANBHBIX BhIYUCIUTENBHBIX ceTsx (JIBC), mocTpoeHHBIX Ha
0aze tex"onorun Ethernet ¢ mpomyckHo# ciocodHocThio 10/100/1000 MoOuT/c.

Hacrosammit mokyMeHT npescTaBiseT coboit KpaTkoe pykoBoacTBo anmuauctpaTopa CCIIT-2:
o TI'naBa 1 — Ha3HavyeHue, 001aCcTh MPUMEHEHHS U OCHOBHBIE PyHKIMOHANBHBIE XapakTepuctuku CCIIT-2;

e I'maBa 2 — omucanme Hauana pabotel ¢ CCIIT-2, moaxmioueHue Uis ymnpaBleHHsT M HadajbHbIE
HacTpoiiku. OcHOBBI paboThl ¢ KoMaHAHBIM HHTepdeiicom n ¢ WEB unrepdeiicom ammunuctpaTopa
CCIIT-2;

e Ilpuio:kenus:

v YCTaHOBKa Ha YNPaBISIIOUINA KOMIBIOTEp MporpaMMHOro obecmedenus: ais ynpasienus CCIIT-2
yepe3 CUCTeMHYI0 KoHcoib 1 PPP coenunenue o mocnegoBarensHomMy nopty RS-232;

v komauaueii s3pik CCIIT-2 — omucaHue BceX KOMaHJ, CUHTAKCUC, YCIOBUSA MPUMEHEHUS U
OTpaHHYEHUS HCIIOJIb30BaHUS;

v JAMarHocThdeckue cooduieHus komanaHoro uarepderica CCIIT-2;

v BapuaHTsl ucnosnHenus CCIIT-2.

cnegyeT obpawatbca K [O0KyMeHTy “MEXXCETEBOW O3KPAH CCIIT-2. [MPOrPAMMHOE
OBECTIEYEHUE. Pykoeodcmeo admuHucmpamopa. 54323649.501410.00009-0134". Yka3aHHbIN
OOKYMEHT pacnonaraeTtcsa Ha komnakt-gucke (CD-ROM), Bxogswem B komnnekt noctasku CCIIT-
2 (documentation/fnp2 ag.pdf, NyTb K danny ykasaH OTHOCUTENbHO KOPHS pannoson
CMCTEMbI KOMMaKT-ANCKA).

E:L}L Onsa nony4yenunst bonee nogpobHon nHdpopmauun no pabote u Hactponke nogcuctem CCIIT-2

Hacrosmee pyKOBOJACTBO COOTBETCTBYeT Bepcwm mporpaMmHoro obecmeuenus CCIIT-2
FNP2 RELEASE 1 1.
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CCIIT-2 - O6Lyme rosoxeHuns 1

1. O6wme nonoxeHua

1.1. Ha3sHauyeHue n obnactb NpUMeHeHnn

MexcereBoit skpan CCIIT-2 pabGoraer B pexkuMe CKPBITHOW (pUIABTpanMU W TpeAHA3HAueH A
3alIUTHl aBTOMaTH3UPOBaHHBIX cucTeM (AC), B KOTOpBIX 0OpabaThiBaeTcss MHGOPMALIUS Pa3IHYHBIX YPOBHEH
KOH(UICHIIMAIBHOCTH.

CCIIT-2 npumeHsieTcs AJsl pa3lesIeHUs CETMEHTOB JIOKalbHOW BbrumciutensHoil cetn (JIBC) ¢
LEJIBI0 00eCTIeYeHNs 3alUThl UH(OPMaLKU OT HECAHKLIMOHHPOBAHHOTO JOCTYIIA IIOCPEACTBOM:

e TMAaKeTHOM (QUIbTpalliM HA OCHOBE aHAIM3a IApaMETPOB 3aroJIOBKOB IMAKETOB Ha PAa3UYHBIX YPOBHSX
CETEBOr'0 B3aUMOJEHCTBUS — OT KaHAJIBHOI'O JJO TPAHCIIOPTHOI'O YPOBHEN BKJIFOUUTEIHHO;

e YOpaBJIEHUs TPAHCIOPTHBIMU COEAMHEHMAMHU Mexnay y3namu JIBC Ha ocHOBe aHanmm3a mapaMeTpoB
BUPTYaJIbHBIX COEAMHEHUH W/UIK 3apOCOB HAa UX YCTAHOBIICHUE;

e KOHTPOJ IAHHBIX INPUKJIAZHOTO YPOBHA Ha OCHOBE 3aJaHHBIX KPUTEPHEB U C Y4YETOM HalpaBJICHUS
nepeady MOoToKa MaKeTOB.

CCIIT-2 mosxeT ucnonb3oBarkes B JIBC, mocTpoeHHbIX Ha 0a3e TexHosoruu Ethernet ¢ nponyckHoit
cnocooHocThio 10/100/1000 Mowur/c.

1.2. OCHOBHble (hyHKUMOHANbHbLIE XapaKTepUCTUKK
MexcereBoit akpan CCIIT-2 obnamaer ClIeAyIOIIMMH  OCHOBHBIMH  (DYHKIIHOHAIBHBIMH
XapaKTEPUCTUKAMU:
¢ MHOI'OypOBHCBAas, MHOT'OIIPOTOKOJIbHAA CKPBITHAA ITAKCTHAA (bHHLTpaLII/ISI MO0 COBOKYITHOCTH KPpHUTCPHUCB,

e YIpaBJIEHHE CECCHSIMH — KOHTPOJIb TPAHCHOPTHBIX COEAMHEHUII HA OCHOBE NPOBEPKU COOTBETCTBHS
KaXK70ro 00pabaTeiBa€MOro MakeTa KOHTEKCTY CECCHUH;

e TpaHCIALUSA ceTeBbIX anpecoB (pexuMm NAT) ¢ Ieiabi0 COKPBITHS BHYTPEHHEH CETH C BBIJICICHHUEM
“Oemunumapuz08aHHol 30HbL”,

e OnokmpoBka cereBbix flood-arak Ha OCHOBE BBISBICHHS W TOCIEAYIOMIEH (GUIBTpAIld aHOMATBHON
AKTUBHOCTH CETEBBIX MOTOKOB JaHHBIX;

e BBIFpYy3Ka (ailyioB perucTpanuu coOObITHI U TAKETOB ¢ UCTIONIb30BaHrueM npoTokoioB FTP u SYSLOG;

e 3alllMTa KaHAJIa yNpaBJIeHUs Ha OCHOBE anroputmoB mudposanus [OCT 28147-89u I'OCT P 34.10-2001;
e KOHTPOJb Moctyna kK uHTepdeiicam ynpasierns CCIIT-2 Ha ocHOBe crincka qoBepeHHbBIX [P anpecos;

e CHHXpPOHM3AIMs CUCTEMHOro BpemeHu oneparronHoi cucreMbl CCIIT-2 nmo npotokony NTP;

e ‘“sepkanupoBaHue” Tpaduka Ha 3aJaHHBIA (QWIBTPYIOIIMN HHTEepdeic AN MOCIEAYIOIINX aHalu3a U
NPOBEPKHU C UCIOIBb30BAHUEM CIIELUANIBHBIX CPEACTB KOHTPOJIS;

e TOpsiuee  pE3epPBHpPOBAHUE JUISI  CO3JaHUS  CHUCTeM  (WIBTpPAallMd  BBICOKOW TOTOBHOCTH U
OTKa30yCTOMYMBOCTH.

1.3. TexHonorua cxpbiTHOM hunbTpaLUK

OdderxrurHocts npumeHenus CCIIT-2 pocTuraercss 3a CYET HCHOJIB30BAHHMS TEXHOJIOTHH
CKpBITHOU (uibTpanuu (pexum “stealth”) — nHHOBaIMOHHOTO penieHus, 3ammiieHHoro [larentom PO No
2214623, no3BOMSIONIETO CKPBIBATH ISl CPEACTB YAJICHHOTO CETEBOI0 MOHUTOPUHIA MECTO PACIOIOKECHUS
CCIIT-2, 4TO mOBBIMIACT HAJNSKHOCTh (YHKIIMOHUPOBAHUS M MO3BONIsIeT S()(PEKTHBHO HapanIuBaTh
MPOU3BOAUTEIHLHOCTh CHCTEMbI MH()OPMAIIMOHHOM 0€30TIaCHOCTH.

OcHoBHasE 0COOEHHOCTH MPUMEHEHHS PEKUMa MOIHOTO CKPBITHOTO KOHTpouis Tpaduka (full stealth
inspection) COCTOMT B TOM, 9YTO (HIBTPYIONIMM HHTepdelcaM MeXCEeTeBOro »KpaHa HE Ha3HAYaroTCs
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noruueckue (IP) agpeca, a B mpouecce o0paboTKu makeToB He ucnonb3ytoTes pusndeckue (MAC) ampeca
3THX UHTEPQEHCOB.

B pesynbrate B aTOM peskume CCIIT-2:

e HE M3MEHSeT NapaMeTpPOB MPOXOIIINX UYepe3 HEero MakeToB W He TpeOyeT MpHu CBOEeil yCTaHOBKE
CIIELIMAIIbHON HACTPOMKHU JPYIUX CETEBBIX YCTPOUCTB;

® HC MMOABCPIKCH BO3,Z[CI>'ICTBPIIO KOMIIBIOTCPHBIX aTaK;

e MOJKET HCIOJIb30BaThCs MUl Pealu3alud IOJMTUKKM O€30IacHOCTM Ha OCHOBE KOMOMHALMU IpPaBUIl
(GWIBTpanK U KOHTPOJISI CETEBBIX COCMHEHUIA;

e TO3BOJISIET BBIABISTH AHOMAJbHBIE WM HEABTOPHU3OBAaHHBIC BO3ACUCTBUA (intrusion detecting) M s
3alIUTHI OT HUX (POPMUPOBATH AMHAMUYECKHUE MTPaBUia QUITPAIIH.

1.4. PexxvMbl hYHKUMOHUPOBAHUA U XapaKTepUCTUKU

1.4.1. NakemHasa chunbmpayun u ynpaeneHue ceccuaMmu

CCIIT-2 npeaocTaBisieT IMHUPOKHE BO3MOXKHOCTH 0 PeaTU3allii PEKUMa CKPBITHOIO KOHTPOJIS Ha
OCHOBe (mIbTpanuu cereBoro Tpaduka. [IpaBuna QuibTpanmuu co3Jar0TCS HE3aBUCUMO ISl PA3THIHBIX
ypoBHel Mojienn MexcereBoro Biammojeiictus OSI/ISO. IMapamerpamu mpaBui GUIBTPAIMN SIBISIOTCS
IIOJIs1 3aroJIOBKOB IakeToB. [leiicTBusl, peanu3yeMble HajJ MAaKeTOM IOC/IE NMPHUMEHEHUs K HEMy IpaBuiia
GuIBTpPaLUK, MOTYT OBITh CIIEAYIOIIHE:

1) “oropocutn” maker (“drop”) — maker He OyAeT mepedaH HU Ha OJNUH M3 QUIBTPYIOMINX HHTEp(eiicoB
CCIIT-2;

2) “npomycTuTh”’ makeT (“‘accept”) — maker OyJeT mMepeAaH Ha CICAYIOIWNA YPOBEHb (DUIBTPAIUH, CIH
TakoBOM mMeeTcs. B mpoTuBHOM citydae, makeT OyneT nepefad Ha ¢puibprpyromue uaTepdeiicst CCIIT-2 B
COOTBETCTBHH C MAacKOW BBIXOJHBIX MHTEP(EcoB, onpeaesieMoil COBOKYITHOCTBIO MPaBUi (UIbTpALUN
BCEX YPOBHEH, KOTOpbIE OBLITN MPUMEHEHBI K TAaHHOMY TIaKeTY;

3) “mepenarp”’ maker (“pass’) — mporeaypa GuIbTpaIMK NaKkeTa OyJeT 3aBepllicHa Ha JaHHOM YPOBHE W
naker Oyner mepeman Ha (uusTpytomme uaTepdericet CCIIT-2 B cOOTBETCTBMU C MAacKOW BBIXOJTHBIX
uHTEp(EHCoB, ONpenensIeMOoil COBOKYIHOCTBIO MpaBWi (MIBTpAlUU BCEX YPOBHEH, KOTOpbIE OBLIH
NPUMEHEHBI K JaHHOMY TaKeTy.

KananbHblii ypoBeHb. Ha KaHanbHOM YpOBHE CETEBOTO B3aUMOCUCTBHS OOecredrnBaeTcs
($ubTpanys Mo CIeAyIOUIMM HOJISIM 3aT0JIOBKOB MAKETOB!

o nns xkaapos Ethernet 11, IEEE 802.3-LLC, IEEE 802.3-SNAP, IEEE 802.3-raw:
v MAC azapeca OTHpaBUTEIIS/TI0TyYaTENS;
v KOJ IPOTOKoJa, MHKancynupoBanHoro B kaap Ethernet (kpome IEEE 802.3-raw);
o s craagapta IEEE 802.1p/Q (VLAN):
v uzaentudurarop VLAN;
o ns npotokosnioB ARP/RARP:
v MAC anpeca oTHpaBUTEIIS/TI0TydaTEs;
v [P agpeca otmpaBuTens/nonyydaTens;
v THII COOOIIeHUS (3aMpOC/OTBET);

CeteBoii ypoBenb. Ha cereBoM ypoBHE B3aMMOAEHCTBUS oOecriedynBaeTcs (UIBTpAIUs 110
CJICAYIOIIMM TIOJISIM 3aT0JIOBKOB MTAKETOB:

e qus npotokousa IP Bepcun 4:
v [P anpeca oTnpaBuTes/moydarens;

v tnone ¢naros TOS;
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mHa IP makera;
(dparmMeHTanus nakera (paspelieHa/3anperieHa, UCIolb3yeTCs/He NCTIONB3YETCs ISl TAHHOTO MaKeTa);

Bpemst xu3Hu nakera (TTL);

R X < <«

MIPOTOKOJI BEPXHETO YPOBHS;

e Juis iporokoia IP Bepcun 6 — B peskiMe “pazpeninThb/3arpeTuTs’”;
e s nporokoina IPX:

azipec ceTu/y3Ja OTIIPaBUTEIS;

COKET OTHpPaBUTEIS;

ajipec ceTr/y3ja MMoTyJaTes;

COKCT IIOJIy4aTeJId,

R X < < <

THII ITAKETa;

e s nporokoia ICMP:
v 1un ICMP cooOrenus;
v kox ICMP cooOrmmenust.

Tpancnoprublii ypoBeHb. O6ecnieunBaeTcs QUIBTPALIUS CASAYIOMINX MPOTOKOJIOB TPAHCIIOPTHOTO
YPOBHS, UCTIOJB3YIOLUX HA CETEBOM YpoBHE IpoTokoi [P Bepcuu 4:

e s mporokona TCP:

v TIOPT UCTOYHUKA;

v TIOPT Ha3HAYCHHUS;

v (naru ynpasieHus MOTOKOM ((pHUIBTpAINs 10 HHUIIMATOPY COSTNHEHHS);
e s npotokosia UDP:

v TIOPT HCTOYHHKA;

v TIOPT Ha3HAYCHHUS.

Ipukaagnoii yposenb. OOecneunBaercsi (QMIBTPALUsl CIEAYIOIMIUX IPOTOKOJIOB IPUKIIAJAHOTO
YPOBHS:

e s mporokona HTTP (mocryn k WEB cepsepam):
v (unsTpanus no aapecam u pparmentam URL;
v (unpTpanus no uMeHaMm 1 pparMeHTaM UMEH TepeaBaeMbIX (aiiios;
v (uabTpanys 1o JaHHBIM 3aroyioBka mpotokosia HTTP;
e s nporokoia SMTP (3nekTponHnas mourta):
v (UABTpAIMA IO TOYTOBBIM aIpecaM OTIIPABHUTEIIS/ IOy YaTels;
v (unpTpanus no JaHHBIM 3aroJioBka mpoTokoiaa SMTP;
e s mpotokona FTP (o6meH daitnamn):
v (unsTpanus no komanaam nportokoia FTP — GET, PUT;
v (QuIbTpanys Mo WACHTU(PHUKATOPY U MAPOIIO MOJIb30BATEIIS;
v (uibTpaius o uMeHaMm 1 parMeHTaM UMeH repeiaBaeMbIX (paiiinos;
v (unpTpanus no JaHHBIM 3aroyioBka mpotokoina FTP;
» uis porokoioB nepenaun SQL 3anpocos (SQL*Net, MS-SQL, PostgreSQL, MySQL):

v ¢unprpanus mo SQL 3anpocaM uim ux gpparmeHTam.
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ynpaBJIeHHe ceccusimu. O0ecreynBaeTcs BO3MOKHOCTE yrpaBJICHUA CECCUAMU I CICOAYIOIIUX

MIPOTOKOJIOB:

st mpotokona TCP:

v KOHTPOJb HEU3MEHHOCTH MapaMeTpoB (ajapeca, MOPThl, UHTEP(HEHCHI) OTIPABUTEIS U MOIyYaTess Ha
MPOTSAKEHNUU BCEN CECCUM;

v KOHTPOJb KOPPEKTHOCTH NEPEXOJ0B MEXAy COCTOSHUSAMH BHpTyanmbHoro TCP coennHeHus B
COOTBETCTBUU C (hyraramMu ynpaBJlICHUS;

v KOHTPOJIb KOPPEKTHOCTH HOMEPOB IOCJIeI0BATEILHOCTEH;
1t mpotokosia UDP:

v KOHTPOJb HEM3MEHHOCTH IapaMeTpoB (aapeca, MOpThl, MHTeP(ENHCHI) OTIIPAaBUTENIS U MOJIydarTess Ha
HNPOTSLKEHUH BCEU ceccuu;

st porokosia ICMP (moavbko 0ns pesxcuma ymunumsl ping):

v KOHTPOJb HEM3MEHHOCTH NapameTpoB (anpeca, uneHtudukatop B 3aronoske ICMP) ormpasurens u
MOJTy4aTes Ha MPOTsLKEHUH BCEH Ceccuu.

PexxuMbl  GunbTpan W YOpaBICHUS CECCHSAMH PEaM3YIOTCS MYTEM HACTPOHKH MpaBuIl

¢unbTpanu. B COOTBETCTBMM C MOAENBIO CETEBOTO B3aMMOJACHCTBUS NpaBmia (QUIBTPALUH HMEIOT
MHOTOYPOBHEBYIO CTPYKTYPY, Ha KOTOPBIX BBIIOJNHACTCS TAKETHAS (PHITBTPAIIHS.

B cucreme npaBun GpuiabTpannu BeLACISIIOTCS:
MAC npaBuJjia — AJ1 KaHATBHOTO YPOBHS,
ARP npaBuia — 17151 ypoBHs ci1ykeOHbIX poTokonioB ARP/RARP;

IP mpaBuiia — 175t CETEBOTO YPOBHS, HCIIONB3YIOmIEero mpotokon [P Bepcun 4, BkIo4asi TpaHCHOPTHEII
YpOBeHb, ucnob3youmii mpotokosl TCP unn UDP, u yposeHs cinyxe6Horo npotokona ICMP;

BpeMeHHble IP mpaBuia — quHammdecku cosznaBaeMbie [P mpaBmma mpu pabote makeTHOro (GpuibTpa.
MOFYT OBITH KCIIOJIB30BAHBI IJI1 OTpaX€HUA CCTCBBIX aTaK, BPEMCHHOI'O 6HOKI/IpOBaHI/I$I a0OHEHTOB
3alIMIIAeMbIX CETMEHTOB CETH U T. II.;

IPX nmpaBujia — U1 CETEBOI0 YPOBHS, UCIOJb3YIOLIEro mpotokoin IPX;

AP npaBuna — npaBwia QuUIbTpalUy NPUKIATHOIO YPOBHS, BCETJa CBSI3aHBI C COOTBETCTBYIOIIMMU IP
NpaBUJIaMu;

UHTEPBAJIbI BPEMEHU — BCIIOMOIaTEJIbHBIE CTPYKTYPBHI, IMO3BOJSIIOIIME OIPAHUYMBATL BpEMS JCHCTBUSA
ocHOBHBIX npaBui GuisTpanud (MAC, ARP, IP u IPX mpasui);

VLAN rpynnsl — crielualibHble CTPYKTYPBI, HCHONb3YeMbIe IS YIIPaBIeHHS MPpoLeccoM (GpuiabTpanuu ¢
yaeroMm unenrupukaropa VLAN (IEEE 802.1p/Q).

1.4.2. Cpedcmea adOMuHucmpupoeaHus CCIIT-2

Anmunanctparopy CCIIT-2 npenoctaBisiroTcs pa3IHdHbIe CPEICTBA aIMUHUCTPUPOBAHUS:

uHTepdeiic KOMAHAHOW CTPOKHM Kak s JokanbHOTO (¢ cuctemHoil koncomu CCIIT-2), tak u ans
YAAJIEHHOTO CETEeBOr0 aJMUHICTPHUPOBAHNS;

WEB unTepdeiic agMuHMCTPaTOPA U1 yIaJIE€HHOTO CETEBOT0 aIMUHUCTPUPOBAHUS;

MOHHMTOP LEHTPAJIM30BAHHOIO YNPABJEHUS IS YAAJIEHHOTO CETEeBOT0 MOHUTOPHHIA U YIIPABICHUS
rpynmoi CCIIT-2.

Bcee cpeacTBa aAMUHUCTPUPOBAHUSA NPEAOCTABIIAIOT CJICAYHOIINEC BO3MOXHOCTHU II0 HaCTpOﬁKC u

ynpasienuto CCIIT-2:

unrepdeiic komanaHoit crpoku CCIIT-2 mnpenocraBiseT BO3MOXKHOCTb KakK JIOKaJbHOTO, TaK H
yaanenHoro agmuaucTprpoBanns CCIIT-2 B HHTEpaKTHBHOM pEXUME.
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 WEB wuntepdeiic aaMuHHCTpaTOpa MNPEAOCTABISET BO3MOXKHOCTH YIAJEHHOTO aAMHUHUCTPHUPOBAHUS
CCIIT-2, ucnons3ys cranpaptHeii WEB Opaysep, momnepxwusaromuii nporokon HTTPS. HTTPS —
NPOTOKOJI, TpeAHA3HAuYEHHBIM JUIsl OpraHu3aluu Oe3omacHbIX TpaHcmopTHeIX TCP coeauHeHuii B
HE3alIMIIEHHBIX KOMIBIOTEPHBIX ceTAX NHpu B3aumozeiicteuun ¢ WEB cepeepamu. Ilo cytu mpotokon
HTTPS sBnsterca paciuupenuem nporokona HTTP ¢ ucnons3oBanuem TLS.

e MOHHUTOpP LIEHTPAIU30BAHHOI'O YINPaBJEHHS 00ECIEUNBAET BOZMOKHOCTh OJJHOBPEMEHHOI0 YN pPaBJIeHHs
Heckonmbkumu CCIIT-2 ¢ oroOpakeHneM Ha MOHHUTOPE YIIPABISIIONIETO KOMIBIOTEPA CIEeAyIOIIeH
MH(QOPMAIIH:

v cocrosinue Bcex KoHTponupyembix CCIIT-2;
v CcTaTucTHKa Tpaduka no uiabTpyrommm uarepdericam kaxaoro nz CCIIT-2;
v 0TOOpakeHHe TeKyIIero Habopa mpasui GuibTparun mo kaxmaomy uz CCIIT-2;

Kpome TOro, MOHUTOpP LIEHTPATU30BAHHOIO YIPABJIEHUS MPEJOCTABISAET BO3MOXKHOCTh 3aIlyCKa CpPEeCTB
aJIMAHUCTPUPOBaHUS JI00bIM 13 KoHTposmpyembix CCIIT-2.

[Ipu 3TOM B pexmMax yAaJeHHOTO CETEBOTO YNpaBICHUA, 3a uckitoueHuem WEB unmepdeiica
AOMUHUCMPAMOpA, WCHOJNb3YyeTCd KaHal IepeAayd JaHHBIX, 3aIIUIICHHBI OT HECAaHKIHMOHHUPOBAHHOIO
noctyna anroputMamu cummMerpudHoro mmdposaams ['OCT 28147-89 ¢ mcnonp3oBaHHEM HPOTPaMMHOMN
oubimmorexkn “Arasa-C” pazpaborku OOO “P-Anbda” (cepruduxar coorBerctBusi CD/114-0805 ot
01.09.2005).

WEB wuntepdeiic anMuHUCTpaTOpa HCIOJNB3YeT KaHal Iepeladyd JTaHHBIX, 3allUIICHHBIA OT
HECaHKIIMOHWPOBAHHOTO JIOCTyIla AaITOPUTMaMH CHMMETPUYHOTO MH(POBAHHUS C HCIIOIB30BAHUEM
mnporpammHoi 6udanorexu OpenSSL 0.9.7 (http://www.openssl.org).

1.4.3. Peaucmpayus

Moncucrema perucrpanuu CCIIT-2 obecrnieunBaeT 00paOOTKY 3alpoCOB Ha PETUCTPAIMIO OT
npyrux nporpammubix Monyineit CCIIT-2, xpanenue u Beirpy3ky Ha ynaneHsabiid FTP mu6o SYSLOG cepsep
PErUCTPaAIIMOHHON HHPOPMAIUH CIESAYIONINX KaTeropui:

e COOBITUS;
e Tpaduk.

Peructpamms codbituii. CoObiTHe OTpaxkaeT ()aKT M3MEHEHHUS COCTOSHHS, KOH(PUTYpPaIMOHHBIX
napaMeTpoB JUO0 pexuma (YHKIHMOHUpOBaHMs mnporpamMmuHoro odecneuenuss CCIIT-2, npousomienmmx B
pe3ylbTaTe ACUCTBUI MOJb30BaTENICH WIK B CIIEACTBHE BOSHUKHOBEHUS cO0eB min onmmbok B padote CCIIT-
2. CCIIT-2 obecrieunBaeT perucTpaIiio CICIYIOIIUX COOBITHIA:

*  BXOJ/BBIXOJ aAMUHHCTPATOPA;

e 3arpy3ka u uHUIManmanus oneparnoaHon cucrembl CCIIT-2 u ee ocTaHOB;

e JeMCTBUS aJMHHUCTPATOPA 110 M3MEHEHHIO U 3arpy3Ke MpaBuil (QUIIbTPaUH;

e JICWCTBUSI a]IMHHUCTPATOPA 110 H3MEHEHHIO KOHPUTYparnoHHbIX napameTpos CCIIT-2;

e JieicTBUs aaMmuHMCTparopa 1o ynparienuto CCIIT-2 (3amyck/ocTaHOB TakeTHOTO (uibTpa, cOpoc
(baiinoB perucTpauuu 1 T. A.);

IIpu peructpaum coOBITHS BCErla yKa3bIBaeTCs:
e JaTa M BpeMs PETHCTPUPYEMOrO COOBITHS C YYE€TOM YaCOBOTO MOSCA;
* KOJ U ONHCaHUE COOBITHS,

o wuaeHtudukarop aamuuucrparopa CCIIT-2, neiicTBUS KOTOPOTO TPHBEIH K PETUCTpAIMU JaHHOTO
COOBITHSL;

o [P agpec ynpasisomero KOMIbOTEPa B ClIydae yJaJIeHHOI'O CETEBOI0 aIMUHUCTPUPOBAHUS.

Perucrpaumus tpaduka. Tpadpuk — 370 uHOpMALMI O 3aPETUCTPHUPOBAHHBIX CETEBBIX MAKETaX
WM B3auMoieiicTBUsIX. Tpaduk noapasnensercs Ha clIeayIomue KaTerOpru:
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e makerbl — uH(popManusi O makerax, oOpaboraHHbIX mnakeTHbIM ¢uabTpom CCIIT-2 mo mnpasunam
¢wipTpanuu. Mudopmanus o0 KakIOM 3aperMCTPUPOBAHHOM IaKeTe MPEACTaBIsIeTCS B BHUIAC
MepapXUUYECKOM MMOCIeA0BATENBHOCTH 3alUCEN OT KaHAIBHOTO /10 MPUKJIAJHOTO YPOBHS BKIIOUUTEIBHO;

e ceccuu — umH(pOpManUs O ceccusix, 0OpabOTAaHHBIX MOACHUCTEMOHM YHPABICHHS CECCHUSIMHU IMAKETHOTO
¢unprpa CCIIT-2.

Iloncucrema peructpanuun Tpa(bI/IKa obecrieunBaeT PErucCTpauio IMakeToB C COXpPaHCHHUEM
CJICOYIOUIUX OCHOBHBIX IMapaMETpPOB:

e BpEMs PETrUCTPALMH [TAKETa WIH CECCUU C TOYHOCTBIO 0 MUKPOCEKYH/IbI;
e HOMEpa BXOIHOTO U BBIXOJHOTO (DMIIBTPYIOMINX HHTEP(ENCOB;

e IICTIOYKA NpPaBWI (QHIBTpAlMK, MO KOTOPBIM ObUI 00pa0oTaH mMmakeT (perucTpanus TaKeTa) WIn
UICHTU()UKATOP MOTOKOBOM CECCUU (PETUCTPAIUS CECCUN);

e JeiCcTBHE, BHIIOJIHEHHOE HAJI IIAKETOM, B pe3yJIbTaTe ero 00paboTKH B MAaKETHOM (UIIBTPE;
e MPOTOKOJIbHBIE 3ar0JIOBKH BCEX YPOBHEH, MPUCYTCTBYIOIIMX B MaKeTe (pPETUCTpalysl IaKeTa);

e JIaHHBIC O MapaMeTpax CecCHH (PETHCTPaIHs CECCUN).

1.4.4. Ndenmuchukauun, aymeHmucghukauus u paszpaHudeHue docmyna

CCIIT-2 obGecrieunBaeT uaeHTH(UKAMIO U ayTeHTUGUKamio anmuauctpatopa CCIIT-2 mpu ero
JIOKAJTBHBIX M yJTAJICHHBIX 3aIpOCax.

Kaxxnplit anMuHHECTpaTOp UMEET JTUYHBIN WACHTH(PUKATOP, HA OCHOBAHUH KOTOPOTO OIPEEIIOTCS
ero npaBa no YympasineHuto CCIIT-2. IlpaBa agMuHHCTpaTOpa ONPEAENAIOTCA CHMCKOM NPUBUIIETHH,
XPAHSIIIMXCS B €0 YYETHOM 3aIlUCH.

IIpn wucnone3oBaHuM cpeAcTB yaaneHHoro aamuHucTpupoBanusa B CCIIT-2 moanepkuBaroTcs
CIMCKH JOCTyINa Ha ocHOBe [P anpecoB ynpaBisiomuyx KOMIIbIOTEPOB.

1.4.5. [opavee pesepeuposaHue

C uenpio MOBBIIICHUsSI HajexxHOCTH (yHKIMoHupoBanus apa CCIIT-2 Moryt oObenuHSTHCS B
BBIYUCITUTEIIBHBIN KacTep, paboTAIONMX MO CXeMaM ‘‘aKTUBHBII/PE3epBHBIN” WU “aKTHBHBIN/aKTUBHBIN,
peanu3ys TakuM 00pa3oM CUCTEMY IOpsiUero pe3epna.

1.4.6. Kohmpone yenocmHocmu

B CCIIT-2 obecrneunBaeTcss KOHTPOJb IIEIOCTHOCTA OCHOBHBIX KOMITOHCHTOB OIEPAaIlMOHHON
cucrembl CCIIT-2, nporpammubix moxayied CCIIT-2 u Bcex koHGUIrypanuoHHBIX (aitioB. KoHTponb
LIEJIOCTHOCTH OCYIIECTBISCTCS Ha OCHOBE TICPUOJIMYECKON IPOBEPKHM KOHTPOJIBHBIX CyMM (haijioB,
coZIepKaIIyX MePeUUCIICHHBIE BBIITE KOMITOHEHTHI.

Takum  oOpa3oM  mojacucTeMa  KOHTPOJS — LEJIOCTHOCTM — NPENOTBPAIAeT  MOIBITKU
HECAHKIIMOHUPOBAHHOTO U3MEHEHMSI IPOTPAMMHBIX MOAYJIEH U KOH(PHUTYPalMOHHBIX (aiyioB IMyTeM NPsSIMOTO
pPEeAAKTUPOBaHMSI, MUHYS UCIIOJIb30BaHKE IITATHBIX cpeAcTB aamMuHucTpupoBanust CCIIT-2.

[Ipu oOHapyXeHHH HapyIIeHUs KOHTPOJBbHOM CyMMBI MOJCHCTEMa KOHTPOJS LEIOCTHOCTH
BBINOJIHUT CJIEAYIOLINE AEHCTBUA:

* OCTaHOB MAaKETHOTO (DUIIBTPA;
e peructpauysi COObITHS O HApYLIEHUH KOHTPOJIBHON CyMMBI C yKa3aHHEM UMEHH (ana;

e IIEpPeBOJ cepBepa aBTOPU3ALMHU B OJHOIOJB30BATEIBCKUN PEXHUM pabOTHl — AOCTYIl aAMUHHUCTpaTopa K
CCIIT-2 OGyzner BO3MOXKEH TOJILKO B PEKUME KOMaHJHOTO MHTepdeiica, TOIbKO ¢ CUCTEMHON KOHCONH U
TOJILKO JUISl aIMUHUCTPATOpa ¢ UICHTU(HUKATOPOM “admin”.
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2. Havano pa6ortbl

2.1. Komnnekt noctaeku CCIT-2

B xommekt nocrasku CCIIT-2 Bxomar:
e MexcereBoi skpan CCIIT-2;
o mHyp nutanus 220 B / 50 I'w;

* HyJIb-MOJICMHBIN Ka0enb ¢ 9-KOHTAKTHBIMH THE3IOBBIMH pa3dbeMamu. Mcmonp3yercs Ui coequHEHHS
CCIIT-2 ¢ ynpaBmisiroliuM KOMIBIOTEPOM I10 MOCe10BaTenbHOMY mopTy RS-232;

o xommakT-guck (CD-ROM), coxepkamuii SKCIUTyaTallMOHHYIO JOKYMEHTAIIMIO W JIOIOJHHUTEIHLHOE
MPOrpaMMHOE O0ECICUEHHE, KOTOPOE MOXKET OBbITh YCTAHOBJICHO Ha YIPABJISIONIEM KOMIIBIOTEPE
ammuauctparopa CCIIT-2.

2.2. MapkupoBka 1 Ha3Ha4veHue pasbemoB CCIT-2

Paznpembr CCIIT-2 uMeroT creayronimue MapKUpOBKY U Ha3HAUCHHUE:

» Console (Console/Kbd) — pazbem A/151 IOAKIIOYEHUS] KOHCOJIBHOTO TEPMUHANA (CUCMEMHAs KOHCOD);

B kauyectBe cuctemMHonm koHconu CCIIT-2, B 3aBUCMMOCTM OT BapuaHTa WCMOSHEHMUS, MOXET
MCNONb30BaTbLCH:

g
¥

1) VGA moHutop / knaBuatypa — Kk CCIIT-2 Heobxogumo nogknountb VGA-coBMECTUMBIN
MOHUTOP U PS/2 knaBuatypy Kk pasbemam Console (15-kOHTaKTHbIA FHe34oBow pasbeM D-
SUB)u Kbd (6-kOHTaKTHbIV rHe300BOM pa3beM PS/2) COOTBETCTBEHHO;

2) ynpaBnsawwmun kKomnbTep — K CCIIT-2 HeobxoAymo NOAKNIOYUTL  YMNPaBASHOLMNA
KoMMbloTeEp Kk pasbeMy Console (9-KOHTaKTHbIM LUTLIPbKOBLIM pa3beM RS-232), ncnonbays
HyNb-MOAeMHbIV kabenb. HacTponka nogkmoYeHns BbIMOMHAETCS TaK, Kak OnNucaHo B pasgerne
2.3, cTp. 7 AnA cnyyas NOAKMIOYEHUs YNpaBrstoLLero KoMnbloTepa no nocrnefosarteribHoMy
nopTty RS-232 ¢ ncnons3oBaHueM nporpaMmmbl-amMynsTopa TepMuHana.

e« COM - paszseM mocnefoBarenbHOro mopra RS-232, Kk KOTOpOMY MOIKITIOYAETCS YIIPABIISIONTAN

KOMIIBIOTED MPH ITOMOIIH HYJIb-MOJSMHOT0 Kabems (umeemces ne 6o scex eapuanmax ucnoanenus CCIIT-
2);

o Eth 0, Eth 1, Eth 2, ..., Eth 5 — pa3zsembl opToB purempyrowux unmepgeiicoe Ethernet, Kk KOTOpbIM
MOJKITIOYAIOTCS 3allUIaeMble CErMEHTHI JIOKalbHOU ceTtu. KonuuecTBo QuibTpyrommx HHTEpdencoB
3aBucHT oT BapuanTa ucnonHenus: CCIIT-2. Mcnonp3yemblii Tun kabenst — “Butas napa”, pasbem — RJ-45;

e Eth C - pazsem nopra ynpasasrowezo unmepgeiica Ethernet. cnone3yemslii Tum kabens — “Burtas napa”,
paszsem — RJ-45.

Pacnonoxxenue paszpemoB CCIIT-2 3aBucHT OT BapuaHTa HCHOJHEHHA. BapuaHThl MCHONHEHHS
CCIIT-2 mpuBeaeHsI B puiIoxkeHuu 3.6, ctp. 196.

2.3. MNoaxkniovenue k CCIT-2 gna ynpaBneHus

[oaxnrouenne k CCIIT-2 ans nepBoHAYaIbHOM HACTPOUKU U YIIPABICHUS MOXKET OBITH BBITIOJTHEHO
OJIHUM U3 CJIEAYIOIIHX CHOCOOOB:

* C CHCTEMHOH KOHCOJIH, HCIIONb3YysI KOMaHIHBINA uHTepdeiic anMuaucrparopa. CucTeMHasi KOHCOIb — 3TO
yrpasisttoniuil TepmuHan onepanronHo cucreMsl CCIIT-2. C cuctemuon koHconu ynpasinenue CCIIT-2
BO3MOYKHO TOJILKO 110 KOMaHTHOMY UHTepdelcy aIMUHICTPATOPa;

e ¢ ympaBisifouiero kommnbiotepa, moakimouaemoro k CCIIT-2 mo mocnenoBarenbHOMy mnopty RS-232
(pazeem COM). Moryr OBITH HUCHONB30BaHBI Bce cpeactBa amvuaucTpupoBanus CCIIT-2,
NepevrcieHHbIe B pazaene 1.4.2, ctp. 4;
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e ¢ YNpPaBISIONIETO KOMIBIOTEPA, TMOAKIIOYAEMOro K ympasisomemy cermeHTy Ethernet, k sTomy xe
cerMeHTy JoipkeH ObiTh moakiodeH CCIIT-2 yepes ynpasmsromuii Ethernet untepgeiic (pazsem EthC).
MoryT ObITh MCHONB30BaHbI Bce cpenctBa aaMmuHuctpupoBanus CCIIT-2, mepeuncnenHsle B pasnene
1.4.2, ctp. 4.

HocaenoBareabublii mopt RS-232. JInsg nmoaxmrouenus k CCIIT-2 mo mocnenoBareapbHOMY MOPTY
HEOOXOIUM HyJIb-MOJEMHBI Kabenb (BXOAMT B KOMIUIEKT MOCTaBkH). Hynb-MomemHbIi —Kabenb
nonkiodaeTcs K pazbeMmy COM. C npyToit CTOPOHBI HyJIb-MOJIEMHBIH KaOelb MOJKIII0YaeTCsl K CBOOOTHOMY
nopty RS-232 ynpasnsromiero KoMnsroTepa.

Mpwu ncnonb3oBaHWM YNpaBRAOLLEro KOMMboTEPa B Ka4ecTBe cUCTEMHOM koHconu CCIIT-2 Hynb-
MOOEMHBIN kabenb nogkntoyaeTcs Kk pasbemy Console.

Cas13b ¢ CCIIT-2 ocymiecTBisieTcs HECKOJILKUMH CIIoco0amMu:

* HCHOJNB3YS MPOrPaMMYy-3MYJSATOP YAAJEHHOro tepmuHana. B stom cmyudae ynpasnenue CCIIT-2
BO3MOKHO TOJIBKO IO KOMaHAHOMY uHTepdeiicy amMmuHucTpatopa. PexkoMeHIyeTcs HCIOIb30BaTh
CJEeIYIOIIME POrpaMMBbl SIMYJISATOPHI YJAJIEHHOTO TEPMHUHANA!

v JUIs YIPaBISIONIMX KOMIBIOTEPOB, Pa0OTAMOIIUX O] YIPAaBICHHEM OMEpPaIMOHHBIX CHUCTeM MS
Windows® 2000/XP — IVT VT220 Freeware v.20.1a (http://home.wxs.nl/~ruurdb/IVT.HTM). TTaker IVT
VT220 Freeware nmeercs: Ha KOMIaKT-IUCKe, BXOoasd1eM B KoMiuieKT rmoctaBku CCIIT-2;

v IS yIPaBISIONIMX KOMITBIOTEPOB, pabOTAIOMIMX MO/ YIPABICHUEM ONEPAIIMOHHBIX CUCTEM CeMeNCcTBa
UNIX (FreeBSD, pasnmuunsie Bepcuun Ha ©Oaze sgpa Linux um 1. o) — Minicom v.2.1
(http://alioth.debian.org/projects/minicom);

[loapoOHoe ommcaHue WCHOIB30BAHUS MPOrPAMMBI-3MYJIITOpAa TEPMHUHAJIA MPUBOAUTCS B pasnene 2.5.3,

crp. 11.
e ucnonb3ys Mexanusm PPP coexmuenusi. MoryTt ObITh HCIOIB30BaHbl BCE CPENCTBA aAMUHIUCTPUPOBAHMUS

CCIIT-2, mepeuucnennsie B pazmene 1.4.2, ctp. 4. IlompobGuoe pykoBoacTBO mo Hactpoiike PPP
COEJIMHEHUS Ha YNPaBIAIONIeM KOMIbIOTEpE MPUBOAUTCS B ipuioxkenuu 3.2, ctp. 37.

Wcnonb3oBaHue PPP coeguHeHMs BO3MOXHO TOMbKO AN TeX BapuaHToB mcnonHeHus CCIIT-2,
roe umeeTcs AOMONMHUTENbHLIN NocneaoBaTenbHbIN NopT RS-232 — pazbem COM.

Yupasasiomuii Ethernet unrepdeiic. {11 moaxmrouenns: k CCIIT-2 mo ynpasmsrommemy Ethernet
uHTepdeiicy Heooxonum kabenb “gumas napa” (kareropuu 5):

* TEPEeKPECTHBIN (cross-over) Kabelb sl HEMOCPEICTBEHHOTO TIOAKIIIOUCHHUS YITPABIISIONIETO KOMIIBIOTEPA;

e TpAMOH Kabenb Uil TOAKIIOUCHHS YHPABISIONIEIO KOMIIBIOTEpa 4Yepe3 KOHIEHTparop (Xxad wim
KOMMYTAaTOp).

[pensapurensruo ynpasmsomemy Ethernet uarepdeticy CCIIT-2 nomken ObiTh HazHaueH [P-anpec.
DTO MOXKHO BBINIOJHUTH, HCIIONB3Ys KOMAaHIHBIA HHTEPQENC aIMHHUCTpATOpa C TOAKIIOYSHHEM depe3
CHUCTeMHYIO0 KOHCOJb. Pexomenpamwu mo wucrons3oBanuio ympaienus CCIIT-2 mo ceru Ethernet m mo
BeIOOpY [P-anpecoB mst ynpasmsromero Ethernet uarepdeiica CCIIT-2 npuBogstes B mpuiioxeHuu 3.3, cTp.
47.

—, B uenax 6esonacHocTu ynpasnsaowmn cermeHt Ethernet pekomeHayeTcs msonuposaTb OT BCew
I2 7 ocTarnbHow ceTw.

Hoctyn x xoMaHgHOMY HHTepdelCy ¢ YIpaBISIIOIIEro KOMIIBIOTEpA OCYIIECTBISIETCS C
KCIIOJIb30BaHUEM YTHJIMTHI TEPMHHAJIBHOTO JIOCTyIa Mo 3amuineHHoMy kanaimy FNPtel. PykoBojacrso mmo
yCTaHOBKE M McHonb30BaHMi0 yTuiautbl FNPtel npuBogutcs B nokymente “Mesccemesoii skpan CCIIT-2.
Ymunuma mepmunanvnozo oocmyna no saujuuiennomy kanany FNPtel. Pykoeoocmeo nonvzoeamens’.


http://alioth.debian.org/projects/minicom
http://alioth.debian.org/projects/minicom
http://alioth.debian.org/projects/minicom
http://home.wxs.nl/~ruurdb/IVT.HTM
http://home.wxs.nl/~ruurdb/IVT.HTM
http://home.wxs.nl/~ruurdb/IVT.HTM
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lMpn opraHusauum yganeHHoro fgoctyna C  ucnornb3oBaHvem npotokona PPP  yepes
nocneposatesnbHbI NopT RS-232 (pasbem COM), goctyn k koMmaHAHOMY uMHTepdericy CCIT-2 ¢
YNpaBrsoLLEro KOMMbOTEPA TakKe OCYLLECTBNAETCSA C Ucnornb3oBaHuem ytunutel FNPtel.

—y
- T
/4

2.4. TpeboBaHuA K ynpaBnsatowemy KoMmnblotTepy

YIpapiasAonMil KOMIIBIOTEP — 3TO INEPCOHAIBHBIM KOMIIBIOTEp OOINEro Ha3HAYCHHs, KOTOPBIH
UCTIONIB3YETCs JIISl YIPaBJICHUST W HAcTpolku mapamerpoB QyHkipoHupoBanus CCIIT-2. Ynpasistoniuii
KOMITBIOTED JIOJDKEH paboTaTh IM0JT YIIPaBICHUEM OJHOW U3 CIEIYIOIINX OMEPaIHOHHBIX CUCTEM:

e Microsoft Windows® 2000/XP;
» FreeBSD Bepcuii 5.x/6.x;
e Ha Oase sapa Linux Bepcuil He HIXxe 2.4.X.

YpaBisionril KOMIIBIOTED JOJDKEH ObITH OCHAIICH JIMOO TOCIeI0BaTeIbHBIM HOPTOM RS-232 mns
nonkitoueHus kK CCIIT-2 no Hynb-MoeMHOMY Kabento, 0o agantepom Ethernet st moakiItoueHUs K CETH
YIpaBIEHUS.

Jnst opranu3zanuy yaaaeHHOro JOCTyIa ¢ UCHOoIb30BaHueM MpoTokona PPP onepannonnas cuctema
YIPaBISIONIET0 KOMIIBIOTEPA TOJKHA UMETh OAAEPKKY IpoTokosna PPP.

Jus  amvunauctpupoBanuss CCIIT-2 ¢ wucnonms3oBanneM WEB wunHTtepdeiica ymnpaBieHus Ha
YIPaBISIONIEM KOMIIBIOTEpE JOKeH ObITh ycraHoBiIeH WEB Opaysep, oOTBedaromuii CIEAyIOIUM
TpeOOBaHUSIM:

o mnoaaepxkka nporokona HTTPS (Secure HTTP);
e TOANEpKKa 3aKianiok opaysepa Cookie.
Pexomenayercs ucnonb3oBanue cieaywomux WEB Opay3epos:
* Mozilla Firefox 2.x (http://www.mozila.org)
e Opera 8.x,9.x (http://www.opera.com);

e MS Internet Explorer 6,7 (tombko s omepanuoHHbiXx cucteM MS  Windows® XP,
http://www.microsoft.com);

2.5. MNepebi 3anyck

2.5.1. lNonb3oeamenu u naponu
CymiecTByeT JBa YPOBHSI aBTOPU3ALIMHU, KOTOPHIE MTOCIE0BATEIHHO JOHKHBI IPOUTH TIOIB30BATENH,
YTOOBI OMYYUTH JocTyn K yrpaBneHuto CCIIT-2:
e CHCTEMHas aBTOpH3ALUSA (MOAbKO O0JIsi URMEPAKMUBHO20 PeACUMA Komanonozo unmepgetica CCIIT-2);
e apropusanusa CCIIT-2.

CucrteMHass aBTOpWM3AIMS BBHITIONHAETCS cpenacTtBamu oreparmonHod cucrembl CCIIT-2. [lns
CHUCTEMHOH aBTOPHU3AIMU HCIIONB3YETCs CIeIyIONIne HadalbHble TapaMeTphl:

* HMA IIOJIB30BATECIA — fnpsh. DTO MM TIOJIL30BATEIII HE MOXKET OBITh HU3MCHCHO,

e Mapoiib moJyib30Bareiss — FilterD. [laponb cHCTEMHOTO MmoJjb30BaTens fnpsh MOXKET OBITh M3MEHEH
agmuancTparopom CCIIT-2.

Aptopuzanus CCIIT-2 BbImosHAETCS MOCHE YCHEIIHOW cucTeMHON aBTopu3auuu. llepBoHadaabHO
cyuiecTByeT ofuH nojib3oBatens CCIIT-2, uMeromnuii nonHbI HAOOp MPUBHIIETHI:

e HMS IOIIB30BaTeld — admin. DTO MM IOJIB30BATEIIA TAKXKE HE MOXKET OBITh HU3MCHCHO,

* TIapOJIb IOJIB30BaTelId — FilterD.


http://www.microsoft.com/
http://www.microsoft.com/
http://www.microsoft.com/
http://www.opera.com/
http://www.opera.com/
http://www.opera.com/
http://www.mozilla.org/
http://www.mozilla.org/
http://www.mozilla.org/
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lMonb3oBaTenb admin HE MOXeT ObiTb yaaneH, U Ans Hero He MOXeT ObiTb M3MeHeH Habop
NPVBUMETNN.

2.5.2. Ucnonb3oeaHue cucmeMHOU KOHCONMU

Hns meporo moxkmouenusi k CCIIT-2 cremyeT HMCMONB30BAaThH CHUCTEMHYIO KOHCOJb. UTOOBI

noy4uTh Aoctyn K ynpasieHuto CCIIT-2 uepe3 CHCTEMHYIO KOHCOJIb, HEOOXOIUMO:

MOIKITFOYUTH CUCTEMHYIO0 KOHCOIB K pazbemam CCIIT-2:
v Console/Kbd — npu ncnons3oBannu VGA-monutopa u PS/2 knaBuatypsi;

v Console — npu KCIIOIB30BaHNH YIPABIISIOLIETO KOMIIBIOTEPA, TIOAKIIFOYAEMOTO 0 MOCIIEI0BATEIILHOMY
nopty RS-232.

BKJIIOYnTh nutanue Ha CCIIT-2;

JIOKJIAaTbCsl  3aBeplieHust 3arpy3ku  omeparonHoit cuctembl CCIIT-2. Ilo okoHYaHUM 3arpy3Ku
ONEpalMOHHONW CHCTEMBbl Ha KOHCONb OyJerT BbiBedeHa uWHGopmauus o coctosHun CCIIT-2 u
MpUriaieHne onepaluoHHON CUCTEMBI Ha BXOJI TIOJIb30BaTeNsl (pUCYHOK 2.1).

Local package initialization: fnp_logd fnp_csd fnp_authd fnp_shd fnp_had fnp_crd

UeHTpanbHLIA npoueccop: VIA C7 Esther+RNG+AES+AES-CTR+SHAL+SHAZA
OnepaTuMBHAA NaMAThb: 250478592 bant (238m)
BCero uHTephencos: 4
SUNbTPYHOWWX WHTEepPDencos: 3: eth0,ethl,eth2
¥NpapnawMin MHTephenc: OTKNWYEeH
Bepcua NO CCNT-2: FNPZ2_RELEASE_1_1
MakeTHeIW QUAbLTP: 3anyuwex
Cepeep aBTOpM3aALMMK: 3anylyeH
CepBep MPOBEPKW KOHTPOMbHLIX CYMM: 3anyweH
CepBep BbLICOKOW FOTOBHOCTM: 3anyweH
Cepeep pervcTpaumm: 3anyieH
KOMaHaHbIA cepBep: 3anyweH
CepBep TepMMHANbLHOro AOCTyna: 3anyleH
WEB-HHTephenc: OCTAHOBNEH

Additional Tcp options:.
starting background file system checks in 60 seconds.

Tue oct 30 07:45:51 emT 2007
FreeBsD/i1386 (fnp2) (ttyd0)

Togin: |

PucyHok 2.1: BuaA 3KpaHa NoCAe 3arpy3ku onepauuoHHon cuctemsl CCINT-2

B Be1BO MHpoOpMaruu o coctosiuun CCIIT-2 Britodyaercs (mpuMep BbIBOJa — Ha pucyHke 2.1):
xapakTepucTuku neHTpaitbHoro nporeccopa (L) CCIIT-2 (“Leumpansubiii npoyeccop:™);
00beM YCTaHOBJICHHOMW onepaTuBHOM mamsatu (“Onepamusnas namsams.”),
Ethernet uaTepdeiicer:
v obmiee komuuectBo Ethernet uaTepdeiicoB B cucreme (“Bceeco unmepgeticos™),

v bunpTpyromuye nHTepQercsl — 00Iee KOTMYSCTBO U YCTAHOBICHHBIC CHMBOIMYCCKIE MMEHA KaKI0T0
u3 uaTepderico; (“@urvmpyrowux unmepgheticog:”)

v Hactpoliku ynpasisitomero Ethernet unrepdetica (“Vupasnsiowuii unmepgetic:”);
Bepeus [10 CCIIT-2 (“Bepcus 110 CCIIT-2:);

cocrostaue nporeccoB CCIIT-2. [Ins sHopmamsHOl pabotsr CCIIT-2 Bce mporieccsl, KpoMe Mpolecca
WEB unTepdeiica, 101KHBI HAXOIUTHCS B COCTOSHUM “‘sanymen’.
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WEB wvHTepdenc MoxeT ObiTb aKTMBMPOBAH TOMbKO C CUCTEMHOW KOHCOMW, MWCMosb3ys
KOMaHAHbIN MHTEPdENC agMMHUCTpaTopa — KOMaHaa “system web enable”.

Janee nmsa momyueHWs 1ocTyna K KOMaHTHOMY wuHTepdeiicy ammuuuctpatopa CCIIT-2,
HEOOXOIUMO TPOWTH 00a YpOBHsS aBTOpPH3alMH, TaK Kak omucaHo B paszzaene 2.5.1, crp 9. Ilpumep
ABTOPH3ALMU TIOJIb30BaTeNsl B KOMaHAHOM uHTepdeiice agmunucrparopa CCIIT-2 ¢ cucTeMHOH KOHCOIH
NpUBEACH Ha pucyHke 2.2. BBoa maposneii Ha TepMHUHAIE HE OTOOpakaeTcsl.

Ona Tex BapmaHToB mcnonHeHun CCIIT-2, roe B KayecTBe CUCTEMHOM KOHCOMW MCMONb3yeTcd
nocnepoBatenbHbld NOopT RS-232, ona nogknioyveHns criefyoT UCMNONb30BaTb HYMb-MOAEMHbIN
kabenb, coegunHsaowmn CCIT-2 1 ynpaensaowmii komnbtotep (pasgen 2.5.3, ctp. 11).

FreeesD/i1386 (fnp2) (ttyd0)

login: fnpsh

Password:

copyright (c) 1992-2007 The FreeBsD Project.

copyright (c) 1979, 1980, 1983, 1986, 1988, 1989, 1991, 1992, 1993, 1994
The Regents of the university of california. All rights reserved.

MekceTeBOW 3KpaH CCNT-2
(c) 3a0 "HNo PTK", 2006

MexceTeBon 3kpaH CCNT-2
KomaHaHbld wHTepdheic, Bepcwma 1.1
(c) 3A0 "Hno PTK", 2006. Bce npaeBa 3awMileHs

MMA nonb3ogaTena: admin
napons:

FNPSH-I-3001-¥cnewHas asTopu3aluAa nonb30BaTens
fnpsh> ||

PucyHok 2.2: ABTOp13daLMa NOAb30BATEAS C CUCTEMHOMU KOHCOAU CCIT-2

2.5.3. Ucnonb3oeaHue nocnedogamenbHo20 nopma RS-232

[Tpu neprom moaxmroueHun k CCIIT-2 taxke BO3MOXKHO HUCITOJIB30BATh YIPABIISIOMIUNA KOMITBIOTED,
coequnaenHblii ¢ CCIIT-2 Hynb-MOAEMHBIM KabeleM Mo MocienoBareibHoMy mopTy RS-232, B pexume
SMYJISILIUY TepMuHalla. PekoMeH1yeMble K UCII0JIb30BaHUIO IIPOTPAMMBI-IMYJIATOPbl TEPMHUHAIA IIPUBEACHBI B
paznene 2.3, ctp 7.

[TocnenoBarenbHblii mopT RS-232 Ha ympapisiomeM KOMIBIOTEPE AOKEH HMETh CleIyroIine
HaCTpOMKH:

e ckopocTs nepegaun — 115200 6ur/c;

e OWTHI JaHHBIX — 8 OUT;

e YETHOCTh — HE MPOBEPHAETCH;

e  CTOIIOBEIE OMTEI — 1 OUT;

e yIpaBJIEHHE TOTOKOM — anmapaTHoe.

Hactpoiika nocienoBaTebHOrO OPTa BBIIOIHAETCS HEITOCPEICTBEHHO B MPOrpaMMax-3MyJIsITopax
tepMuHana. Hynb-MozeMHbIi kKabenb qokeH ObITh moakiIodeH K pazbeMy Console mmu COM CCIIT-2 u
cBoOogHOMY nopTy RS-232 ynpasnstomiero Kommnsrorepa.
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Iaxer IVT VT220 Freeware (115 oneparuonsbix cuctem MS Windows® 2000/XP). JuctpubyTus
maketa IVT VT220 Freeware 20.1a umeceTcs Ha KOMIIAKT-IHUCKE, BXosameM B KoMIuiekT noctaBku CCIIT-2.
Kpatkoe pyxoBozactso no ycraHoBke IVT VT220 Freeware npuseneno B nmpuiiosxkenuu 3.1, ctp. 33.

[Tocne 3amycka Ha ympassromeM koMibiotepe porpammsl IVT VT220 Freeware, Heo0xoauMo B
MIOSIBUBIIEMCS OKHE CO3/IaHusl HOBoi ceccun “Create session” BBITOTHUTH HACTPOMKHU Tak, KaKk MOKa3aHO HA
pHUCyHKe 2.3.

-, B none “Portname” okHa co3faHusi HOBOW ceccun HeoBXOAMMO BBECTU UMS MOCneaoBaTenbHOro
- nopTa ynpaBnsioLLEro KOMMbOTEPA, K KOTOPOMY NMOACOEAMHEH HYIb-MOLEMHBIN Kabenb.

®, (reate Session .
Tranzportfirotacal
) TCRAR (*) Serial () MetBins

Paortname | COME
Baudrate | 115200 [v| Databits |3 [+

Parity Hone v Stop bits 1 v
Comment
Profile Drefauilt el

[ Groups] [ Setup] [ Cancel ] [ Help]

PucyHok 2.3: HacTtpouku ceccuu B IVT V1220 Freware aAAa noakatodeHus k CCIMT-2

Jna monkmouenust k CCIIT-2 B okHe “Create session” HaxxaTh KHONKY “Ok”. Ecimm HacTpoiiku
MMOCJICAOBATCIILHOTO TIIOPTA BBIIIOJIHCHBI IIPAaBHUJIBHO U Hy.]'[I;-MO)I@MHBIﬁ KaGeHB IIOJAKIIFOYEH KaK K
MOCJIEIOBATEIFHOMY MOPTY YIIPABJISIIOIIETO KOMITbIOTEpPa, Tak U K pasbemy Console i COM CCIIT-2, B
ocHoBHOM OkHE IVT VT220 Freeware nosButcs npuriamenue oneparuorHoi cucrembl CCIIT-2 Ha Bxox
NOJIb30BaTeNIs (PUCYHOK 2.4).

B |yT VT220 Freeware E}@

Sessions  Edit  Window Extra Kevboard Setup Help

IVT 20.1a VT220 Terminal Emulator.
Session 244 to COME,115200 established.

FreeBsD/1386 {(fnpz) (ttydd)

Togin: ||

M1l COME, 115200 15:01 ™

PucyHok 2.4: Bua ocHoBHoOro okHa IVT V1220 Freeware
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IIaker Minicom (a1 onepanuoHHbix cucteM cemeiictBa  UNIX). Jns  HacTpouku
MOCJIE0BATENIFHOIO TOpPTa, IMOCJE 3allycka MporpaMMbl minicom, HEOOXOAMMO BBIMOJHUTH CIEAYIOLINE
JIEHCTBUSL:

e BBI3BaTh KOMaHJy KoH(UTypaiuy, HaObpaB Ha KJIAaBUAType MOCIIEA0BaTEIbHOCTh CUMBOJIOB <Ctr1-A>, <0>;

e B IOSBMBLIEMCS MEHIO KOH(QUIYypalUH P MOMOIIY KJIABUII YIPABICHUS KYPCOPOM <1>, <> BBIOpaTh
myHKT MeHIo “HacTpoiika nocjenoBaTe/bHOr0 MOpTa”, 3aTeM HAXKaTh KIIABHIITY <Enters;

e B IIapaMeTpax HACTPOMKH MOCIIC0BATEIBHOIO OPTa (PUCYHOK 2.5) YCTaHOBUTH:

A - MNocnepgoBaTesibHLIA MOPT : /dev/cuadl

B - Pasmewenue lock-thanna : /var/spool/lock
C - MporpaMMa npuv BbIXOAE :

D - MporpaMda npv 3anycke :

E - CKOpOCTb/YeTHOCTb,/EWUTHI : 115200 8n1

F - ANnapaTHoe ynpasfieHue noTokoMm : Ja

G

- MporpaMMHoe ynpasneHWe MNoTOKOM @ HerT

Kakyi u3MeHuTb HacTponky? |

PucyHok 2.5: MapameTpbl HOCTPOUKM NOCAEAOBATEAbHOrO NopTa B Minicom

v uMs (aiima ycTpoWCTBa TOCIEAOBATEIILHOTO TIOPTa YIPABIIIONIETO KOMIBIOTEPA, K KOTOPOMY
MTOJIKITIOYUEH HYJIb-MOJIEMHBIN Kabenb (komanna <A> — [locjienoBaTebHbIH MOPT);

v TapaMeTphl MOCIICIOBATEIHHOTO TTopTa (KoManaa <> — Ckopocth/YeTHocTh/BuThl). /{715 ycTaHOBKH
3aJlaHHBIX TIApaMeTPOB TEepelayd TMocieAoBaTeNbHOTO MopTa, B Qopme “llapamerpbl cBs3M”
(pucyHOK 2.6) mocnenoBaTeIbHO BBECTH KOMAH/IBI <I>, <Q>, 3aTEM Ha)KaTh KJIABHIITY <Enters;

Texkyume: 115200 8n1

| |
| |
| |
| CkopocTsb YeTHOCTb BUT AaHHbIX |
| |
| A 300 L: HeT 5.5 |
| B: 1200 M: YeT T: 6 |
| ¢: 2400 N: HeueT u: 7 |
| D: 4800 0: Mapkep v: 8 |
| E: 9600 P: Mpoben |
| F: 19200 Cton-6utel |
| G: 38400 w: 1 |
| H: 57600 X: 2 |
| 1: 115200 Q: 8-nN-1 |
| 3: 230400 R: 7-E-1 |
| |
| |
[ |

PucyHok 2.6: Popma napameTpos cBasnM Minicom

v TIapaMeTphl YIPaBJIECHUS MOTOKOM — IPH MOMOIIM KOMaH/bl <F> YCTaHOBHUTH MapaMeTp “AmnmapaTHoe
ynpaBjieHHMe NMOTOKOM~ B 3HadeHHe “fla”, TpPH TOMOIIM KOMAHIbl <G> YCTaHOBUTH MapaMerp
“IIporpaMMHOe ynpaBJjieHHe OTOKOM ™ B 3Ha4Y€HUE “HeT”.

e HaXaTh KIaBuiny <Enter> s BBIXOJa U3 HACTPOEK MOCIIETOBATENIEHOTO MTOPTA;

* B MEHIO KOH(UTYpalMH TPH MOMOIIM KJIABHII YIPaBIECHHUS KypCOPOM <71>, <> BBIOpPATh MMyHKT MEHIO
“BbIX0A”, 3aT€M Ha)KaTh KIABHUIIY <Enters.
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—-, [Maker Minicom no3BonseT COXpaHATb BblIOpaHHbIE HACTPOMKM Kak  MOMMEHOBaHHYHO
KOH(Urypaumio, KOTOpylo 3aTeM MOXHO OyaeT ykasblBaTb B KayecTBe MapameTpa KOMaHAHOMW
CTPOKM minicom npu NocreayroLmx 3anyckax.

[ns aToro nocne BbLIMNOMHEHWSI HACTPOWKM MOCnefoBaTENbHOIrO rnopTa, B MEHH KOHduUrypaumm
BblIOpaTh NyHKT “CoXpaHUTb HACTPOWMKM KaK ...", BBECTU UMS KOHurypaumm (Hanpumep, fnp2) n
HaxaTb KnaBuwy <Enter>. B ganbHenwem anga coeanHeHms ¢ CCIT-2 no nocnegoBatenbHOMY
nopTy, Ha YNpaBsloLWEM KOMMNbIOTEPE AOCTAaTOYHO OyAeT BBECTU KOMAHAY:

% minicom fnp2

Ecnu HacTpoiiku mociiegoBaTeNbHOTO MOPTa BBHIMOJHEHBI NPaBHIIBHO U HYJIb-MOJEMHBIH KaOenb
MOAKJIIOYEH KaK K MOCJICIOBATEILHOMY TIOPTY YIIPABJISIIOIIETO KOMITbIOTEpa, Tak U K pazbemy COM CCIIT-2,
mporpaMMa minicom 0TOOpa3UT Ha HKpaHe TEPMUHANA MpUrianeHue onepanuonnoi cucremsl CCIIT-2 Ha
BXO/I TIOJIK30BaTeNs (PUCYHOK 2.7).

Nobpo noxanoeBaTb B minicom 2.1

ONUMK: History Buffer, F-key Macros, Search History Buffer, I18n
JaTta koumnunAuuk oct 15 2006, 16:07:56.

HaxMmuTe CTRL-A Z ANA NOAyYeHWA NoACKAa3KW No KaBuillam

FreeBsD/i1386 (fnp2) (ttyd0)

Togin: |

CTRL-A Z noacka3ka |115200 8N1 | NorR | mMminicom 2.1 | vt102 | Ha nwuduu 00:00

PucyHok 2.7: Bua TepmmHaAbHOro okHa Minicom

Jlna mosydeHust JOoCTyna K kKomanaHomy uHTepdericy ammunuctparopa CCIIT-2, HeoOxomumo
MIPOMTH 00a ypOBHS aBTOPH3ALIMH, TaK KaK OIKCaHo B paszeine 2.5.1, ctp 9.

2.5.4. Ucnonb3oeaHue PPP coeduHeHus no nocnedoeamernbHoMy nopmy RS-
232

Ilepen ncnonb3oBanrem PPP coenunenus, Ha ynpaBisionieM KOMIBIOTEPE HEOOXOAMMO BBITOIHUTD
COOTBETCTBYIOIINE HACTPOUKHU. PykoBoacTBO 10 HacTpoiike PPP coenunenus yist onepanmoHHbIX cucTeM MS
Windows® 2000/XP u FreeBSD/Linux npuseaeno B npuioxenuu 3.2, ctp. 37.

Mexny CCIIT-2 u ynpaBisionyM KOMIIbIOTEPOM YCTaHABIMBAETCSA COEAUHEHHUE “TOYKa-TOYKa’ Ha
6aze nporokona PPP, Ha cereBoM u GoJiee BHICOKMX YPOBHSIX CETEBOT'O B3aMMOJEHCTBUS MCIOJB3YETCSI CTEK
npotokonioB TCP/IP. TTocnenoBarensubiM nHTepdeiicam CCIIT-2 u ynpasisitoniero KOMIbIOTEPa B MOMEHT
YCTAaHOBJICHHS COCJAMHEHHUS aBTOMaThyecku HaszHauatorcs [P anmpeca 192.168.1.1 u 192.168.1.2
COOTBETCTBEHHO.

Onepanuonnsie cucreMbl MS Windows® 2000/XP. Co3nath U HaCTPOHUThH CETEBOE COEIMHEHHE,
PYKOBOJCTBYSICh HHCTPYKIIHEH, IpUBEeHHON B mpmiioxkennu 3.2.1, ctp. 38.
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OTkpbITh OKHO cereBoro coenuHeHus FNP-2 w3 pazgena “Navens ynpaBneHus->CeTeBble
coeauHenusn”. B mogsusmiemcsa okHe “Iloakarouenme: FNP-2”B mone BBoma “Ilosb3oBaTesib:” BBeCcTH
“ppp”, B mosie BBOAa ‘“Ilaposm:” BBecTH “ConnecT” M HaXaTh KHONKY “Bbi3oB” (pucyHok 2.8). PPP

coeaunenue ¢ CCIIT-2 6yzaer ycraHoBieHo.

-

Mogknwue ume: FHP-2

Monebz0BaTent: |ppp

Mapone: YT TTT L)

[#]:CospanaTE: WA NONESOESTENA M NapOnL:

(%) TOAEKD 419 MEHA

() anA Awbora NoNb30EaTEAA

[ Brizoe [\%l OTrieHa H CeoicTES ” Cnpaeka

PucyHok 2.8: MNoakaoyeHue k CCINT-2

3arem ans monydeHus poctyna Kk komanaHomy unrepdeticy CCIIT-2 Heo0X0nIuMO MCHONb30BaTh
YTHINTY TEPMHUHAIBHOTO JOCTyna Mo 3amuiieHHomy kaHamy FNPtel, kortopas nomkHa OBITH
IpeBapUTEIbHO YCTAHOBICHA Ha YIPABIIAIOLIEM KOMIIBIOTEDE.

Jlanmee Juisi ToNmy4yeHHs JOCTyHa K KOMaHmHOMY wuHTepdeiicy ammunauctparopa CCIIT-2
HEO0XOIUMO NPOUTH 00a YPOBHS aBTOPHU3AIINHU TaK, KaKk OnucaHo B pazaeie 2.5.1, ctp 9.

Onepanuonnsie cucrembl FreeBSD/Linux. Hactpouts PPP coennnenue, pyKoBOACTBYSCH
WHCTPYKIUEH, MpUBeIeHHON B MpuiioxkeHuu 3.2.2, ctp. 46.

st Toro, uyro6s1 ycranoButh PPP coenunenne ¢ CCIIT-2, Heo0X0IuMO BBIOIHUTE KOMaHIY
$ /etc/ppp/fnp_ppp.sh start
Hunst Toro, uto6sI pasopath PPP coenunenue ¢ CCIIT-2, HEOOX0AMMO BBITOJHUTH KOMaHIY

$ /etc/ppp/fnp_ppp.sh stop

3arem ans monydeHust poctyna Kk komanaHomy unrepdeticy CCIIT-2 Heo0X0onIuMoO MCHONb30BaTh
YTHJINTY TEPMHUHAIBHOTO JA0CTYyIA MO 3auuimeHHoMy kaHairy FNPtel mytem BBoja creyromieil KOMaH Ibl:

$ fnptel --host=192.168.1.1

Jlanee Juia moNydeHHWs J0CTyna K KoMmaHaHoMmy wuHTepdeiicy ammunuctparopa CCIIT-2,
HEO0XOIMMO TPOUTH 00a YPOBHS aBTOPHU3AIINH, TaK KaK onucaHo B pazjeine 2.5.1, ctp 9.

Hoctyn k WEB untepdeiicy CCIIT-2. ITocne ycranosnenust PPP coenunennsi, WEB unTepdeiic
CCIIT-2, eciu OH mpenBapUTeNbLHO OBLT aKTHBUPOBAH, JOCTYIIEH 10 ajpecy https://192.168.1.1.

2.5.5. HavanbHble Hacmpouku

Ilocne mnepsoro 3amycka CCIIT-2 u mnomydueHuss poctyna K KOMaHIHOMY HHTepdeicy
aIMUHHACTPATOPA, PEKOMEHAYETCSI BBIIIOJHUTD CIEAYIONINE NEHCTBHA:


https://192.168.1.1/
https://192.168.1.1/
https://192.168.1.1/
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¢ CMEHUTH apOJb CUCTEMHOTO MOJIb30BaTeNs fnpsh;
e cMeHuTh naposs nojs3oBareniss CCIIT-2 admin;

o ecnu anupyercs agmuanctpupoanne CCIIT-2 no cetu Ethernet — naznauuts [P anpec ynpapnstomemy
Ethernet unrepdeiicy u, npu HeoOXxoauMocTH, HacTpouTh [P agpec nuto3a mo yMom4aHuio.

@ B CCIIT-2 cywecTBylOT orpaHu4eHus Ha coopmMaT naporis nofnb3oBaTens:

e [anunHa napons — ot 6 ao 128 cumeonos;

e [0OMYyCTUMbIE CUMBOIbI — TONILKO NevyaTtaemble ASCll-cumBonbl.

CMmeHa mapoJisi CHCTEMHOI0 moJib3oBaTtesi. /s cMeHbl Maposisi CHCTEMHOTO IOJb30BaTels
HCIIONB3YeTCs KOMaHAa system password (mpuioxenne 3.4.135, ctp. 146).

CHavanma KOMaHZa 3allpOCUT BBOJ TEKYIIETrO Mapojsl CHUCTEMHOTO IOJb30BATENsA. 3aTeM, €CId
TEKYIIUHA TapoJib BBEJACH BEPHO, KOMaHIa 3alpOCHUT BBOJ HOBOro mapojisi. HoBwlii maposib HEOOXOAMMO
BBOJWTH JBAXKIBI, YTOOBI HMCKIIOYMTH OTEYATKHA TPH BBOZAE MHapoyisi C KIaBUATypsl. BBoj maponeir Ha
TEpPMHUHAJIE HE OTOOpaKaeTCs:

fnpsh> system password
CTapbli naponb:
HOBbLIN Naposib:
HOBbIN Maposb MOBTOPHO:
FNPSH-I-309E-MNapoib CUCTEMHOrO MNOJib30BaTeNs U3MeHeH
fnpsh>
CMmena mapoJs nojb3oBateiass CCIIT-2 admin. /s cmensl mapoins mons3oBatens CCIIT-2

HCIIOJIB3YETCsI KOMaH/a user password (mpuwioxkenue 3.4.159, crp. 160).

CHavana KOMaHJa 3alpOCUT BBOJ| TEKYIIEro Haposis Moib30BaTes admin. 3aTeM, €ClIU TEeKyLIHH
Maposib BBEIEH BEPHO, KOMAHIA 3alpOCHT BBOJA HOBOTO maposisi. HoBBIM maponb HEOOXOAMMO BBOIMTH
JBaXIbl, YTOOBI MCKIIOYUTH OTEYATKH NPH BBOJE MAapoJisi ¢ KiIaBHaTypbl. BBog maposeil Ha TepMuHane He
0TOOpakaeTcs:

fnpsh> user password admin

CTapbii naponb:

HOBbLIN Naposib:

HOBbIM Naposb NOBTOPHO:

FNPSH-I-308D-MNaponb nonb3oBaTens usmeHeH (admin)
fnpsh>

Hacrtpoiika ynpasasiioniero Ethernet untepdeiica. Jlns mactpoiiku ympasimsomero Ethernet
uHTEpdeiica UCIONB3YIOTCS CIEAYIOMINE KOMAH IbL:

e interface control address — HasHadeHume [P agpeca ympasmsromemy Ethernet unTtepdeticy
(mpunoxenune 3.4.22, ctp. 65);

e gateway set — HacTpoiika [P agpeca mo3a mo ymomganuto (npunoxenue 3.4.15, ctp. 62).

IP anmpec ympanstomero Ethernet muTepdeiica m macka I[P mojcetm mepemaercs KoMaHje
interface control address B KadecTBe mapaMmeTpa B popmaTe <IP_aapec/mMacka>

fnpsh> interface control address 192.168.169.253/255.255.255.248
]IZNPSE—I—SOM—IP aapec ynpaenswwero MHTephenca M3MeHeH
npsh>

IP agpec nuiro3a no yMoI4aHUIO NEPEIAcTCsl KOMaH/E gateway set B KAUECTBE IapaMmeTpa:
fnpsh> gateway set 192.168.169.254

FNPSH-I-302B-MapwpyT No yMoJiYaHuw pobaeneH
fnpsh>

IP agpec wno3a o ymon4yaHuio OOMmKeH BblibupaTbest U3 Tow ke camon IP noacetu, yto u IP
agpec ynpasnstowero Ethernet untepdeiica.

Pexomennanmn 1o BeIOOpy IP ampecoB mns ynpasisromero Ethernet waTtepdeiica CCIIT-2
MIpUBENIECHBI B MIpHIokeHuu 3.3, c1p. 47.
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2.5.6. Ucnonw3oeaHue ynpaensiouje2o Ethernet unmepgbelica

[Tocne Hacrporiku ynpasistoriero Ethernet uarepdeiica CCIIT-2 u NmOAKIIOYESHUS YIIPABIISIOMIETO
KOMITBIOTEPA K CErMEHTY ympaBiieHUs, JocTyn K komangHomy u WEB untepdeiicam ynpasnenus CCIIT-2
OCYILECTBISIETCS. AHAJIOTMYHO TOMY, KaK 3TO Jejlaercs npu ucnoib3oBaHun PPP coegunenus. Ilpu stom
BMecto IP anmpeca 192.168.1.1 ykaszeiBaetcs IP aapec ynpasistomero Ethernet untepgetica CCIIT-2.

2.5.7. [lononHumenbHble Habopbl npasun

B CCIIT-2 cymectByeT aABa THIa HaOOPOB MPaABHUIL:

1) Texymmii Ha6op npaBua — npasuia GuisTpannd, VLAN rpynmsl 1 HHTEpBaIbl BpEMEHH, HCIIOJIb3YEeMbIe
MaKeTHbIM (PUIBTPOM IpH 00pabOTKE MAaKeTOB, NPUHUMaeMbIX (punbTpytomumu natepdeiicamu CCIIT-2;

2) momoaHUTeaAbHBbIe HAdopbI paBuJ — xpauarcs B CCIIT-2 1 MOTyT ObITh UCTIOJIE30BAHbI JUISI PE3EPBHOTO
KOTIIMPOBaHUsI TEKYIIETO HaOOpa MpaBWII WM XpaHEHHUS TOMOJHUTENBHBIX KOHPUTYpaui Ui TaKETHOTO
¢unbTpa. KaxkoMy nonomHuTeIsHOMY HaO0OpY MpaBUiI IPHUCBANBAETCS CHMBOIMYECKOE UM

B CCIIT-2 cywecTBylOT cniegylowme orpaHnyeHns npy pabote ¢ OONOMHUTENbHBIMU Habopamu
npaBws:
¢ CCIIT-2 MOXeT XxpaHuTb He 6ornee 16 AoNoNHUTENBHBLIX HAOOPOB NPaBUIT;
e VIMS JOMOJSIHWUTENBHOrO Habopa npaBui OMKHO OTBEYaTh CriegyolwmM TpeboBaHnsAM:
v OnvHa umenn — ot 1 0o 32 cMMBOOB;

v O0ONyCTUMble CUMBOSbI B UMEHN — NaTUHCKNE OYKBbI, LM pbl 1 CUMBON NOAYEPKMBaHMUSA
('_"). ms gononHutenbHOro Habopa A0MMKHO HauMHaTbCs ¢ BykBbl MGO ¢ LMdpbI.

Komannneiii uatepdeiic CCIIT-2 mpenocTaBiseT cluexyroliue KOMaHabl sl paboThl ¢ Habopamu
MPaBUIIL:

e rule save — COXpaHEHME TEKyILIEro HaOoOpa MpaBWJ B JOMOJHUTEILHOM HaOOpe ¢ yKa3aHHBIM MUMEHEM
(mpunoxenne 3.4.98, ctp. 121);

e rule load — 3arpy3ka JONOJHHUTEILHOrO0 HabOpa MpaBWJ B TEKyIIuid HaOop (mpuioxkenue 3.4.94, cTp.
119);

* rule remove — yAaJeHHE JIOTIOJHUTEIBHOTO Habopa npasui (mpuiokenue 3.4.96, ctp. 121);

e rule show — IPOCMOTP COAEPKUMOTO TEKYIIEro WM JONOJHHUTEILHOro Habopa mpaBui (IPHIOKEHHE
3.4.99, ctp. 122);

e rule list— MPOCMOTP CHHCKA IOMOJIHATEIBHBIX HAOOPOB MpaBwi (mpuioxkenue 3.4.93, ctp. 119).
CCIIT-2 nocraBisiercs ¢ ABYMS TIPEyCTaHOBIEHHBIMU JOMOTHUTEIFHBIMIA HaO0OpaMu TIPaBUIL:

1) default accept — Habop MNpaBWJ, paspellarolvii Iepegady BceX IAKeTOB depe3 (MIBTPYIOIINE
uatepdericer CCIIT-2;

2) default drop — Habop NpaBuWi, 3alpellalolUil meperady BCeX IIAKETOB 4epe3 (uiIbTpyroue
unrepdeiicer CCIIT-2.

IIpocMOTpeTh CIIMCOK IOMOJIHUTEIbHBIX HA0OPOB IPaBUJI MOXKHO, UCIIOJIb3YSI KOMaHAy rule list:

fnpsh> rule Tist
CNUCOK JONOMHUTENbHLIX HabopoB npasun:

nmsa Bpemsa CO34aHuA
default_accept 03.04.2007 07:56:14 (GMT)
default_drop 03.04.2007 07:56:14 (GMT)
Bcero: 2 ceobogHo: 14
fnpsh>

IlepBonayanbHO B KauecTBe Tekyluero Hadbopa B CCIIT-2 3arpysxeH Habop npaBuil default drop.
Jist 3arpy3Ku JONOJTHUTENIBHOTO Habopa default accept CleAyeT UCIONB30BaTh KOMaHAy rule load:

fnpsh> rule load default_accept
3arpy3uThb AOMONIHATENbHLIN Habop npasun (pexum ynpasnenHusa ceccuammn)? (Y/N) [N]: Y
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FNPSH-I-304A-Tabnuua ceccun ouueHa
FNPSH-I-301E-[ONOJIHATENbHbIA HAabop NpaBui 3arpyxeH
fnpsh>

[locne BBIMOJIHEHWS NPUBEACHHON BBILIE KOMAaHABI BCE MAaKeThl OyIyT MPOIYCKAaThCS 4epes
¢unpTpytomme uatepdeiicer CCIIT-2.

2.6. OcHOBbI UICNONL30BaHNA KOMaHAHOro uHTepcenca CCIT-2

2.6.1. Cmpyxkmypa koMaHObI!

Komanna CCIIT-2 umMeeT cienyromuii CHHTaKCUC:
KmoveBoe_cnoBo [...] [napametp [...]1]
rae:

e KJIOYEBOE CJIOBO — KIIKOYEBOE c10BO KoMaHAHOrO s13bika CCIIT-2. BBox koMaHbl Bcerja HAUMHAETCS C
OJIHOTO MK OOJIee KITIOYEBBIX CIIOB;

e napamerp — HeoOs3aTeNnbHBI napamerp kKomanzpl. llocie mocnemoBaTenbHOCTH KIIOYEBBIX CJIOB B
KOMaHJIe MO>KET OBbITh yKa3aH OJuH Wi OoJee nmapaMeTpoB. Popmar napaMerpa B 3HAUUTELHON CTEIICHH
3aBHCHUT OT KOHTEKCTa €ro UCIOJIb30BaHMUs, T. €. 0T KOHKpeTHO# koMan sl CCIIT-2.

MPOU3BOMIbHLIM ~ KONWYECTBOM  (OAHMM  WAM  HECKOMbKMMMW)  CUMB0JI08  [IpOrycKa.

@j B komMaHOHOW CTpOKe KNtoYeBble CroBa M MapameTpbl AOMMKHbl OTOAENATbCSA ApYr OT Apyra
MocnepoBaTenbHOCTbL CUMBOSIOB, OTAENEHHas CMMBOSIaMU MPOMYCKa, Ha3blBaeTCsl JIeKCEMOU.

B kayectBe cumBOmna npomnycka MoXeT OblTb MCMNOMb30BaH NMbo cumeon npobena, NnMbo crumBeon
ropm3oHTansHou Tabynsaumm (knaeuwa <Tab> Ha knasuatype).

Hanpumep, B komanae
rule load default_accept

rule load SBISIIOTCS KiIOUeBbIMU cioBaMu komangHoro sseika CCIIT-2, a default accept —
rapaMeTpoM KOMaH kI, 0003HAYAFOIINM UM IOTIOTHUTEIHHOTO Habopa ImpaBwHil.

IIpn BBOAE KOMaHJ JOIyCKA€TCsl HCIOJIb30BAHUE KIIOUEBBIX CIIOB KakK IIOJHOCTBIO, TaK H C
cokpaieHusimu. Hanpumep:

rul lo default_accept

[Ipy ommcanum CHHTaKCHCa KaXIOH KOMaHAbI HeoOs3aTelnbHBIE OKOHYAHHS KIIOYEBBIX CIIOB
3aKJIFOYAIOTCS B KBaJpaTHbIe CKOOKU. Hampumep, rul [e] lo[ad].

Cuntakcuc komang CCIIT-2, ux omMcaHHe U BO3MOMKHBIE OCOOCHHOCTH HCIOJB30BAHMS
NIPUBOJUTCA B IIPUIIOKEHUH 3.4, cTp. 48.

2.6.2. PeGakmupoeaHue KOMaHOHOU cmpoKu

B xomanmnom wmaTepdeiice CCIIT-2 BBOA KOMaHJI OCYIIECTBISETCS C KIIABHATYPBI, MPH STOM
HUMEETCs BO3MOXKHOCTh PEIaKTUPOBAHMS KOMaHAHOW CTPOKH M Tepexojia K paHee BBEACHHBIM KOMaHAAM,
UCTIONB3YS KJIABHIIH YNIPABICHHUS KypCOPOM H Pa3IMYHbIE YIIPABILSIOLIIE TTOCIIEI0BATEIbHOCTH.
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BBog ynpaenswowen nocnegoBatenibHOCTU  OCYLLECTBASETCH OAHOBPEMEHHBLIM  HaxaTuem
KnaBuwK <Ctrl> ¥ ogHOM K3 OyKBEHHbIX KNaBuW KnaBuaTypbl M o603HavaeTcs Kak
“<ctrl+bykBa>". Hanpumep, <Ctrl+A> 0603Ha4YaeT OAHOBPEMEHHOE HaXXaTUe KNnaBuLIN <Ctri1> K
KMaBuLLKN <A>.

[ns knaeBuL ynpaBneHUs KypcopoM MCMOSb3YHOTCA crneayomne 0603HaqYeHNs:
e <1> — KMaBuLIA “CTpenka BBepx”;
e <> —KaBuLa “CTpenka BHU3”;

e <¢>— KnaBuwa “cTperika BneBso”;

e <> — KnaBuwa “cTperika Bnpaso’;

B03MOXXHOCTH 110 peIaKTHPOBAHUIO KOMaHTHON CTPOKH M BBOY KOMaH]I B KOMaHJIHOM HHTepdetice
CCIIT-2 npencrasiensl B Tadnuie 2. 1.

Ta6anua 2.1: PeAGKTUpPOBAHME B KOMAOHAHOM cTpoke CCINT-2

YnpaBneHune HazHayeHne ‘
<> Mepexoa K npeablayLe KOMaH4e B CMMUCKE paHee BBEAEHHbIX KOMaHZ
<> Mepexoa K cneaytoweit KOMaHAe B CMIUCKE paHee BBELEHHbIX KOMaHA
<¢>, <Ctrl1+B> MepeMelleHne Kypcopa Ha OAHY MO3WLMIO BIEBO
<>, <Ctrl+F> lMepemelleHne Kypcopa Ha 04HY NO3MUUIO Brpaso
<Ctrl+A> MepeMelleHre Kypcopa B Hayano KOMaHAHON CTPoKu
<Ctrl+E> MepemMelleHne Kypcopa B KOHEL, KOMaHAHOW CTPOKM
<Ctrl1+D> YaaneHue cMMBoOa B NO3uLMKM Kypcopa

<Backspace>, <Ctrl1+H> YnaneHue cumBona cnesa OT MO3ULIMM Kypcopa

<Ctrl+w> YaaneHue BceX CMMBOJIOB OT MO3ULKUK Kypcopa A0 Hayasia KOMaHAHOW CTPOKM
<Ctrl+k> YpaneHue Bcex CUMBOJIOB OT MO3ULMUKM Kypcopa A0 KOHLA KOMaHAHOM CTPOKU
<Ctrl+u> YpaneHue Bcex CMMBOJIOB B KOMaHAHOM CTpoOKe

<Ctrl+T> CMeHa MecTaMy CMMBOJ1a B MO3MLMM Kypcopa M CMMBOJIA C/ieBa OT NMo3uumMK Kypcopa
<Enter> Mepepaya HabpaHHO KOMaHAbI Ha BbIMOJIHEHNE

2.6.3. byghep ucmopuu KomaHO

[Tocnme HaXkaTHs KIIaBUIU <Enter> HaOpaHHAs KOMaHJa TepeaacTCs Ha BBIIOJHCHHE KOMAaHIHOMY
untepnperaropy CCIIT-2 u ogHOBpEeMEHHO € PTHM 3allOMUHaeTcs B Oydepe HMCTOpUM KOMaHI. Takum
o0pa3oM (GOpMHUpYeTCS CIMCOK pPaHEE BBEJACHHBIX KOMAHJI, KOTOPBIE MOXHO IOBTOPHO BBHITIOJHATh H
peIaKTUPOBaTh, HCIIONB3YS KJIABUIIN YIIPABICHUS KypCOPOM U YIPABISMIOMIAE IOCICIOBATEIHHOCTH,
nepeyrciieHHbIe B Tadauie 2.1.

@j B 6ydbepe ncTopumM KOMaH, MOXET XpaHUTbcs He 6onee 100 paHee BBeAEHHbIX KOMaHA.

Komanpansnit uarepdeiic CCIIT-2 npegocraBiser cneayrone KOMaHbl A yIpaBieHus oydepom
HCTOPUHU KOMaHI:

e system fnpsh history clear — ouncrka Oydepa ucropun komany (npuioxkenue 3.4.131, ctp. 144);

e system fnpsh history show — INPOCMOTp COJEpXKHMOT0o Oydepa UCTOpUM KOMaH]| (NPUIIOKEHHE
3.4.132, cp. 144).

Harpumep:

fnpsh> system fnpsh history show
Bydhep UCTOPWUM KOMaHA:

1 - system password

2 - user password admin
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3 - interface control address 192.168.169.253/255.255.255.248
4 - gateway set 192.168.169.254
5 - rule list
6 - rule Toad default_accept
fnpsh>

fnpsh> system fnpsh history clear

ouncTuTb bythep uctopum komaHa? (Y/N) [N]: Y
FNPSH-I-3022-Bydep UCTOpMM KOMAHZL OuuWeH
fnpsh>

2.6.4. lNonyyeHue KOHMEKCMHOU cnpaeKku

Komanguerii untepdeiic CCIIT-2 mnpemocTaBisieT BO3MOXXHOCTh TONyYEHHS TOJIb30BaTENIEM
KOHTEKCTHOU CIIPaBKU [0 BBEICHHON KOMaHJE.

1 monydeHHs KOHTEKCTHOW CIIPaBKM B KayeCTBE IIOCIIEIHEH JIEKCEMBl B KOMAaHIHOM CTpOKe
HE00XOIMMO BBECTH KIIOUEBOE CIOBO help, MO0 cMMBOI '?' (3HaK Bompoca). KOHTEKCTHYIO CIpaBKy MOKHO
MOJYYHUTh JUIsl J1I000ro ypoBHS Jiekcudyeckoro paszdopa xomanasl CCIIT-2. Hampumep, ans Toro 4roObl
MOJIYYHUTh CIIPAaBKY IO BCEM KOMaHJaM, IPEAHAa3HAYEHHBIX AJis paboThl ¢ mpaBuiaaMu (UIbTPALUU, CIEIYET
BBECTH KOMaHIy rule help (W rule ?):

fnpsh> rule help
add: pobaBneHve npaBwna B TeKywuin Habop

copy: co3jaHue KonmuM CylwecTBYlWero npaeBuna B Tekylwem Habope
edit: peAaKTUPOBaHME CyWeCcTBYWWEro npaBuaa B Tekylwem Habope
delete: peAaKkTUpOBaHMe npaBuia M3 Tekylero Habopa
default <cr>: ycTaHoBKa nMpaBwWa MO YMOAYAHUI B TeKyleMm Habope
Tist <cr>: BbIBOJ, CNUCKa AONOJSIHUTENbHbIX HAabOpOB npaBun
load: 3arpyska AononHuTenbHoro Habopa npaBwa B TeKywuin Habop
move: nepeMeljeHne CylwecTBYWero npaeuna B Tekylem Habope
remove: yAaneHue JONoJIHUTEeNbHOro Habopa npasun
rollback <cr>: oTkaT K npeapiayuiemy Habopy npaBun
save: COXpaHeHue TeKywero Habopa npaBun B AONONHUTENbHOM Habope
show: BbIBOJ, TEKYWero Wau AOMOJHUTEeNbHOro Habopa npasun
p stﬁts: BbIBOA, CTATUCTUKM MCMNONb3OBaHWA MpaBun B TeKylweMm Habope
npsh>

A JJIs1 TOTO, YTOOBI MOJIY4YUTh CIIPpABKY IIO KOMAHJC 3arpy3Ku JOIOJHHUTCIBHOTO Ha6opa ImpaBUJI
rule load, CleayeT BBECTH KOMaHIY rule load help (Wi rule load ?):

fnpsh> rule load ?
<uma_jon.Habopa> <Cr>: 3arpysuTb YKa3aHHbIM AONOJIHUTENbHbIM HAabop npasun B
Tekywmn Habop
fnpsh>

Jna mony4eHus KpaTkoi crpaBku o BceM kateropusam komana CCIIT-2 cnenyer BBecTH KOMaHIy
help (wm ?):

fnpsh> help

config: ynpaBieHne KOHpUrypaumsmMm ycTponcTBa
filter: ynpaBneHne nakeTHbM (UIbTPOM

gateway: HacTpoMKa wWwaw3a No YMOJI4aHUK

interface: HacTpoWKka ceTeBbiXx UHTepdhencos

log: ynpaBneHve noacUCTEMOM perucTpauuu

nat: HACTpoOMKA MexaHM3Ma TpaHcnsumm ceTeBbiX aapecoB (NAT)
rule: ynpaeJsieHMe npaBuiaMu GUIbTpauum

reserv: ynpaBsieHne NoACUCTEMON BbICOKOM FOTOBHOCTMU
session: ynpaBneHne MexaHW3MOM KOHTPONA CeCcCumn
system: KOHTPO/Ib MapamMeTpoB ONEpPaLUOHHON CUCTEMDI
user: ynpaBneHve 6a3oM AaHHbLIX MOJib30OBaTenewn

exit <cr>: BbIX0A4 M3 KOMaHAHOro WMHTepthenca
help <cr>: cnpaBka no kKomaHaam

MPOCMOTP KOHTEKCTHOW CMpaBKW MO KOMaHAaM:
<KoMaHpa> [<onuuu>] ? <cr>
unu
<KoMmaHpa> [<onuumu>] help <cr>
rae <cr> - nepeBof, CTPOKMU
fnpsh>
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2.6.5. CeaHc pabomsbl nonb3o0eamens

Ipoting ob6a ypoBHs aBTopu3aiuu (pasmen 2.5.1, ctp. 9), monb3oBareib MOJydYaeT JOCTYN K
komauaHomy wuHrepdeticy CCIIT-2. ITlosBiaeHue Ha SKpaHe TepMHHAIa TOJCKA3KH KOMAHIHOW CTPOKH
“fnpsh> “ o3Hauaer, uro KoMmaHaHbii uHTEepdeiic CCIIT-2 roroB k pabore u oxuaaer BBoga komaHa. C
ATOrO0 MOMEHTAa HaYMHAETCs CeaHC paboThI TTOIB30BATEIIS.

Ceanc pabOTBI IOJIB30BATENS 3aBEPIIACTCS B OJJHOM H3 CIIEYIONINX CIyJYaeB:
e II0JIG30BATENb BBITIOJHWI KOMaHIYy exit (mpuioxkenue 3.4.7, ctp. 58):

fnpsh> exit ]

FNPSH-I-3003-3aBepueHue paboTbl nonb3oBatens (admin)

e TIPEBBIIEH JIMMUT BpPEMEHM HEAKTUBHOCTHU IMOJbB30BATENsl — maum-aym HeakmusHocmu. Ecin
MOJTb30BaTeNlb HE MPOW3BOAWT BBITONHEHHE KOMAaHA B TEYEHHE JTOTO BPEMEHH, TO CecCHsi paboThI
II0JIb30BATENs] aBTOMATHYECKHU 3aBEPIIACTCA:

fnpsh>
FNPSH-I-3005-TalMayT HeaKTMBHOCTM

Mo ymonyaHuto Tanm-ayT HeaKTMBHOCTU Norib3oBatens coctasnsieT 600 cekyHa (10 MUHYT).
Tanm-ayT HEaKTMBHOCTM MONb30BaTeNs MOXET OblTb U3MEHEH TOMLKO B OrPaHNYEHHbIX Npeaenax:

© MMmeaanoesHaquwe——1OCeKyHﬂ;

e MakcumanbHoe 3HayeHue — 3600 cekyH (1 yac).

Jnst n3MeHeHns 3HaueHus TaliM-ayTa HEaKTUBHOCTH TOJIb30BATENs UCIOb3yeTCd KOMaH/Ia system
fnpsh timeout (mpmioxkenue 3.4.133, crp. 145). B xauecTBe mapaMeTpa yKa3bIBaeTCsi HOBOE 3HAUYECHHUE
TaliM-ayTa HEaKTUBHOCTH B CEKYH/IaX:
fnpsh> system fnpsh timeout 180 5
FNPSH-I-3088-TanMmayT HEeaKTMBHOCTM KOMAHAHOIO MHTephenca M3MeHeH
fnpsh>

Jns mpocMoTpa TEKyIIero 3HAYEHUs TalM-ayTa HEAaKTUBHOCTU IMOJIb30BATENSl HCIHOJb3YETCA
KOMaH/a system show (mpmioxkenue 3.4.139, ctp. 149) — crpoka “Taiimaym neaxkmusnocmu FNPSH:”):

fnpsh> system show

LleHTpanbHbIA npoueccop: VIA C7 Esther+RNG+AES+AES-CTR+SHAL1+SHA25
6+RSA
OonepaTvBHas NamAThb: 250478592 6ant (238M)
Bcero uHTephemncoB: 4
SUNbTPYWNX UHTEPHENCOB : 3: eth0,ethl,eth2
Ynpaenswownim nHTepdenc: BK/OYEeH,192.168.169.253/255.255.255.248
Bepcusa MO CCNT-2: FNP2_RELEASE_1_1
NMakeTHbIN GUABLTP: 3anyueH
CepBep aBTOpu3auuW: 3anyueH
CepBep MNPOBEPKN KOHTPOSIbHbIX CYMM: 3anyueH
CepBep BbICOKOW FOTOBHOCTW: 3anyueH
CepBep perucTpauuu: 3anyueH
KOMaHAHbIN cepBep: 3anyueH
CepBep TepMUHANILHOrO AOCTyna: 3anyueH
WEB-UHTephenc: OCTaHOBJEH
TaMmMayT HeaKTUBHOCTWU FNPSH: 180 cekyHa
MpoCMOTPWMK NO yMONYaHWKW FNPSH: BHYTpeHHUn (internal)
fnpsh>

2.6.6. Hacmpolika pexuma npocmMompa 0aHHbIX

s ynoberBa mpocMoTpa 00bLINX 00BEMOB JaHHBIX, TAKMX KaK HAOOPBI MPaBHUII WK MapaMeTph
KoHurypauuu, B komanaHoMm wunrepgeiice CCIIT-2 mpenycMOTpeHBl CHEAyIOIIME PEXHUMBI MPOCMOTPA
JTAaHHBIX:

e internal — NOJHOPKPAHHBIN PEXUM NPOCMOTPA JAHHBIX. B ATOM pexuMe peain30BaH Kak IMOCTPOYHBII
TaK U IOCTPAHWYHBIN POCMOTP JAHHBIX B BO3MOKHOCTBIO NTEPEMEILICHUS Ha3al U BIEPES;
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e more — YNPOIIECHHBIA PEKHUM MOCTPAHUYHOTO POCMOTpA JaHHBIX C BO3MOYKHOCTBIO NIEpEMEIICHHs Ha3al
U BIIEPEJ;

* no — CIUIOIIHOW BBIBOJ JIAHHBIX HA 3KPaH TEPMHHAN 0€3 BO3MOXXHOCTU MOCTPOYHOI'O U MOCTPAHUYHOTO
npocMoTpa. BO3MOXXKHO 4acTMYHOE HCUE3HOBEHHE CTPOK B BEpXy TEpMHMHAjJa IIPHU BbIBOAE OOJIBLIMX
00bEMOB JIaHHBIX, IPEBHIMIAIONINX 110 KOJMYECTBY CTPOK pa3Mep IKpaHa TepMUHATIA.

@ Mo ymMonyaHuio UCnosib3yeTcs NOMHOSKPaHHbIN PEXMM NPOCMOTPa AaHHbIX — internal.

Ilo/IHO3KPaHHBIN peKMM MNPOCMOTPa AaHHBIX. B 3TOM pexuMme MONb30BaTENb HNMEET
BO3MOXXHOCTh TPOCMOTpPa JAaHHBIX, HCHOIb3ys KIABHUIIM YIIPABIECHUS KypCcoOpoM M  YIPaBIAIOLINE
MOCJIEeI0BATEILHOCTH, TIepeunciieHHbIe B Tabuie 2.2.

TabAmMua 2.2: YNpaBA€HUE B MOAHOIKPAHHOM PEXMME NPOCMOTPA AGHHbIX

YnpaBneHune Ha3zHayeHne
<t> lMepemMelleHre Ha O4HY CTPOKY BBEPX
<> MNepemelleHne Ha OAHY CTPOKY BHU3
<€&> [MepeMelLeHne Ha ogHY NO3ULMIO BJIEBO
<> MepemelyeHne Ha O4HY NO3NLUUIO BMpaBo
<Home> [MepemMelLeHMe K NepBOM NO3MLMKN CTPOK
<End> MepemMelLeHre K nocnegHen NO3NLUM CaMOWN OJIMHHOW CTPOKM
<Page Up> MepemeleHmne Ha OAMH 3KpaH BBEPX
<Page Down> lMepemMelieHVe Ha OAMH 3KpaH BHU3
<Ctr1+B> MepeMelleHne K NepBon CTPOKE AaHHbIX
<Ctrl+E> MNMepeMelleHme K NocieaHel CTpoke AaHHbIX
<H> BbiBOA noackasku Mo knasuwaM yrnpasieHUs NMPOCMOTPOM AAHHbIX
<F10>, <Q> 3aBepLUeHMe NpPocMOoTpa AaHHbIX

Tekyman akTHBHAA KOHPUrypauus
interface control address 192.168.169.253/255.255,255.248
gateway set 192.168.169.254
interface control media auto
interface control acl add 192.168.169.254
interface control acl add 192.168.169.0/255,255.255.128

ctpenka BIIPABO - Ha oguvH cumeon Bnpaso
ctpenka B/IEBO HA OgWH CHMBOM BrEBO
ctpenka BBEPX HAa OAHY CTPOKY BBEpX
cTpenka BHH3 HAa OfHY CTPOKY BHW3
<Home> HA MEepBHI CUMBOA CTPOKH

{End> HA MOCAEAHWI CUMBOM CAMON AAWHHOW CTPOKM
<Page Up> HAa OAWH 3IKPaH BBEpX

{Page Down> HAa OAHWH 3KPaH BHW3

<CTRL>+'b’ K Hadany fpaina

<CTRL>+'e’ K KOHUY ¢aiina

NWEAT KNABHIA N9 NPOLONKEHKA. . .Ji

log disable
timeout tcp syn 5
timeout tcp estab 86400
timeout tcp fin 60O
1-23 uz 69

Ctonbum: 1-80

PucyHok 2.9: MOAHO3KPOHHbIA PEXUM NPOCMOTPA AQHHBIX



CCIT-2 - Hayasno pabotbl 23

Jnsa wumoctpanuu paObOTHl MOJHOAKPAHHOTO peXMMa Ha pHCYHKe 2.9 TpeAcTaBiIeH BBIBOJ
napametrpoB koH¢urypauuu CCIIT-2, BpimonHeHHBIM MO KoMmMaHzae config show. Ecnmm tepmunan He
nmonnepxkuBaeT ANSI 1Bera, Oymer aBTOMATHYECKHM WCHOJIB30BAThCSI MOHXPOMHBIH PEXHUM DPaOOTHI
TepMUHaA.

Pexxum MNOCTPAHUYHOI'0 ITIPOCMOTPA TaHHBIX. B sTom PEKUME NTOJIB30BATCJIb UMCCT BO3MOIKHOCTD
MMOCTPOYHOI0O M IOCTPAHUYHOI'O0 IIPOCMOTPA JAaHHBIX, HCIIOJIbB3YySA KIIaBUIIM YIPABJICHHUA KypCOpOM H
YHIpaBJIAIOOIUC MTOCICA0BATCIbHOCTHU, ICPCUNCIICHHBIC B Ta6J'H/IIlC 2.3.

Ta6anua 2.3: YnpaBAeHUe B peXUMe NOCTPAHUYHOro NPOCMOTPA AQHHbBIX

YnpaBneHune Ha3zHayeHune
<> MNepemMelleHne Ha o4HY CTPOKY BBEpX
<> MNepemMelleHne Ha O4HY CTPOKY BHU3
<Page Up> MepeMelleHne Ha OAWNH 3KpaH BBEpX
<Page Down> MepeMelleHne Ha OAUH 3KpaH BHU3
<Q> 3aBeplueHne NpocMoTpa AaHHbIX

Hnsa wumoctpaumu paboThl pekuMa  MOCTPAaHMYHOIO MPOCMOTpa JaHHBIX Ha pucynke 2.10
mpeJcTaBieH BbIBOA mapameTrpoB KoHburypanuu CCIIT-2, BeImoNHEHHBIH MO KOMaHae config show.
Hcrnonp3yeTcst TONBKO MOHOXPOMHBIN peKUM paboThl TepMuHana. [IpocMOTp aBTOMaTHYECKH 3aBEpIIACTCS
MocJe BBIBO/IA HA DKPaH TEPMHUHANA TIOCIEHEH CTPOKU JTaHHBIX.

Tekyman akTUBHAA KOHQUIrYypaUus :

interface control address 192.168.169.253/255.255.255.248
gateway set 192.168.169.254

interface control media auto

interface control acl add 192.168.169.254

interface control acl add 192.168.169.0/255.255.255.128
interface control acl add 192.168.170.0/255.255.255.128
interface filter 0 rename External

interface filter External enable

interface filter External media auto

interface filter 1 rename Internal

interface filter Internal enable

interface filter Internal media auto

interface filter 2 rename Mirror

interface filter Mirror enable

interface filter Mirror media auto

interface filter External mirror Mirror all

session enable

session ip enable

session ap disable

session log disable

session timeout tcp syn 5

session timeout tcp estab 86400

Nanee. .. G — Bmxo

PucyHok 2.10: Pe@XXuM NOCTPAHUYHOTO NPOCMOTPA ACHHbIX

Pe:kuM cnJIOIIHOTO BbIBOAA AAaHHBIX. B 5TOM pexuMe MOJb30BaTENlb HE MMEET BO3MOKHOCTH
YIPaBJICHUS] IPOCMOTPOM JIaHHBIX. JlaHHBIE BBIBOISATCS Ha SKpaH TEPMHHANIA MMOCTPOYHO. Ecnm xoinndecTBo
CTPOK JaHHBIX NPEBBIIIAET Pa3Mep TEPMHHAIBHOTO OKHA MO BEPTHUKAJIH, TO BBIBOJ CTPOK OYyAET YacTUYHO
MOTEPSH 32 CYET aBTOMATUUECKOH MIPOKPYTKH (scrolling) TepMuHaia.

J1 yCTaHOBKM PEXKMMOB MPOCMOTPa JAHHBIX HCIOJIB3YETCS KOMaHJa system fnpsh viewer
(mpunoxenue 3.4.134, ctp. 145):

¢ system fnpsh viewer internal — YCTaHOBKa IIOJIHODKPAHHOI'O PEKHMa IIPOCMOTpPA JaHHBIX,

e system fnpsh viewer more — yCTaHOBKA PEKHMa MOCTPAHMYHOI'O MPOCMOTPA JAHHBIX;
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e system fnpsh viewer no-— YCTaHOBKa pCiKKUMa CIIJIOIIHOTO ITPOCMOTpa AaHHBIX.

M3meHeHWe pexrMa npocMoTpa AaHHbIX AEWCTBYET TONbKO Ha BpeMs TEKylUeln ceccun paboThbl
nonb3oBaTens.

Crnenyronmii npuMep WUTIOCTPUPYET YCTAHOBKY PEXUMA MOCTPAHUYHOTO MPOCMOTPA JAHHBIX:
fnpsh> system fnpsh viewer more
FNPSH-I-3087-PexuM npocMoTpa WU3MeHeH
fnpsh>

JUst mpocMOTpa yCTAaHOBIIGHHOTO PEXHMMa MPOCMOTpPA JAHHBIX HMCIHONB3YeTCsl KOMaHJIa system
show (cTpoka “IIpocmompuyux no ymonuanuro FNPSH.”).

2.6.7. [QuazHocmuyeckue coobuieHus komaHOHo20 uHmepdghetica CCIIT-2

Brimonnenue mo6oi komanasl B komanaaoMm uHtepdeiice CCIIT-2 Bcerna 3aBepiaercsi BEIBOAOM
JMarHOCTUYECKOr0 COOOLIEHUS Ha JKpaH TepMMHala. JlmarHocTuueckoe cooOIIeHHE HMEET CIIeTyIOMUil
¢dopmar:

FNPSH-{I|W]|E}-XXXX-<TeKcT_coobueHunsa>[ (<cuctemHaa_owmnbka>)]
rue:

e TI|W|E— OIUH U3 TPEX BO3MOXKHBIX YPOBHEH JTUATHOCTUYCCKOTO COOOIICHHUS:

v 1 — uH(OPMAIMOHHOE COOOIIICHHUE;

v W —OpeaynpexIcHue;

v E — coobuieHue o0 omuoKe.
e XXXX — HIECTHAIATCPUYUHBIH KOJ TUArHOCTHYECKOTO COOOIICHHS;
e <TekcT coobmeHus> — TEKCTOBAs HHTEPIIPETALMs KOAa AMarHOCTUYECKOT0 COOOLICHMUS;

e <cucremHas ommBka> — He0OsA3aTeNbHOE COOOIIEHHE, BKIIOYAaEMOE B CTPOKY IMAarHOCTHYECKOTO
COOOIIEHUS, €CJIU MPH BBITOJHEHUH KOMaH/IbI MPOM30IIIa cUCTeMHas onrOka. CoOOIIEHUSI O CHCTEMHBIX
OIMOKax SBJSIFOTCS CTaHAapTHhIMH JiIs omeparuoHHol cuctembl CCIIT-2. CooOlieHue 0 CHCTEMHOM
OIIMOKE BCETa BEIBOIUTCS HA AHSAULICKOM SI3bIKE.

Hanpumep, muarnoctuyeckoe cooOIeHue
FNPSH-I-3087-PexuM npoCcMOTpa WU3MEHEH
SIBIIICTCS UHGOPMAYUOHHBIM COOOUeHUuem ¢ KOTOM 0x3087 (IeCTHAAIATePUIHBIN).

[epeuens Bcex muarHocTHueckux cooOmieHuit komangHoro wHTtepgeiica CCIIT-2 npuBoautcs B
npuiioxkeHuu 3.5, ctp. 166.

2.7. OcHoBbl ucnonb3oeanna WEB nHtepgenca CCIT-2

WEB wuntepdeiic CCIIT-2 sBnsiercsi yHUBEpCalIbHBIM TpauuecKiM UHTEp(ErcoM MONb30BaTeNs
(GUI — Graphical User Interface), npeaqHazHadueHHbIM 111 HACTPO#KHU u ynpasiaeHus CCIIT-2.

WEB wuHTepcenc CCIIT-2 moxeT ucnonbsoBatbca npu ynpaenennn CCIIT-2 no cetn Ethernet
unu vyepes yctaHosneHHoe PPP coeanHeHne no nocneposatensHoMy nopTty RS-232.

M padoter ¢ WEB wunTrepdeiicom CCIIT-2 Ha ynpasisionieM KOMIBIOTEpe HE TpeOyeTcs
YCTaHOBKH CIICIIMAIBHOTO MPOrpaMMHOI0 OOecreueHus], 3a UCKIoYeHneM craHaaptHoro WEB Opaysepa.
[lepeuens pexoMeHayeMmbix K ucnonb3oBaHnio WEB OpaysepoB u TpeOoBaHui, NpeABSBIIEMBIX K HHUM,
puBOUTCS B pazzaene 2.4, ctp.9.
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Bce nocnepytowme unnoctpaumm pabotel WEB mnHTepdenca CCIIT-2 npusogatca gna WEB
6pay3epa Mozilla Firefox 2.0.

=

Jlis mepenaum JaHHBIX Mexny ympasistonmM  kommbiotepoMm W CCIIT-2  ucnmonb3yercs
3alUIICHHBIA KaHall yIpaBiICHUs HAa OCHOBE ajrOPUTMOB IMHU(POBAHUS, PEATM30BAHHBIX B MPOTPAMMHOMN
oubmmorexe OpenSSL (http://www.openssl.org).

2.7.1. BkmoyeHue/sbikniodeHue WEB uHmepgpelica

[To ymomuanwuro, nmocne nepsoro 3amycka CCIIT-2, WEB untepdelic BHIKIIIOYEH U HEJOCTYIICH JUIS
ucnons3oBanus. s BkmoueHus WEB naTepdetica CCIIT-2 HeoOX0AMMO HCTIONB30BaTh KOMAaHIy system
web enable (mpunoxenue 3.4.153, ctp.156).

Jns Beikmodyennss WEB untepdeiica CCIIT-2 Heo0X0IuMO UCTONB30BaTh KOMaHIy system web
disable (mpunoxenue 3.4.152, ctp.156).

KomaHgbl system web disable M system web enable MOryT ObiTb BbINOSIHEHbLI TOMBKO C
cuctemHom koHconu CCI1T-2 n Tonbko nornb3oBaTenem admin.

2.7.2. CeaHc pabomsbl nonb3o08amens

W3 WEB Opaysepa, 3amylieHHOr0 Ha yNpaBJISIOLIEM KOMIIBIOTEPE, HEOOXOOUMO IOCaTh 3ampoc
CJIEQYIOLIETO BUAA:

https://<IP_aapec>,

rae <IP ampec> — IP agpec ympasmsromero uatepdeiica CCIIT-2, KOTOphIli MOXKET NPUHUMATh OJHO U3
CJEIYIOIINX 3HAaYCHUN:

e 192.168.1.1 — mnpu ynpaBmenun CCIIT-2 4yepe3 ycranoBnennoe PPP coemunenmne 110
nocJyenoBareabHoMy mopty RS-232;

e [P aopec ynpasiarowezo Ethernet unmepgeiica CCIIT-2 — ipu ynipasienun 1o cetu Ethernet.
[Mpumep (coemunenune ¢ CCIIT-2 o ceru Ethernet mo agpecy 192.168.169.253):
https://192.168.169.253

Coenunenue 1o nporokosry HTTPS obOecrieurBaeT 3aliuieHHbIN KaHal YIIPaBICHUS TSl TIepeaadn
JaHHBIX MeXny ynpasistomuM kommbioTepoM u CCIIT-2. Hcmonbdyemble anropuTMbl mu(poBaHUS |
Jpyrasi HeoOXoauMasi JiIsl 3TOro MHPOpMAIKs COIEPKUTCS B cepmugurxame be30nacHocmu, mepeiaBaeMoM
or CCIIT-2 WEB Opaysepy ymnpasistomiero kommbiotepa. Ceprudukar 0e30MacHOCTH MOAIMCHIBACTCS
yoocmogepsiowum  yeumpom npennpusitus-uzroropurenss CCIIT-2. B stom cimysae WEB  Gpaysep
YIPaBISIIONIETO KOMITBIOTEPa MOXKET BBIBECTH JTUArHOCTHUYECKOE COOOIIEHHUE, CYTh KOTOPOTO 3aKII0YaeTCsl B
TOM, 4TO HH(pOpPMANUsS O JAaHHOM YJIOCTOBEPSIOIIEM IEHTPE OTCYTCTBYET B CITUCKE YIOCTOBEPSIOIINX
1eHTpoB, u3BecTHbIX WEB 0Opay3epy (pucynok 2.11).

Ecnu napamerpsl ceprudukara 6ezomacHocTH, npunHaToro WEB Gpay3epoM, COOTBETCTBYIOT TOMY,
4TO MPHUBEJCHO Ha pHCyHKe 2.12, 3HaYWT cucreMa IUGpPOBaHUS YIPABISIIOIIErO KaHajla HE HapylleHa U
noanuuHocTs CCIIT-2 ycranoBnena.

Ons WEB nHTepderica CCIT-2 He TpebyeTcs BbINOMHEHUS CUCTEMHOW aBTOPU3aLMN Tak, Kak 3To
HY>KHO st paboTbl B koMaHaHOM MHTepdence CCIIT-2 (pa3gen 2.5.1, cTp. 9).

Jus Bemonaenust aBropuzaun CCIIT-2 wepes WEB unTtepdeiic HeoOX0AMMO HaKaTh KHOIKY
“Bxoa”, BRIBeJICHHYIO B paboueii oonactu okna WEB Opay3sepa (pucyHok 2.13).


http://www.openssl.org/
http://www.openssl.org/
http://www.openssl.org/
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) Beb-caiiT cepTUGUUMPOBAH HEWIBECTHBIM LIEHTPOM o x

HeBoamMoKHO NOATEEPANTE NOAAWHHOCTE fNP2 B KAYECTEE HadeXHoro caiTa.

BoaMoXHEIE NPUUMHEl OLLKMBKA:

— Gpay3ep "He 3HaeT" LeHTp cepTMWKaLWK, BbIAABWMA CepTUMhUKAT ITOMY
canTy.

— CepTM@WUKaT calTa HenonoH W3-3a HenpaewnbLHOR HacTPOMKK cepeepa.

— CaiT, C KOTOPLIM Bbl coeanHAETeck, BbiaaeT ceba 3a fnp2, 4Tobbl, BO3MOXHO,
MNONYYMTE O Bac KOH(GUASHUWANEHYIO MHbopMaLKio.

Moxanyhcra, coobwnTe o npobneMe seb-macTepy caiTa.

Mepen NpMHATHMEM 3TOrO cepTUdMKaTa, BaM CnegyeT TUaTensHo NpoBepUTL Ero.
Bkl XOTWMTE NPUHATE 3TOT cepTUhMKAT Kak MaeHTUdKUKaTop caiTa fnp2?

MNpoBepuTb cepTUdMKaT...

O Bcerga npuHuMath 3T0T cepTudmkar
® MpUHATL 3TOT CEPTUMMKAT TONBKO Ha BPEMs TEKYLLEro ceaHca

) He npMHWMMaTL 3TOT cepTMhMKAT M HE COEAMHATLCA C 3TUM Beb-caiToMm

OTMeHa |

PucyHok 2.11: HeusBecCTHbI YAOCTOBEPSAIOLLLMUI LLEHTP

B mnosBuBIIEMCSI OKHE aBTOpW3alMM MOJb30BaTensi (pUCYHOK 2.14) HE0OXOAMMO BBECTH UM
nons3oBatenss CCIIT-2 u mapons B mMosax BBOAA “UMs nosib3oBatens” W “NMaposb”’ COOTBETCTBEHHO, 3aTEM
Ha)kaThb KHONIKY “Bxoa”. J{7s1 0TKa3a OT aBTOpU3allMK MOIb30BATEN HAKAaTh KHOIIKY “OTMeHa’”.

Ecnu umst montk30Batestst ¥ mapoJib BBEJCHBI TIPABUIILHO, HAYHETCSl CeaHC PabOThI MOJIL30BATENS U B
paboueii obnactu okna WEB Opay3zepa Oyxer BoiBenena crpanuiia WEB untepdeiica CCIIT-2 “CocTosHue
ycTpoicTea” (pucyHok 2.16, ctp. 29).

©) Mpocmotp ceptrdukara:"fnp2" o x

Bepud ceptud no IM pUYMHAM.

Komy BbIpaHO

O6wee WMA (CN) fnp2

OpraHuzayua (0) NPO RTC, Ltd.
OpraHuzalunoHHas eauHuua (OU) Firewall Network Processor
CepuitHelil HoMep 08

Kem BbigaHo

Obuee nMA (CN) npo-rtc.ru

Opranuzauna (0) NPO RTC, Ltd.

OpraHuW3aunoHHas egnHrua (OU) Certificate Authority

OeAcTBUTENEH

BbigaH 26.10.2005

Cpok peidcTBUA 24.10.2015

OTneyaTkn

Otneuatok SHAL 87:0E:27:63:C2:0E:OF:4A:FA:A3:5A:E5:96:6E:93:73:A0:61:E7:EE
Otneuatok MDS BD:E3:AC:1D:91:35:A4:B5:FE:15:42:FD:15:B1:37:9F

3akpeiTh

PucyHok 2.12: MpocmoTp ceptuchmukara CCINT-2
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Texylw A NoNL30BaTens: He aBTopU3oBaH © 2004-2007 HNO PTK

PucyHok 2.13: CTpaH1LLQ AAS HEABTOPU3OBAHHOIO NMOAb3OBATEAA

©) https://192.168.169.253 - WEB-uHTepdeic CCMT- — O X
e 9 @URE B

Bxon B WEB uHTepdeiic CCMT-2

WmMA nonb3oBaTenn Iadrnin

ﬂaponb I*******

Bxop, || OTMeHa

Terywhid none3oeatens: He asTopu3oBaH & 2004-2007 HNO PTK

loToBO 192.168.169.253 A% |

PucyHok 2.14: OKHO aBTOPHU3ALLUM NOAb3OBATEAA

Ceanc pa60T1>1 NOJIB30BAaTECJId 3aBCPUIACTCA B OJHOM U3 CIICAYIOIHNX CIIYyYacB:

MOJIF30BaTENlb HaXKal KHOMKY “BBIX0n”’, pacroiiokeHHYI0 CIpaBa B CTpoke ocHOBHOro meHio WEB
uHTepdelica U B MOSIBUBLIEMCS OKHE MMOATBEPKICHHS 3aBEPILICHHS CeaHca MOJIb30BATelNsl Ha)KaJl KHOMKY
“B 2.

BIX01;

MIPEBBIIIEH JIMMUT BPEMEHM HEAKTHUBHOCTH TIOJB30BATENs — maiM-aym HeakmusHocmu. Eciu
HOJIB30BATENIb HE TNPOM3BOAMT BBIIOJHEHHWE KOMAaHJ B TEUCHHE ATOTO BPEMEHM, TO cecCusi paboTh
IMOJIB30BaTCIA aBTOMATHYCCKH 3aBCPIIACTCA. HpI/I TIOIIBITKE BBITIOJIHCHHU A KaKOI‘O-JII/I6O JleI\/'ICTBI/ISI 110
UCTEUCHUU TaliM-ayTa HeakTHBHOocTH WEB wuHTEpdeiic aBTOMaTHYecKW BBIBEIET CTPAHUILY ISt
HEaBTOPHU30BAHHOTO MOJIL30BaTeNs (prucyHOK 2.13).

@ Mo ymonyaHuto Tanm-ayT HeaKTMBHOCTU nonb3oBatens coctasnseT 600 cekyHa (10 MUHYT).

M3MeHUTb 3Ha4YeHNe TaliM-ayTa HEaKTMBHOCTM MOXXHO TOJSbKO U3 KOMaHAHoro uHtepdenca CCIT-
2 (pasgen 2.6.5, cTp. 21).

2.7.3. [Nony4yeHue KOHMEKCMHOU crnpaeKku

Bce ctpannust WEB untepdeiica CCIIT-2 cHaOXeHbl KHONKOH BbI30Ba KOHTEKCTHOW CHPABKH.
HaxaTre Ha KHONKY “CnpaBka” NPUBOIUT K BBIBOLY CIPaBKH 1o Tekyuien ctpanuue WEB untepdeiica B
otnenpHOM okHe WEB Opay3sepa.

B xadectBe mpumepa Ha puCyHKe 2.15 mpeacTaBieH BBIBOJ OKHa KOHTEKCTHOM CIIPAaBKH Ui
CTpaHUIIBI HACTPOIKHU cucteMHoro Bpemenn CCIIT-2.

J51s TOTO, YTOOBI 3aKPHITH OKHO KOHTEKCTHOW CIPAaBKX HEOOXOAMMO HAXKaTh KHOMKY “3aKpbiThb”.
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YcTaHOBKAa CUCTEMHOIO BPpeMeHH

CHCTEMHAR AATAD YCTAHOBKE TeKYLLaR CHCTEMHOR AaThI

CHCTEMHOE BPEMA: YCTAHOBKA TEKYLWEMD CUCTEMHOMD BPEMEHM

HYacosoH NORC: MZMEH2ZHWE YACOROTD NOACA

NTP: pinioderHs2/oTKNIoHeHrE MoNoNe20BaHMA NpoTokona NTP (Metwork Time Protocol)
IP-appec cepeepa NTP: IP-agpec ceppapa NTP, ncnone3yemoro AnNA CUHXPOHWMZALKKA BPEME HKA
ParvcTpauna NTP: BinioueHie/oTHNIOHE HME ParkcTRaudMi Co0GiwaHwWia NTP B chcTeMHOM My pHana
Tahm-ayt NTP: TalmM-ayT onpoca NTP-cepeepa B cakyHaax

Tekywnii noneaoeatens: admin © 2004-2007 HNO PTK

PucyHok 2.15: KoHtekcTHas cnpaeka WEB uHtepdeiica CCHNT-2

2.7.4. Cmpyxkmypa WEB uumepgpetica CCIl1T-2

WEB untepdetic CCIIT-2 coCTOUT U3 HECKOJIBKHUX Pa3/eiioB, COCTaB KOTOPHIX OMPEICIIICTCS €ro
ocnosnvim menio. OcHoBHoe MeHI0O WEB uHTepdeiica Bcerna BHIBOAMTCS BBepXy paboueil obimacTu OKHa
WEB Opay3epa. Tekymmii pazgen WEB wuntepdetica oTtoOpakaeTcsi MHBEPCHBIM IIBETOM. B KkauectBe
nmpuMepa Ha pucyHke 2.16 mpencTaBieH BBIBOJ CTpPaHMIBI ‘COCTOsHWe ycTpoWcTBa” U3 paszaena
“CocTosiHue”.

Kaxnpiii pasnen WEB unHTepdeiica, 3a uckimoueHHeM pasiena “‘CocTosHue”, CONEPXKHUT MEHIO
BTOPOI'O YPOBHS, OIpezessitomee (yHKIMOHAIBHOCTh CTPAHUL] JAHHOTO paszziena. MeHI0O BTOpOro ypOBHS
pacmosiaraeTcst B BepxHel yactu paboueit obnactu okna WEB Opay3epa HenocpeaCcTBEHHO MOJ OCHOBHBIM
MeHro. TeKyuii MyHKT MEHIO 0ToOpa)kaeTcsi Ha cepoM (oHe.

WEB unrepdetic CCIIT-2 umeer ciaeayromme pa3aeibl:

e CocTosHWe — coepkuT oburyio nadpopmamio o texymem coctosaun CCIIT-2, craructuky Tpaduka mno
¢uIbTpyIOIMM HHTEpdeiicaM, a TakKe KHOIKU YIpPAaBJICHUS MAKEeTHBHIM (WIBTPOM U YCTPOHCTBOM B
uesoM. Bcest mepeuncienHas Bbimie uHGOpMamus OTOOpakaeTcsi HAa OJHOM CTpaHHIE ‘‘COoCTosiHUe
ycTpoicTea” (pucyHok 2.16);

— WHdopmauma Ha cTpaHuue “CocTosiHMe YcCTponcTBa” OOHOBMSIETCA aBTOMaTUYecKM Yepes
IE ’*7 kaxkgble 10 cekyHa,.

* HACTPOMKU — COIEPKUT CTPAHUIIBI sl HacTporku pa3nmaHbIX nmoacucteM CCIIT-2 (pucynok 2.17):

v CuCTema — yIpaBlIeHUE JOTMOJHHUTEILHBIMU KOH(MUTYpalMsiIMA U HACTPOMKH CHUCTEMHOTO BPEMEHH

CCIIT-2;
v Nonb3oBaTenun — ynpaBneHI/Ie TIOJI30BATCIIAMU,

v WHTepdeincs — HacTpodku ympapistomero Ethernet muTepdeiica m ¢unpTpyrommux uHTepdericon
CCIIT-2;

v NAT — HACTPOMKHU MOACUCTEMBI TPAHCIALMU CeTeBbIX aapecoB NAT;
v TopsYnii pe3epB — HACTPOMKH MOJCUCTEMBI BEICOKOH TOTOBHOCTH;

v RADIUS — Hactpoiiku RADIUS aBropuszanuu nonb3osateneii CCIIT-2.
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|

[ e il | HacTpoikw | NMpasmna | Ceccnn | PerncTpauna | KomanaHan cTpoKa

CocTofAHMWe YCTpoOCTEA

YerpoicTeo/ hunsTpauma

Yrpasnewne ycrpoicraom
¥npasneune dprnbTpaunel | B bika 4T

DUNbLTPAUMA 3anyweHal| 29 08.2007 13:16:05 (GMT)

DHAbTPAUNMA NpopomkaeTca|| 25 aHei 19 vacoe 23 MuHyTE 27 cekyHa,

| Yucno G HAbTPY ILUHX m-rrlpd:!hmn” 3

IP-appec | 192.168.169.253

Macka cetw|| 255.255.255.248
Hecy uian fCHopocTh e 100baseTX,/full-duplex

[ ®unorpywowme nrepdeiicsi| = Extermal ||  Interna ||  Mirer |
Hecywan /CkopocTs. € 100baseT¥/full-duplex ) 100baseTX/full-duplex [~]
Kanpos/6air nonyuenol| 1677029/ 1607083116 I 1445237/ 764561611 I 0/0

Biniouan

Kanpoa/6Gaiir Ethernet II 1677029/ 1607083116 1445237/ 764561611 0/0
Kappos/Gaitr IEEE 802.3 LLC 0/0 0/0 0/0
Kanpoa/6Gaiir IEEE 802.3 RAW 0/0 070 0/0
Kanpos/Gaitr IEEE 802.3 SNAP 0/0 0/0 0/0
Naxeton/6air ARP 2701/48618 275249536 0/0
Nakeros/Gaiir RARP 0/0 070 0/0
Oeitrarpamm/Gaiir IP 1674328/ 1573434081 1442483/ 734441618 0/0
CermenTon,/6air TCP 1618536/ 1519439154 1385183/689306633 0/0

PucyHok 2.16: CtpaHuua "CocTosiHue ycTpoicTBa" U3 pasaeaa "CocTtosHue"

CocroaHwne || Mpaenna | Ceccumn | Perncrpauyma | KomangHana crpoka

Cucrema | Monb3osatenn | MHTepdeicel | NAT | Fopaunia peseps | RADIUS

PucyHok 2.17: MeHio pasaeAa "HacTpoiiku"

MpaBuna — COJACPKUT CTPAHUIIBI JUUII HACTPOMKM TEKyIIero Ha0opa TpaBWJ H  yIPaBICHHS
JIOTIOJTHATENBHBIMU HA0OpaMu TpaBul (prCyHOK 2.18):

v OCHOBHble — HACTPOMKH TJIOOANBHBIX MpaBWil (QUIBTPALMM TEKYLIEro Hadopa MpaBuWil, yNpaBlieHHE
JIOTIOJTHUTENbHBIMU HA00OpaMu MPaBHJL;

MAC — ynipaBienne MAC npaBuiamu pUIbTpaIMy TEKyLero Habopa MpaBui;

ARP — ynpasienre ARP nmpaBuiamu ¢puiabTpanuu TeKyiiero Habopa mpasui;

IPTMP — yrmipaBJeHHe BpeMeHHbIMHU [P npaBunamu puiabTpanun Tekymero Habopa npaBui,
1P — ynpasnenue [P npaBunamu puipTpannu Tekyuero Habopa npaBuiL;

1PX — ynpasinenue IPX npaBunamu puiaprpannu Tekymero Habopa npaBui;

R X < < < <«

AP — ympaBinenue AP mpaBunamu ¢uiabTpauuu (MpaBwia (QUIBTPALUHM TPHKIATHOTO YPOBHS)
TEKyILEro Habopa MpaBuII,

rpynnsl VLAN — ynpasienue VLAN rpynmamu Tekymiero Habopa npaBuil;

AN

WHTepBasbl BpeMeHW — YIIPaBICHUE MHTEPBAIaMU BPEMEHHU TEKYILEro Habopa mpaBui;
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v CTaTUCTUKa — BBIBOJ CTATUCTHUKU MCIOJbB30BAHUS IIPABUIL (bHHLTpaIII/II/I TCKYyLICTO Ha6opa npaBuil B
INaKCTHOM (bHHLTpC.

Cocroaume | HacTpoikm | | Ceccum | PerncTpauma | KomaHaHan CTpoka

OcHoeHbie | MAC | ARP |IPTMP |IP | IPX | AP | rpynnot VLAN | MHTepeanbl epemenn | CTatHcTHxa

PucyHok 2.18: MeHio pasaeaa "lMpasuaa”
Ceccuv — COAEPKUT CTPAaHWIB! A HACTPOWKM MapamMeTpoB TOACHCTEMBI YIPABICHUS CECCHSIMH
MAaKeTHOro (puiIbTpa U BHIBOJA TEKYILEr0 COCTOSHUS TaOIULbl ceccuil (pucyHok 2.19):
v HacTpoWKW — HACTPOWKH ITapaMeTPOB MOJCUCTEMBI YIIPABICHHS CECCUAMH ITAKETHOTO (DHIIBTPA;

v Tabnuua ceccui — BBIBOJ TEKYIIETO COCTOSIHUS TAOJUIIBI CECCHIA.

. WHdopmauma Ha ctpaHuue “Ceccum: Tabnuua ceccuit” oBHOBNSETCA aBTOMaTUYEcKM 4epes
IE f7 Kaxxgble 10 cekyHA.

CoctorHme | HacTpodkn | Mpaemna || PernmcTpauns | KomaHaHaa cTpoxa

Hacrpoiikn | Tabnwua ceccni

PucyHok 2.19: MeHio pasaeaa "Ceccun”

PerucTpaums — COAEPKHUT CTPAHUIBI Ul HACTPOWKH MAapaMeTpPOB MOACHUCTEMBI PETHUCTPAIMH, BBIBOAA
UHPOPMALIUK O 3aPErHMCTPUPOBAHHBIX COOBITHAX, MAaKeTaX WM CECCUSX, BBIBOAA 3aPETUCTPUPOBAHHBIX
CHUCTEMHBIX COOOLICHUH U AJISl OYUCTKH (PaijIoB perucTpanuy nakeros/ceccuit (pucynok 2.20):

v HacCTpoWKu — HACTPOMKHU ITapaMETPOB MOACUCTEMBI PETUCTPALUY;

v Cob6biTUs — BBIBOJ HH(OpMALMU O 3apPETHCTPUPOBAHHBIX COOBITHSAX C BO3MOXKHOCTBIO 3aJIaHHs
KpUTEpHEB 0TOODA;

v TNakeTbl — BBIBOA MH(OPMAIMH O 3apETUCTPUPOBAHHBIX MAKETaX C BO3MOXHOCTBIO 33/1aHUsI KPUTEPHEB
otOopa;

v Ceccun — BBIBOJ MH(OPMAIIMH O 3aPETUCTPUPOBAHHBIX CECCUAX C BO3MOXHOCTBIO 3aJaHUs KPUTECPUCB
otbopa;

v CuCTeMHble coobuweHns — BBIBO/I 3apCTUCTPHUPOBAHHBIX CUCTCMHBIX COO6IIICHPII>1;

v OuucTka HawnoB peructpauumm — yaajdeHHe wu3 (GaiIoB perucTpanyu  uMHGOpMAIUU O
3apEruCTPUPOBAHHBIX [IAKETAX UJIM CECCUSIX.

Cocronmme | Hactpoiikm | Npasmna | Ceccnn |EEITISTEIEE] | KoMaugHan cTpoka

Hacrtpoiiku | CoGbimva | NakeTtsl | Ceccum | CheTemubie coobwerna | OuncTka daiinoe pervcTpaumn

PucyHok 2.20: MeHio pasaeaa "Peructpauus”

NHopmauma o 3aperMcTpMpoBaHHbIX CODBLITMSAX, NAaKeTax M CECCUSX BbIBOOUTCA B OTAENbHOM
okHe WEB 6pay3sepa.
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e KoMaHpHas CTpoka — CTpaHWIAa JUIsl BBoJa KoMmaHa koMauaHoro wuHTepgeiica CCIIT-2. Spnsercs
BCIIOMOTaTeIbHBIM HHCTPYMEHTOM [UIsl IPOBEPKH KOPPEKTHOM mnepexauyn aaHHeix WEB muTepdeiicy ot
komauHOTO cepBepa CCIIT-2 uepes 3amuIIeHHbIN KaHa yripaBieHus (pucyHok 2.21).

Cocroaume | Hactpoiiku | MNpaskina | Ceccun | Parvcrpainn [T e

KoMmaHgHaA cTpoka

BeegwuTe xoMaHOY:

rule stats show
Pesynvbtat ( rule stats show ):

FNPSH-I-3000-HeT owwnBok

14

mac:0[29.08.2007, 17:16:14 3135884 |2372022691
mac:100|29.08.2007, 17:16:14|0|0
larp:0]29.08.2007, 17:16:14|2969|53442
larp:100(29.08.2007, 17:16:14|3022|54396
ip:0]29.08.2007, 17:16:14|585789|267959468
ip:10(29.08.2007, 17:16:14|0|0
ip:100|29.08.2007, 17:16:14|0|0
ip:200]29.08.2007, 17:16:14|0|0
ip:250]29.08.2007, 17:16:14|1717474|132421 3668
ip:260]29.08.2007, 17:16:14|816615|715993387
ip:300|29.08.2007, 17:16:14|0|0
lap:100]29.08.2007, 17:16:14|0|0
ipx:0|29.08.2007, 17:16:14|0|0
ipx:100|29.08.2007, 17:16:14|0]0

Bhlnnnnm-h| | CoBpoc | | Cnpaska

Tekywnid noneaoeaTens: admin & 2004-2007 HNO PTK
PucyHok 2.21: PasaeA "KomaHaHas cTpoka”

2.7.5. Bbleod duazHocmuveckux coobuwieHul 8 WEB unmepgbetice CCIIT-2

[Mpuniun padotst WEB unTepdetica 3akmodaercss B GOpMUPOBaHUM KOMaH[bl MIIM HECKOIBKUX
KOMaH]] Ha OCHOBAHUM JCWCTBH, BBHITIOHEHHBIX ITOJIb30BAaTEIEM, U MEepeJadn STHX KOMaH]] Ha BBIMOJHEHHE
koManaHoMy cepepy CCIIT-2 no 3amuiieHHOMY KaHaly yIpaBiIeHUs.

Brimonnenune mro6oit komanael yepe3 WEB unrepdetic CCIIT-2 Bcerna 3aBepiiaercsi BHIBOAOM
JUArHOCTHYECKOro cooliieHust B oraenbHoM okHe WEB Opaysepa. @opmar BbIBOJA IHArHOCTHYECKOTO

COOOLICHHUS COBMAJAET C TEM, YTO NPUHATO i1 KomaHaHoro untepdeiica CCIIT-2 (mpunoxenue 3.5.1, ctp.
166).

B WEB wuHTepdeiice auarHoctudeckue COOOUICHUS Pa3HOTO YPOBHS BBIBOISATCS Pa3THYHBIMU
LBETAMHU:

e 3CJICHBIN — JIsl UH()OPMAITMOHHBIX COOOIICHUIA;
e CHHHUH — I NPeNyNPEKICHU;
* KpacHBIH — JIsi COOOIIEHHH 00 OMIMOKax.

Ha pucynke 2.22 mnpuBOOUTCS BBIBOL UHPOPMAYUOHHO2O CcOODWenus C KOAOM 0x3057
(mecTHaAATEPUYHBIH).

Jnst Toro, 4ToOBl 3aKpHITh OKHO JAMATHOCTUYECKOTO COOOIICHHS HEOOXOIUMO HaXKaTh KHOIKY
“3aKkpbiTh”
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©) https://192.168.169.253 - WEB-uHTepdeiic CCNT-2-Moz - O X

Q)

<@ - - & f [Ghl

@ FNPSH-I-3057-CucTtemHoe BpeMAa uiMeHeHo (24.09.2007

15:59:13, MSD)

& 2004-2007 HNO PTK

Tekywi nonesaoeatane: admin

102.168.169.253 & [mm

I lNoToBD

PucyHok 2.22: BbiBOA AMArHocTu4eckoro coobuieHus 8 WEB uitepdpeiice CCINT-2

Ecnu penctesunsa noneb3osatens B WEB wuHTepcence CCIIT-2 npuBenn Kk opMUpOBaHWUIO 1

i

i
l; 7 nepegadye Ha BbINOJIHEHNE Cpaldy HECKOJIbKMX KOMaH4, TO B OKHE AOMAarHOCTUYECKUX COOﬁLLI,eHMVI
6y/:|,eT TaKXKe BbiBEAeHO HEeCKOJIbKO OANAarHOCTU4YeCKNX COO6LL|,eHI/II7I B nopsanke, COOTBETCTBYHOLLEM

nopAaKy BbINOJTHEHUA CCbOpMI/IpOBaHHbIX KoOmMaHA.

[lepeueHs BCeX AMArHOCTHYECKHX cooOmieHui koMmanaHoro uutepderica CCIIT-2 npuBoautcs B
npuiokeHuu 3.5, ctp. 166.
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3. Mpunoxexna

3.1. Ycranoeka IVT VT220 Freeware Ha ynpaBnsalowui KoMNbloTep

B manHOM paszpene npuBOIUTCS KpaTKoe pyKoBoACTBO 1o ycraHoBke makera IVT VT220 Freeware,
KOTOPBI MOXET OBITh UCIIOJIL30BaH JUIsl AOCTYIIa K KOMaHaHOMY uHTepdeticy agmunauctpatopa CCIIT-2 mo
nocienoBaTeabHOMY mopty RS-232.

Maket IVT VT220 Freeware npegHasHayeH AN KOMMbIOTEPOB, paboTalowmx Mo yrnpaBrieHNeEM
onepaumoHHbIx cuctem MS Windows® 2000/XP

Hnst ycranosku IVT VT220 Freeware HeoOX0IMMO BBITIOJHUTD CJICIYIOIINE JCHCTBUS:
o BcraBuTh KommnakT-1uck CCIIT-2 B mpusog CD-ROM Ha ynpasisiioneM KOMIbIOTEPE;

e 3amycTuTh nporpammy yctaHoBku IVT VT220 Freeware setup.exe, PaclolOXKEHHYIO B KaTajore
software/ivt vt220 freeware Ha koMmnakr-aucke CCIIT-2;

e TIOCTenoBaTeNbHO mpoiiTu Bce maru mo ycraHoBke IVT VT220 Freeware Tak, kak 3TO MOKa3aHO Ha
pucynkax 3.1-3.6. Ilepexoax K ouepenHOMY IlIary YCTAHOBKHU OCYILECTBISICTCS HAXXaTUEM KHOIKU
“Next>"(pucynku 3.1-3.5), 3aBepIlIeHHE YCTAaHOBKH OCYIIECTBISICTCS HAXKaTHEM KHOMKH “Finish”
(pucyHok 3.6);

Welcome Information

‘welcome to the YT YT 220 Freeware Setup program.
Thiz program will ingtall YT %T 220 Freeware on your
computer,

Thank you for choosing VT, a%T 220 L&N + Sernial lines |~
terminal emulator for 98/MT/2000/2003/<F.

Thisg version supportz Telnet only [freeware, no
licenzing required). Other [commercial] versions are
available with 55H and/or Kerberized Telnet.

It iz strongly recommended that you exit all ‘Windows programs
befare running this Setup program.

Instructions for use:

- Start IYT with no parameters [shows a login dialog)
or with the name of a host to connect ta.

- Uge the menu bar to create new sessions, stop
zessions etc. The menus show the keyboard shortcuts
to perform the zame functions.

- Edit the YT .RL file to your personal taste OF start
1T, change settings using the menubar and/or the
SETUP spstem and save the result into the registry
using the <SAVE> buttan,

Click Cancel to quit Setup and then cloge any programs you
have running.  Click Mext to continue with the Setup program.

WARMIMG: This program iz protected by copyright law and
international treaties.

Unauthaorized reproduction or digtribution of this program, or any
portion of it, may result in severe civil and criminal penalties, and

will be progecuted ta the maximum extent pozzible under law. [V]
Cancel | < Back | Mext > | Cancel |
PucyHok 3.1: YctaHoska IVT V1220 Freeware. OkHO PucyHok 3.2: YctaHoska IVT V1220 Freeware. OkHO

"Welcome" "Information”
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Choose Destination Location Setup Type

Setup will install YT WT220 Freeware in the following folder. Click the type of Setup you prefer, then click Mext.

Ta inztall to this folder, click Mest.

To inztall to a different folder, click Browse and select anather

For uze on a standalone PC
falder.

Metwork, zetup

*f'ou can chooge not ta install YT YT 220 Freeware by clicking
Cancel to exit Setup.

— Description

YT can learn passwords. In this setup, these encrypted
pazzwords are stored in the YT installation directory and are
therefare PER USER!

" Destination Folder

C:h AT WT220 Freeware Browse... |

< Back I Mext > I Cancel | < Back I Mext > I Cancel |
PucyHok 3.3: YctaHoBka IVT V1220 Freeware. OkHO PucyHok 3.4: YctaHoBka IVT V1220 Freeware. OkHO
"Choose Destination Location” "Setup Type"
Select Program Folder Finish installation

Setup will add program icons to the Program Faolder listed below. Select LAUNCH to start YT now.

“Y'ou may type a new folder name, or select one from the existing
Folders list. Click Mest to continue.

Program Folders:

[T ¥T220 Freeware

¥ Launch VT
Existing Folders:

Accessones
Administrative Tools
ASUS Utility
AwiSynth 2.5

Buka

¥

D Click Finizh to complete Setup.
OWD-lab PRO 2

EPS0OM

EPSON PhotaQuicker [v]

< Back I Mext > I Cancel | < Back I Finizh I

PucyHok 3.5: YcTaHoBka IVT V1220 Freeware. OkHO PucyHok 3.6: YcTaHoBka IVT V1220 Freeware. OkHO
"Select Program Folder"” "Finish Installation”

Bo Bpems mepBoro 3amycka IVT VT220 Freeware mpeanaraer BBIMOTHUTH CIICHAPHI HACTPOUKH
HEKOTOPBIX MapaMeTpoB paboThl MporpaMMbl. PeKoMeHyeTcsl BBIOIHUT CIIEHApUi HACTPOWKH, HaXKaB
KJIaBuILy <Enter> (pucyHok 3.7). CueHapuili HACTPOHKH BBINOJIHSIETCS B S MIAroB, 1Uaor MoJjJb30BaTels
3aKJTI0YaeTCs B BBOJIE HOMEpPA IMyHKTA MEHIO U3 TpeIaraéMbIX CIEHapHeM HaCTPOWKN BapHaHTOB BHIOOpA:

v lar 1 — BeiGop s13bIKa OJIB30BaTENBCKOT0 HHTEpdetica. BeIOpaTs Mcmonb30BaHne aHTITUICKOTO SI3bIKA
— nyHKT MeHI0 1 (“1) English”), 3aTeM HaxkaTh KJIaBUIy <Enter> (pUCYHOK 3.8);

v Hlar 2 — BeIOOp pekuma XpaHeHHs Napojei mosib3oBaTeneil. OTKasaTbcs OT XpaHEHHS HapoJel
nojbp3oBaresiell — myHKT MeHio 1 (“1) Never, ever, anywhere”), 3aTeM Ha)kaThb KJIABHUILY <Enter>
(pucyHnok 3.9);

v lar 3 — BeiOop pexkxnma smymsiiun TepmuHana V1220. Beiopats pexxum smyssimwn st UNIX-cuctem
— myHKT MeHIo 2 (“2) A slightly adjusted version with major benefits on most UNIX
systems”), 3aTeM Ha)xaTh KJIaBHITY <Enter> (pucyHok 3.10);

v Hlar 4 — BeiOop pexxuma peructpanuu ceccuil (ynkmnus AUTOLOG). OTKII0UNTh UCTIONB30BaHHE
¢ynkuun AUTOLOG — myskt meHio 1 (“1) Disabled entirely”), 3aTeM Ha)kaTb KJIaBUIIy <Enters>
(pucynok 3.11);
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v Hlar 5 — coxpanenue xoHpurypamuu IVT VT220 Freeware. CoxpaHuTh BBIIIOJTHEHHBIE HACTPOUKU

napameTpoB — MyHKT MeHIo 1 (“1) Save this setup”), 3aTeM HakaTh KJIaBULIy <Enter> (PHCYHOK
3.12).

r!-_'-; IVT VT220 Freeware E]@]w

Sessions  Edit  Window Extra Kevboard Setup  Help

welcome to INT. This script configures a few main features
of IVT, which you might otherwise newer find.

Press ESC to abort at anytime and proceed with normal startup.
vou can restart this later through Menubar-:Extra-zExecute Script
and start the IvtConfig script in that Tist.

¥ou need to (carefully) answer only 5 screens.

Hit RETUEM to continue (or ESC to abort)...|]

s

11 16:19 [nitial User Configuration ‘§ ™

PucyHok 3.7: CueHapuit HacTpoiku IVT V1220 Freeware

L Ty
¥ yTVT220 Freeware E]@
Sessions  Edit  Window Extra Kevboard Setup Help
.
11 s 15 screen 1 o =3 -
A11 dialogs, menus and setup screens of IWT can be in seweral
languages. A1l help screens and other documentation come in English
anly.
which language do you want IVT to use:
17 English
2) Dutch (Nederlands)
3) Portuguese
Your chojce: 1} DE
11 16:19 Initial User Configuration 5 ™

PucyHok 3.8: LLiar 1 — BbIGOP A3bIKA NOAb3OBATEABCKOrO MHTEpdheinca
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B VT VT220 Freeware E]@

Sessions  Edit Window Extra Kevboard Setup Help
-
IWT can learn hostnames and the usernames and passwords you use |
to login on those hosts. This will enable INT to login automatically
on those host., The 'Create groups' facility of>~IVT can then be used
to initiate sessions, login, and run cormands 1Ty automatically.
such passwords are stored in an encrypted file and are pretty secure.
Optionally, you can specify password to encrypt the file with, which
INT will prompt for once during startup, which reduces the risk that
zomeone else can grab your password file.
Az a compromise, you can learn passwords in memory only, so they can be used
for new sessions as long as you do not exit IVT, but they are newver stored
on disk.
Should INT stare passwards:
1) Newer, ewer, anywhere
2) Memory only, lost upon exit of IVT
1) Encrypted t1le, optionally with master password
If you don't know, say '3°
Your choice: 1
11 16:19 [mitial User Configuration ‘§ ™

PucyHok 3.9: Lar 2 - BbIGop peXxuma XpaHeHUs NAapoAei NOAb3OBATEAEN

-

. VT VT220 Freeware mEx]

Sessions  Edit Window Extra Kevboard Setup Help
-
115 15 Soreern 3 o S = |
The default configuration of IJEE%DFRS fine with the majority of Unix
hosts out there, but it has sacrificed some of the 100% WT220
compatibility to achiewe this.
Usually, you will notice the non-perfect emulation only when you:
- connect to WAMS hosts;
- yOu use programs written wvery specifically for YT100-style terminals
- You want to test YT220 compatibility with WTTEST
Should INT emulate:
1) A true WT220 terminal, for use on WAXWMS
2) A slightly adjusted wersion with major benefits on most Unix systems
If you don't know, say '2°
Your choice: 2
11 16:20 [nitial User Configuration ‘§ ™

PucyHok 3.10: LLar 3 — BbIGOP pexuma aMyAsiLun TepMUHaAa V1220
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. VT VT220 Freeware M=}
Sessions  Edit Window Extra Kevboard Setup  Help
~
11 s 15 Screenn 4 o = = |
Using the AUTOLOG feature of IVT, you can have logfiles created
automatical ly for ewvery session you initiate. The files will hawe
names of the hosts you connect to, and a sequence number. They are
created in the 'SessLogs' directory.
That 15 just the default, AUTOLOG can use any naming/numbering and/or
timestamping scheme you can think of, please see manual for details.
It can also prompt you for every session, so you can decide on a
session-by-session basis to record it or not.
Should autologging be:
1) Disabled entirely
27 Log completed lines Ty ({and not the embedded commands and escape
codes that a hosts skfids to control the screen)
3} Log ewery receiwved byte
If you do not know, say '1°
Your choice: 1ff
11 16:20 [mitial User Configuration ‘§ o
PucyHok 3.11: War 4 - BbiGop pexuma peructpaumum ceccuii (dbyHkuma AUTOLOG)
L -1
. VT VT220 Freeware M=
Sessions  Edit Window Extra Kevboard Setup  Help
~
11 s 15 Screenn 5 o = = |
Thank you.
¥ou can redo this Tater through Menubar->Configure->Install Script
Do you want to sawve this configuration?
1) Sawe this setup
23 Abandon, change nothing
Your chojce: 1}
i 16:21 [mitial User Canfiguration ‘§ ™

PucyHok 3.12: War 5 - coxpaHeHue kKoHcdburypauuu IVT V1220 Freeware

3.2. Hactpowka PPP coeavHeHnusn Ha ynpaensiowem koMmnblotTepe

PPP coemunenune MoxxeT ObITh HMCIOJIb30BaHO i ympaeieHus CCIIT-2 mo mociemnoBaTeIbHOMY
nopty RS-232, ncnonb3ys Hynb-MOAEMHBIN Kabemb.

B nmaHHOM pasnene npuBOIUTCS PyKOBOACTBO IO HacTpoiike PPP coenvHeHus Ha ynpapisitoleM
KOMITbIOTEPE, paOdOTAIOIINM I10]] YIPABICHUEM OIEPALIMOHHBIX CUCTEM:

e MS Windows ® 2000/XP (pasuen 3.2.1, ctp. 38). PykoBoacTBO coctaBieHo Ha npuMepe MS Windows ®
XP;

b
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e FreeBSD 5.x,6.x/Linux (pa3gen 3.2.2, ctp. 46). PykoBOACTBO COCTaBJICHO Ha MpPHUMEPE OINEpPallMOHHON
cucreMbl FreeBSD 6.2-RELEASE.

3.2.1. Hacmpolika PPP coeduHeHus Ons onepayuoHHbix cucmem MS Windows®
2000/XP

KonupoBaHue cueHapusi aBTOpuM3aluH mojab3oBatens. Jlus paGorel PPP  coemunenwus
HEOOXOIUM CLEHapuil aBTOpHU3aluM Mojb3oBarens. Pailn cueHapusi ¢ MMEHEeM fnp2 ppp login.scp
pacnonaraercs B Karanore software\fnp null modem Ha kommakr-gucke CCIIT-2. DOror daiin
HEO0XOIMMO CKOITUPOBATh B KaTajor $SystemRoot%\system32\ras.

YcranoBka napaiiepa Mogema “Null-modem PPP connection with FNP-2 Firewall”. lnsa
YCTaHOBKH JpaiiBepa MoAeMa HeOoOXOIMMO OTKPHITH pa3ien “‘fMaHenb ynpasneHus->TenedoH u mozem”,
MoCJIe Yero B MOSIBUBLIEMCS OKHE BBIOpATh 3aKiIajKy “‘MoAemb’” U HaXKaTb KHOMKY “[06aBWThb. . .” (PUCYHOK
3.13).

3amycrutcs “MacTep ycTaHOBKH 000pyaoBaHusi”. B mosBHBIIEMcs OKHE HE0OXOAUMO BBIOpATh
IyHKT “He onpenensaTb Tun moaema (Bbbop M3 cnucka)” M HAKATH KHOIKY “Aanee > (pucyHok 3.14).

TenedwH v Mogem

Hatiop Homepa | Moderel | DonoaHurensHo

=
MacTe p ycTaHoBKM 060pya0BaHHA

;ﬁ & Ha EORMOBKTERE YCTAHOENEHE] CAEQYHDWHE MOAEMEL

Yeranoska mogema %
HoTuTe, yrabtiel cHoTema Windows oSHapyxMna magen?
Mogem MonknmyeH K

EHockweII RE000 External Modem PnP COkd1

Ceiivac Windows NonNbmasToA aETOMATHYECKH ONPEasIHTE

THN ModeMa. [lnA Ha4ana caenaiTe cieaymwes:
1. Eciu mogemr ABNAETCA BHELWHKM,
YGEAMTECE, 4TO OH BKKNEH.

2. 3apeplwmTe patioTy co BCErM NPOrPatdrard,
KOTOPBIE MOFUT WENOAES0EETE MOLE.

JlnA NpogonKeHua YoTSHOBKM HakmMTe KHonky ' Hanee",

Iv He onpegendre THN Mogema [BEIS0p WS crikckal.

[ < Hazag, “ JNanee » [%[ OrmeHa

ok J[ Omens | PucyHok 3.14: MacTep yCTaHOBKM 060pPYyAOBAHUS

PucyHok 3.13: TeaecboH 1 moaeM

B crnenyromem okHe ocyliecTBisieTcs BbIOOp M3rOTOBUTENsI U Mojenu mozaema. Daiin apaiiBepa
monema “Null-modem PPP connection with FNP-2 Firewall” ¢ umMeHem fnp2mdm.inf pacmonaraercst B
Karajore software\fnp null modem Ha KoMnakT aucke CCIIT-2. [lns BeiOopa ¢aitna npaiiBepa Mogema
Ha)KaTh KHOTIKY “YCTaHOBUTb C Aucka... (pucyHok 3.15). B okue “YcraHoBKa ¢ AMCKA” HaXaTh KHONKY
“0630p. .. (pucyHok 3.16) u BeIOpath daiin npaiiBepa mogema ¢ komnakT-aucka CCIIT-2 (pucynok 3.17).

Ilocre 3TOro MOSIBUTCA OKHO CO CHMCKOM JOCTYNHBIX IJIsl YCTAaHOBKH YCTpOWCTB. B crmucke
HEOOXOJIMMO BBIJICNIUTH CTPOKY “Null-modem PPP connection with FNP-2 Firewall” W HaxaTh KHOTKY
“Danee > (pucyHok 3.18).
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MacTe p ycTaHOBKH 060pyJ0BaHHA

YecraHoeka monema :5
YcTaHoBKa C JHCHa

h BbISEpITE WSMOTOBWTENA M MOAEE MOAEMA. [P OTCUTCTEMM MOLEMA B CRMCKER MW
w MPH HAMMYKK YCTSHOBOUHOMD AMCKE HaMMUTE kHOMKY 'Y eTaHoBWTE © aucka' H BorassTe YoTaHOEOYHEIN LMCK MSTOTOBWTENS
@ YCTPOMCTES M 3803HTE COOTBETCTEYIOL WA QMO 0BG,
OTreHa

Warorosmrens Mogen Ead

5 Standerd 120 bps Modem — K.OMHPOESTE $afiiEl C AHCKS:

. &y hd O6zop...
_1‘{3' JpaHEEp HMEET UMPPOBYID NOANHCE. —
CBQQBHMQ 0 NOANHCEIESHHK gganﬁegoa R

PucyHok 3.16: YCTAHOBKAQ C AUCKQ

[ < Hazan ” Nanee > ] [ OTheHa ]

PucyHok 3.15: BbiGop moaema

MacTe p ycTaHOBKH 0GopyJoBaHHA

Mowuck pamna E]

- Yeranoska monema My,
Manka: | 2 fhp_null_modem v J ¥ -

BhISEpMTE WSMOTOBWTENA W MOAEE MOAEMA. TPH OTCUTCTEMM MOLEMA B CRMCKER Mk
M MPM HAAMYMK YCTSHOBOUHOMO AMCKS HEXMUTE kHOMEY 'Y eTaHoBMTE © aucka'.

Mogenu
iNull-modem PPP connection with FNP-2 Firewall |

Wra @aina | finpZmdm v OTKpLTE {3 Alpansep des uupp !
- - k CEQQBHHQ 0 NOANHEBIBEaHKIK gEanBSEDB
Tun $ainos: OTreHa

[ < Hazan ” Hanee > %[ OtreHa ]

PucyHok 3.17: BoiGop chaiiaa ApanBepa moaemda

PucyHok 3.18: BbiIGOp U3rOTOBUTEAS U MOAEAU
moaema

B cnenyromem okae He0OX0AUMO BBHIOpATh MOCIEA0BATEIbHBIN OPT YIPABIISIONIETO KOMIBIOTEPA,
K KOTOpOMY OyIeT MOJIKII0YAaThCS HYJIb-MOJEMHBIN KaOelb, COSAVHSIIOMNN YIPABISIFONINNA KOMITBIOTEP C

CCIIT-2. Jlns 3Toro HEOOXOAMMO BBLICIUTH MEPEKIIIOUATEIIb “BbibpaHHbie nopTe” M HAXKATh KHOMKY “fanee
>” (pucyHok 3.19).

Crnenytomiee OKHO OyJIeT COIEp)KaTh COOOIIEHWE O TOM, YTO YCTaHABIMBAEMOE MPOTPAMMHOE
obecrieuenne, B JaHHOM ciydae — Apatisep moaema “Null-modem PPP connection with FNP-2 Firewall”, ne
TECTHPOBAJIOCH Ha COBMECTHMOCTh ¢ omnepanuoHHoi cucremoir Windows XP. Heobxomumo nponomkarsb
YCTaHOBKY MOJieMa, Ha)KaB KHOIIKY “Bce paBHO nposomxuTh’ (pucyHok 3.20). B naHHOM ciydae oTcyTCcTBHE
0J0OHOTO TECTUPOBAHUS HE CKa)KeTCs OTPHULIATENILHBIM 00pa3oM Ha paboTOCIIOCOOHOCTH CUCTEMBI B 1IETIOM.

Janee Oyner BbINOJIHEHA ycTaHOBKa fApaiiBepa MoaeMa “Null-modem PPP connection with FNP-2
Firewall”. B cnyuae ychemHOTro OKOHYaHWS YCTaHOBKH OyIET BBIBEICHO OKHO C COOTBETCTBYIOIIMM
coobmiennem. Jlnst 3aBepiieHuss paboTel “MacTepa YCTAHOBKH 000pyaoBaHHMs” HEOOXOJMMO HaXaTh
KHOTIKY "roToBo" (pucyHok 3.21).

B oxne “Tenedon u Mmogem”, 3axianka “MoaeMbl” B CIIMCKE YCTAHOBIEHHBIX MOJIEMOB MOSIBUTCS
cTpoka “Null-modem PPP connection with FNP-2 Firewall”. [y mpoBepKH MPaBHIIBHOCTA HACTPOEK
MOJEMa CIIEYeT BBIIOJIHUTD CIEAYIOLINE ACHCTBHS:
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e B CIHCKE YCTaHOBJIEHHBIX MoAeMOB OKkHa “TesiepoH M MomeM” BBIACTUTH CTPOKY “Null-modem PPP
connection with FNP-2 Firewall” u HaxaTh KHOIIKY “‘CBoMcTBa” (pUCYHOK 3.22);

-
MacTe p ycTaHOBKM 000pyapBaHHA

Yeranoska moaema Q‘\
Brifiepure NopT [MOpThY). Ha KOTOPBIE CABAYET YCTAHOBMWTE MOAEH. \?

YcTaHoeka o60pyJoBaHHA

BrifipaH cneqyrow il Moge:
]Null-modem PPF connection with FHP-2 Firewall

.

Ha karoil NopT NpOBECTH YCTaHoBKY?

" Bee noprel
% BuifipaHHeIE NOFTE!

COmM1
Clk2

[ < Hazan ” .Elamae>$S [ Otiena ]

L] E [MporparrHoe DGECNEYEHHE, YCTAHAENHESEMOE 005;
L3

Mull-madem PPP connection with FNP-2 Firewall

HE TECTHPOBANOCE HA COBMBCTHMOCTE & Windows XP. [
[MogpofiHes 0 TaKOM TECTHPOEAHMM. |

YeravoEka STOM0 NPOrpaMMHOro oGecnevyeHHa MoxeT
HapywMTE patory cHcTemu. Microzsoft pexomengyer
MPEEPATHTE YCTAHOEKY H 0OPaTHTLCA K NOCTABWHEY
MPOrpaMMHOro ogecnevyeHHa 3a BepcHed, Npowegwed
MPOEEPKY HE COEMECTHMOCTE.

[ Boe pagHo npo.uonmmbru [pEkpATHTE YCTSHOEKY
a3

PucyHok 3.19: BbiGop nopTa AAS MOAEMA

-

MacTtep ycTaHoBKH 000pyJ0BaHHA

Ycravoeka mopema
YeTaHoBKA MOLEMa 3aBEPLIEHE]

Monem ycnewHo yeTaHoEneH

ﬂl’lﬂ HaCTDDnKH MOAErMa AEIHAE WEAKHHTE SHAY0K
"MapareTpbl Mogeta' Ha NaHeNK YNpagneHun,
packpoiTe sknagky Mogemel”, BeIGEpUTE MOGEM W
Ha#MMTE KHOMKY "CEOMCTES' .

PucyHok 3.21: 3aBepLueHne yCTAHOBKM MOAEMA

pucyske 3.23;

Ha 3akiajake “‘/lomoJIHUTebHbIEe MapaMeTpbl CBA3M~ HaXaTh KHOIMKY ‘“U3MeHUTb YMONYaHus

PucyHok 3.20: TeCTMUPOBAHUE HO COBMECTUMOCTb

TenedoH H MoaEM E]
Hatiop Homepa | Moaewsl | DonoasumensHo
lgg  HaKOMMLIOTEDE YOTEHOBASHEI GABAYIOLIME MOASMEL
Moger Moakmaue K
N ull-modsm PPP connection with FNP-2 Fi.,. COM2
Rockwel 56000 External Modem PP COM1

[ﬂoﬁasmb...] [ Yaanre ] { CBOHCTBE[{

PucyHok 3.22: IpoBepKa CBOMCTB MOAEMA

yOeIUTLCS, YTO YCTAHOBKM MoJiel 3akianku “MomeM” COOTBETCTBYIOT 3HAYEHUSIM, NPHBEICHHBIM Ha

ER]

(pucyHok 3.24) u yOemUThCs, YTO YCTAHOBKU MOJICH 3akiaaku “O0mme” COOTBETCTBYIOT 3HAUCHUSM,
MIPUBEICHHBIM Ha PHCYHKE 3.25, a yCTaHOBKH MoJie 3akianku “‘/[onoJHuTeIbHbIE TAapaMeTPhI CBSI3H”
COOTBETCTBYIOT 3HaYEHUSAM, NIPHUBEIEHHBIM Ha pUCYHKE 3.26;

3akpbITh OKHO “TesnepoH M MoaeM”, HaxaB KHOIKY “Ok”. YcraHoBKa npaiiBepa moaema “Null-
modem PPP connection with FNP-2 Firewall” 3aBepiiena.
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CeoicTea: Mull-modem PPP connection with FNP-2 Fi... E]

Ceoictea: Mull-modem PPP connection with FNP-2 Fi...

JlononHUTENEHEIE NapaMETpEl CEASM Npaiieep Oéwme togem OuarHocTuka
Ofiwme Mogen OuarHocTuka JonoAHKTENEHEIS NEPaMETRE CEASH Npaiisep
MopT: COMZ2 JonanruTeneHelE napareTpel
Llon0AHMT & bHEIE KOMSHAE! MHHLMAM3SLMM

[ POMEOCTE AHHAMAE S

CropocTe NOpTa ANA MOemMa

115200 [v]

YnpagneHue Hatopar HorMEpa

WatgHHTE YrondaHma...

PucyHok 3.23: CBOMCTBA MoAeMda. 3aKACAKA PucyHok 3.24: CBOMCTBA MOAEMA. 3AKATAKA
“Moaem” “AONOAHUTEAbHbIE NAPAMETPbI CBA3N"

Null-modem PPP connection with FNP-2 Fir...

D6wue | DonNoAHATENEHEIE NAPaMETPbI CEASH

Null-modem PPP connection with FNP-Z Fir...

O6wme | [0onoaHuTebHel: NapateTpbl cEaz9

[MapateTpel BEIZOES

OTMEHA BEIZ0EE NPH OTCYTCTEMM CEASH
MapameTpel HACTPOEKK 080PYL0EaHMA

BuThl gaHHee: |8 hdl
[MapatETPE NOOKMO4EHHA THHWM L3HHELR
YetHocts: | He npoeepasTca R4
Cropocts nopra; | 115200 hd e
Cronoesie turer: |1 hdl
Mporokon:
Coarme:
YnpaeneHue noTokor: AnnaparHoe 4
I 0K *l OtreHa ]
[ 0K H OTmeHa ]

PucyHok 3.26: CBoiCTBA MoAeMa. 3aKAAAKA
PucyHok 3.25: CBOMCTBO MOAEMA. 3AKAQAKA “AONOAHUTEAbHbIE NAPAMETPbI
“AONOAHUTEAbHbIE NAPAMETPbI CBA3K < Obwue” CBA31->AOMOAHUTEAbHbIE NAPAMETPbI CBA3N”

Co3nanne cereBoro coeanHeHMsi. J[1s1 co3laHMs CETEBOrO COEAMHEHMsI HEOOXOIUMO OTKPHITh
paszen “NaHenb ynpaeneHus - CeTeBble MOAK/OYEHWUA”, 3aT€M B IIOSIBUBILIEMCS OKHE LEIKHYTh Ha CCBUIKE

“Co3paHve ceTeBoro nogknwovenus” (pucyHoK 3.27).
3anyctutca “MacTep HOBBIX MOAKIIOYEeHUIT”. B mosBuBIIEMCSI OKHE HaXXaTh KHOMKY “Aanee >

(pucyHok 3.28).
B cnenyromem okHe HEOOXOAMMO BHIOpaTh THUI CEETBOTO COCAUHEHHSA “TIOAK/MOUMTL K CeTU Ha

pabouem MecTe” M HaXaTh KHOIIKY “‘fanee >” (pUcyHOK 3.29).



42 CCIIT-2 - lpunoxeHuns

B crenyromem okHe HE0OXOAMMO BBIOpAaTh CHOCOO MOAKIIOUEHHS “TIOAK/I0YEHUEe YAANEeHHOrO
AoCTyna” ¥ HaXKaTh KHONIKY “Aanee >” (pucyHok 3.30).

MacTep HoOBRIX NOJKNHYE HHI

& Cerentie nogknueua M[=1%] MacTep HOBbIX NOAKMOYEHWH
®afin  Mpseka Bua  Msfpadmos  Cepeic  JomonHWTENEHD  Crpaska " @
O Hazaa = () . - Mo Ramen [151]+ ITOT MACTED MOMDKET:

* NOOKAKYATECA K HHTEpHETY

aapec: € Ceressie noaknioqeta | [E Mepexoa
CeTenbt (2]
[ Cosasmue Hosor
oAKnoMenHA

%) ¥CTEHOBMTE AGHALLHHOM
CETh HAH CETb Manoro odHCa

@ VsreriTe napareThel
Bparianayapa windows

* NOAKAHHTECA K HACTHOM CETH, HANPUMED, CETH HA
patioyer rMecTe

* YCTEHOBMTE AOMSLWHION CETE MAM CETE MENora ofmca,

CH. TaKOMEe R

4 Ararvecica cerestix

HEMONaACK " "
A JLnA NPOOOTHEHUA HawtUTE KHOMKY " Tanes

Anvrue mecta

e Iy

PucyHok 3.27: CosaaHMe ceTeBOro Coe AMHeHus

PucyHok 3.28: MacTep HOBbIX MOAKAIOHEHUH

MacTep HOBbIX NoJKTHYE HHH MacTep HOBbIX MoJKNHYE HHH

Tun CeTeBOro NOAKMOYEHUA CeTeBoe NOAKMDYEHWE
Brifiepure aaHy 4z CASAYOWME BOSMOKHOCTEN K.akur 08pasor Bkl HOTHTE NOAKACYMTECA K GETH HA CBOSH patouem mMecTe?

Cozaate nogkAkusHHe:

) Nopxmouurs Kk MHTEpHETY
Moarno4nte k. MHTEPHETY 007 NPOCMOTPA BEG-Y3N08 M YTEHMA 3 NEKTROHHOR

MOMTEL () Mok moueHHe Y aneHHOro AoCTYNa

TMonkAYETEC, MENOAESYA MOLEM W OBEIMHYID TENSPOHHYID NHHMID,
(&) MNonkmouuTb K CETH Ha paGoyem MecTe NUE TEREBOHHY0 AMHAKG |SDN.
MogkAouHTE K patoyeti ceTH [Monone2ya yaaneHHeIR 4ocTyn Han WPN], ot
MOKHOD BeiN0 PAGOTATE WS A0MA, YIANEHHOMD 0BUCE HAW APYroro MecTa,
) Mok moveHUe K BUPTYAALHOR YACTHOR CETH

Tl AT K. CULIEETBUOLLEH CETH M HIH OGNS CBHES W TMoaKAMYEHHE K CETH C HENONBGOBAHMEM NOAKMOMEHWA K BMPTYaNBHON
0 UL oL o vacTHO ceTH [Virtual Private Network - YPN) vepes MHTeprer.
YETAHOEHTE HOBYHD CETh.

() UCTaHOBMTE AOMAWHIDI CEThL HAM CETh AAA MAAOro OPHCa

() YcTaHOBUTE NPAMOE NOAKMONEHHE K APYroMY KOMNBIOTEPY
[k MN0YHTE HANPAMYKD K APYroMY KOMMBIOTERY & NOMOILER NOCASA0ESTENEHOND,
MEPANAENEHOND W MHPPEKPACHOrD NORTE, WK HACTROMTE A&HHINA KOMNEKITED,
MOSE0AME APYTHM KOMMBIOTEPAM NOAKAINYATECA K HEMY,

[ < Hazan “ Nanee » t]@[ O71tena ] [ < Hazan ]l Danee » %[ Otmena ]

PucyHok 3.29: Tun ceTeBoro noAKAIOHEeHUs PucyHok 3.30: CeTeBoe noakAlo4YeHue

Ecnu B cucreMe ycTaHOBJIEHO HECKOJIBKO MOJIEMOB, “MacTep HOBBIX NOAKJIKYEHH” PEIIOKUT
BBIOpaTh MOZEM JISl CO3JaBacMoOro coequHeHus. B cnucke BbIOOpa MozeMa HEOOXOOMMO BBIAEIUTH MOJEM
“Nul1-modem PPP connection with FNP-2 Firewall” u HaXXaTh KHONKY “Aanee > (pucyHok 3.31).

B crnenyromem okHe HEOOXOMMO BBECTH MMS CETEBOIO COCIMHEHUS U Ha)KaThb KHONKY “flanee >”.
OHO MOXeT OBITH JIFOOBIM B PaMKax CHHTAKCHCa, OMPECIICHHOTO OllepalioHHON cuctemoi. Hanpumep Taxk,
KaK TIOKa3aHo Ha pucyHke 3.32 — “FNP-27.

B cneayromem okae HeoOxoaumo BBectn Homep Tenedona. s moakmouenus k CCIIT-2 Homep
TenedoHa He UrpaeT HUKAKON POJIH, TO3TOMY MOXHO BBECTH JHOOYIO MOCIEI0BATEIILHOCTD UG, U HAXKAThH
KHOIIKY “flanee >”. Ilpumep BBOJa HOMepa TeniehoHa — Ha puUcyHKe 3.33.

“MacTep HOBBIX NMOAKJIIYEHHIT” WHAIMUPYET MPOIECC CO3JaHMs HOBOTO CETEBOTO COCTUHEHHUS.
I[Ipm ero ycmemHoOM 3aBepmieHHH Oy/eT BBIBEIEHO OKHO 3aBepiieHHs paborel “MacTepa HOBBIX
noakoYeHuii” (pucynok 3.34). Ilpu xenaHuM, MOXXHO YCTAaHOBHUTDH SIPJIBIK CO3JAHHOTO COEAMHEHHS Ha
pabouwii CTON, BBIACITUB CBOMCTBO “06aBUTH sp/biK MOAK/OMEeHUs Ha pabouwit cton”. 3aBemuTh paboTy
“MacTepa HOBBIX IIOAKJIIOYEHMII”, HAKaB KHOIKY “roToBo”.
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B pesynbTaTe B crcke CeTeBBIX coeNMHEHUM B OKHE “CeTeBble MOAKJIIYEHUs TOSBUTCS HOBOE
ceTeBoe coeauHenre ¢ nmMeHeM FNP-2.

MacTep HOBBIX NOJKHYE HHH MacTe p HOBbIX NOJKNWYE HHH
Buibepure ycTpoAcTeo Hma noakmosenus
3o HCTDUI‘"!CTBU SBIIET HCNONES0EAH0 014 NOAKNOYEHKA, Hrammre 1as LANA ITOrO NOQEAHDYEHHA K Daﬁuwemg MECTY.
Haarom KORNBKTEDS WMMEETCA tonee OQHOro gCTDDnCFBa YaaneHHora A0CTYNA K BBE.U.MTE E CNegytilletd NoNe 1WA 4NA 3TOrd NogrKDYeHIA,
CETH.
OpraHuzauma

ErifiepuTe yoTpOMCTES A0A AGHHOMD NOOKADHEHUA:

@ Mager - Mullmodem PPP connection with FMP-2 Firewal [COM2] FMP-2

1428 Mogem - Rockwell 55000 Extemal Modem PP [COM1)
Hanpumep, MokHD BEECTM WA PAGOYETD MECTa AW WA CEPEEPA, K KOTOPORY

GUET BEINOAHATECA NOAKADYEHE

[ < Hazan ” Nanze > I\L[ OThEHa [ < Hazan “ Hanee > [*L»[ OTreHa

PucyHok 3.31: BbiGop moaema PucyHok 3.32: UMs noAKAIOHEHUS

MacTe p HOBbIX NOJKWYE HHAH

MacTep HOBbIX MOJKNHYE HHA

Beeaure TENeMOHHLIA HOMED 3aBepLIJEHHE paﬁOTbI MacTepa
F.aKkoii HoMEp TeNePoHa GUIET HENONES0BATECA A0A 3TOMD NOAKAGEHKAT . HOBbIX NOAKMHOYEHWIA

YCnewHo saEepWeHD CONAHME CRBLYIOWETD NORKMOHEHHS.

BEenuTe HoMEp TenegoHa

FNP-2
* NnA Boex NONBS0EATENGNA 3TOMD KOMMSOTERS

Homep tenegona;
1l

BosmoiHo NoTpedYeTCA A0GAEHTE 1", KOG PEMMOHE MM 003 YMCNa BMECTE.
JlnA NpoBEpKU HABEPLTE KOMOWHALWID HOMEPE M KOAA HA CEOEM TENEPOHE.

KomeuHauMA NogotpaHa NPaEUAEHO, ECW CRBILLEH SEYK MOLEMA Mocne COZAAHUA AAHHDE NOAKMOHEHMA SyneT

coxpaHeHo B nanke "'CeTessie nograoyeHua’’
[ Dofiagurs Spasik NoakmousHHA Ha pasouui cron

YTofiel COSAATE NOAKMOYEHUE W 33K0ETE BTOT MaCTep,
wenkHHTe kHorky ' ToTosa',

[ <Heoaa || Hance> E% [ Orvena [ <Hazan ][ rorosa %[ Orera |
PucyHok 3.33: Homep TeaedoHa PucyHok 3.34: 3asepLueHne Mactepa HOBbIX
NOAKAIOYEHUN

Hacrpoiika cBOHCTB ceTeBOro coefnHeHus. 111 HaCTpOMKHN CBONCTB ceTeBoro coennHeHus FNP-
2 He0OXOUMO JBOWHBIM IIETYKOM OTKPBITH OKHO COEIWHEHUS, U B mosBuBIIeMcs okHe “lloak/ioueHue K
FNP-2” Haxatp KHOMKY ‘“‘CBoiicTBa” (pucyHok 3.35). IlosButcs okHO cBoiictB coenuHenus “FNP-2
CaoiicTBa”.

Jl1st HacTpO¥MKK CBOWCTB CETEBOT'O COCTUHEHHS HEOOXO0IUMO BBIIMOJIHUTD CIICIYIOIINE JCHCTBU:

e I HAacTpOMKH mapaMeTpoB Mojema B okHe “FNP-2 CpoiicTBa” Ha 3aknaake “O0mue HaxkaTb KHOIKY
“HacTpouTb...” (pucyHoK 3.36). YCTaHOBUTH HACTPOHKH MOJieMa B COOTBETCTBHH C PHCYHKOM 3.37 u
HaXkaTb KHOIKY “‘0k”;

e  OTKpHITH 3aKIaAKy “lIlapamMeTpbl” U yCTaHOBHUTH apaMETPHI B COOTBETCTBUU C PUCYHKOM 3.38;

e OTKpHITh 3aknagky “be3zomacnocts” (pucyHok 3.39). VYcranoButs rpymmy cBoiictB “Ilapamerpsbl
0e30macHOCTH” B COCTOSHHE “‘ObbiuHble  (pekomeHayemble napameTps)”. B rTpymme  cBOHCTB
“NHTepakTHBHASA pPerucTpanys W CHEeHAPHIl® BKJIIOYUTH CBOMCTBA “BbIBECTM OKHO TepmuHana” |

~99

“CueHapuit”, 3aTeM BBIOpaTh (haii creHapHs aBTOPHU3ALMHU MOJIb30BaTeNsd fnp2 ppp login.scp, HAXKaB
KHOIIKY “0630p...";
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-

MoaxknwueHue k FHP-2

L. FNP-2 CroficTea

S L
S

[~ -
MNonesoBaTEN:

MNaponk:

[] CapaHATE Ura NoAE30BTENA M NapoL:

TONBKD ANA MEHA

A7 NKBOra NoNb30EATENR

Hafipare: |'I M

[ Brizos H OTrieHa H Esoﬂmaa%’ Crpaska ]

Otwue | Mapamerpe | Besanacrocts || Cere | Donoanurentrol

Moaknodateca HERES!

@ Moger - Null-modem PPP connection with FMP-2 Fin
O @ togem - Rockwell 5000 Esternal Modem PP [COb

HE

(<] I | (2]
0 fiwme HOMEPE ANA NOAK M0HEHMA
BCER YOTPONCTE k

Horep TenedoHa

F.og ropoga: Horep Teneguona:

1

K.00 CTRaHEl MK pEroHa:

[] Henonszoeark npaeuna Hatiopa

Mpaeuna
HOMEPE

[PH NOGENDYEHWH BEIBECTH SHIY0K B 0GNACTH YEE00MAEHHE

PucyHok 3.35: OkHO coeAnHeHus “TloAKAIOHEHHE K

FNP-2"

I ak. H OTreHa ]

PucyHok 3.36: CBOMCTBA COEAUHEHMA. 3AKATAKA

“on”e"

% FNP-2 Croiictea

%"} Null-modemn PPP connection with FNP-2 Firewall (COM2)
Gl

Haufonswan cropocTe [GuTdz): | 115200 M

MNporokon Mogema

MapardeTpel 080pYLOEaHHA
ANN3PATHOE YNPAENEHWE NOTOK.OM
[] OfpatioTka owmbar Mogerar

[[] Coatue aaHHbIx Magemom

[ Beigecth okt TeprqHana

] BRAWUTE AUHEMUK MOAEMS

[ 0k *[ Orena ]

Kondpnrypatn mone wa @ D6wwue | MapameTpel | EesonacHocTe || CeTe || ﬂononHHTeano|

MNapar4eTpel HAOopa HorMepa

COrofipamaTe 00 NOgKAKMEHHA

3anNpaWKHEaTE UMA, Napae, CEPTHOMKAT W T.4.
[[] Brnrouare nomed sxona & Windows

[] 3anpawmeaT Harep TenedaHa

MapateTpel NOETORHOMD SEOHKS

YuCno NoETOpEHHE Hatopa Homepa, | 3

MHTEpEaN ME#LY NOBTOPEHWANM: 1 muHYTa
Bperdn NpocToA 4o pazbenuHeHWs; | HWKROMOa

[] NepessoHuTE NpH paspeiBs CBASM

[«#)

<1[%]

Mecnone30BaHUe HECk OBk HCTDDI:{CTB

HacTpoutt. ..

PucyHok 3.37: KoHdourypauus moaema

I ak. H OTreHa ]

PucyHok 3.38: CBoMCTBA COeAMHEHUSA. 3AKAQAKA

“MapameTpbl”

oTkpeITh 3aknanky “Cerb” (pucyHok 3.40). B cmucke “KomimoHeHTBI, HcHoOJIb3yeMble 3THM
MOAKJIYeHHeM:” BBIOpPAaTH TONBKO “Internet Protocol

Scheduler”, eciau OH IPUCYTCTBYET B 3TOM CIHCKe, OyeT BbIOpaH Bceraa);

(TCcP/IP)” (kOMHIOHEHT “QoS Packet
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B crnucke “Tun moak/H4aeMoro ceppepa yaaJIleHHOro AOCTyma:” BbIOpaTh MyHKT “PPP: Windows

95/98/NT/2000, Internet” W HaXaTh KHOIKY ‘“MapameTps’. B mosBuBIeMcs okHE “NMapameTpsl PPP”
y

YCTAHOBUTH MapaMETPhl B COOTBETCTBUU C pUCYHKOM 3.41, Ha)kaTh KHOMKY “0k’;

%= FNP-2 CpojicTea

- . FMP-2 CpokcTea

O6wwe | MNapamerps | BesonacHocTe | Cers

PLLER D Owwe | Mapamerpi | Besonachocts | CeTe | NonoaHurensHo
[MapareTpel Ges0NacHOCTU 2
e S e e S Tun NonEMYaEMOro CEPBEPa YlANEHHOMD LOCTYNE; 2
n PPP: %indows 95,/98/MT4,/2000, Intermet A4
P MPOBEPKE HEMNDNESYSTCR: —
HefezonacHei napone w

KOMHUHeHTbL HMCA0ABSYEMBIE 3THM NOGKAHYEHKMEN.
== Internet Protocal [TCRAP)
.@ QoS Packet Scheduler

O g File and Printer Sharing for Microsaft Networks
I El Client for Microzaft Metwarks

() NononHuTEAbHbIE [BHIG0POYHEIE NaPateTp)

’ HCTAHOEMTE. .. ] ’ Jnanmre
MHTEpakTHEHAA PEMMCTPALMA W CUEHAPHEA
/| BRIBECTH OKHO TEPMUHANE
G o OnucaHuqe
Cuenapuii EAW/IND Ot/ S heystem32yrasinpz_pp ] Mo380NAET 4aHHOMY KOMBKITEPY NOAYMETE 40CTYM K
pecypcam & ceTu Microzoft,
’ W araeHuTE. . ] [ Qazop, .. l

[ ok ][ OTreHa ]

Ok H OTrera ]

PucyHok 3.39: CBolCTBA COeAMHEHMS. 3aKATAKa PucyHok 3.40: CBOWCTBA COEAMHEHMSA. 3AKATAKA
“be3onacHocTb” “CeTb”

-

CeoicTea: Internet Protocol (TCP/IP)

O6wue

MNapamerpel IP tOryT HasHAYaTECA SETOMETHYECKM, BGAW CETh
NOLAEMKMESET 3TY BO3MOKHOCTE. B NPOTUEHOM CNYYae NapameTpel
|P MOM#HD NOAYYHTE Y CETEBOrD a0MHWHUCTRATOPA.

MapameTpul PPP (%) Nanye |P-31pec SETOMATHIECKM

(O Menonesosare cosgwowmi |P-agpec:
BraoumTe pacwmperiua LCP
D Hcnonezoeare NpOrpamHOE CHATKME AaHHBIR
D CornacoBbIBaTE MHOMOKAHANEHOE MOGEMOYEHHE 007 OHOKSHANEHER NOGKMOYEHME
(® Nonyute anpec DMS-cepeepa aBTOMATHYECKM

I Ok p% [ OtteHa ] (") Menonezoeare cneayiowme agpeca DM S-cepeepos:
L

PucyHok 3.41: OkHo “lNMapameTpsbl PPP”

.El.o|'|orlHMTern:n—n:.1

[ [0].8 H OTreHa ]

PucyHok 3.42:CoicTsa: Internet Protocol (TCP/IP)
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e B cmucke “KoMmoHeHTBI, HCMIOJIb3yeMble 3TUM MOAKJIIOUEHHEM:” BBIOPATh MYHKT “Internet Protocol
(TCP/IP)” U HaxaTb KHONKY ‘“CBoucTBa’. B mnosBuBmemcs okne “CpoiicrBa: Internet Protocol
(TCP/IP)” BrIOpaTh CBOMCTBA “Monyunth IP-agpec aBToMaTuyecku” U “TMonyuuTb aapec DNS-cepeepa
aBTOMaTMYEeCKW U HaXKaTb KHOIIKY “fONONHUTENbHO. . .” (pUCYHOK 3.42);

o B mosBuBIIeMcsi okHe ‘‘/lomonHuTenbHble mapamMerpbl TCP/IP” nHa 3aknmaake “OO0mme” OTKIIOYNTH
CBOWCTBO “VCnonb30BaTbh OCHOBHOW W03 B yAaNeHHOW ceTW UM HaXaTh KHONKY “Ok” (pucyHok 3.43).

JononHute nbHble napameTpol TCP/IP

Ofwme | DNS | wiNS

3TOT PAEHDK HCNOAEZYETEA TOARKD NPH OAHDBPEMEHHOM NOKEMIYEHUH
K NOKANEHOH CETH W K CETH YOaneHHoro 0ocTyna. |-||3H YCTIHOENEHHDM
PAAKEE 0GHHEIE, KOTOPRIE HE Y1AETCA NEPEASTE YEPES NOKANEHYD CETE,
HaNPAENATCA B CETE YaaNEHHOMD A0CTYNS.

[ MenanesosaTe 0CHOBHEM WAKS B YAANEHHON SETH

Ceaze PPP

Menonesoeare cxarve |P-saronoexos

I Ok %[ Otrena ]

PucyHok 3.43: AonoAHuTeAbHble napameTpbl TCP/IP

3aKphITh OKHO CBOMCTB ceTeBoro coeqnHerns FNP-2, HaxkaB KHOMKY “Ok”.

3.2.2. Hacmpolika PPP coeQuHeHus OnA  ONepayuoOHHbIX  cucmeMm
FreeBSD/Linux

Jus ynpasnenus CCIIT-2 1mo BbLAEIEHHOMY IOCIENOBATEIbHOMY KaHAly, Ha YIPaBIIIOLIMX
KOMITBIOTEPaX C YCTaHOBIIEHHBIMH OIlepaliioHHbIME cucTemMamu FreeBSD/Linux Heo0X0IuMO HCIONh30BaTh
CYIIECTBYIOIIUE B 3TUX ONEPALMOHHBIX CHCTEMaX MEXaHU3MBI peaau3anuu npotokosua PPP.

B nanHoM pykoBoacTBe mpejiaraercst ucnonb3oBanue yrunutel pppd (PPP daemon), Bxonsmieii B
CTaHIAPTHYIO TIOCTaBKYy YKa3aHHBIX BBILIE OIEPALMOHHBIX CHUCTEM M HE TpeOyIolel YyCTaHOBKU
JOTIOJTHUTENILHOTO TpOorpaMMHOro obOecriedeHus. Creayer oOpaTHTh BHUMaHWE Ha TO, 4YTO B SAPO
OTIEPallMOHHON CHCTEMBI HEOOXOAMMO BKIIIOYHTH MOAJAEpKKY mpoTokona PPP. Bompocsl HacTpoiiku sapa
OTIepaIIIOHHON CHUCTEMBI BBIXOJAT 32 paMKH HACTOALIETO PyKOBOJICTBA, IIOATOMY aJIMUHUCTPATOPY CIenyeT
00paTuThCs K COOTBETCTBYIOLIEH TOKYMEHTALMH MO ONEPALMOHHON CUCTEME, KOTOPYIO OH UCIOJIb3YeT.

Ha xomnakr-gucke CCIIT-2 B moakaranore software/fnp ppp unix UMEETCS apXUBHBIN (aii
fnp ppp unix.tar.gz, coaepXaumMid Bce HeoOXoauMble (ailyibl HACTPOEK JUIS YTHIMTH pppd.
Heobxomumo ckonmpoBarh ero B (haiiIoByIO CHCTEMY YIIPABISIONIEr0 KOMITBIOTEPA.

JlanbHe1e ASHCTBUS MO PaclakoBKe apXHMBa W HACTPOWKE pppd HEOOXOAMMO BBIMOJIHATEH, UMES
MPUBUWJIETUH CYTIEPIOJIB30BATENS root.

JlommycTuM, TEKyIIUM KaTaJOroM SBJISICTCS TOT Karajor, B KOTOPBIH OBUI CKOIUpPOBAH (Qaiin
fnp ppp unix.tar.gz. Toraa pacmakoBKy 3TOro apxuBa HeOOXOIUMO BBIIOIHUTD CIEAYIOLIMM 00pa3oM:

# tar -xvzf fnp_ppp_unix.tar.gz -C /etc/ppp
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B pesynbraTte Bce conmepkuMMoe apxuBa OyJeT paclnakoBaHO B MOAKATajlor /etc/ppp (¢aiinoBoit
CHCTEMBI YIIPABIIOIIEr0 KOMIIbIOTEpPA.

B sTtoM moakaranore mosiBATCA ciemyronie ¢aiasl (nMeHa (aiiioB yKa3sIBalOTCS OTHOCHUTEIBHO
nojikarasuora /etc/ppp):

» peers/fnp2 — daiin napameTpoB pppd Wig coeaurenus ¢ CCIIT-2. Bo3amoxHO, moTpeOyeTcs N3MEHUTh
NEpBBIA MapaMeTp B MEPBOM CTpoke 3TOro aiina, ¢ TeM, YTOOBl NPUBECTH €ro B COOTBETCTBHE C
NpaBUIaMHd UMEHOBaHMS (aiijIoB YCTPOWCTB B Pa3iIMYHBIX BEPCHSX ONepauuoHHBIX cucreM FreeBSD u
Linux. On 0o603HauaeT ums Qaiisia ycTpoHCTBa MOCIEeI0BATENFHOTO MOPTA YIPABIIIONIET0 KOMIIBIOTEPA, K
KOTOPOMY KOTOPOMY OYAET MOAKIII0YaThCS HYJIhb-MOAEMHBIN Ka0ellb, COCTUHSIONINA YIpPaBIISIONTHI
kommbioTep ¢ CCIIT-2. Mmst aiina ycTpoiicTBa yKa3bIBaeTCsl OTHOCUTEIILHO KaTajora /dev;

e fnp2.chat — @ailn creHapus Ui YTWIMTB aBTOMATW3allMu auajora chat. Mcmonmesyercs mis
aBTOMATHU3UPOBAHHOTO BBOJIA TAPAMETPOB aBTOpHU3anH AJis 3amycka cepBepa PPP na cropone CCIIT-2;

* fnp2_ ppp.sh — shell-cuenapwuii 11 ycranoBku u paspsia PPP-coenunenus ¢ CCIIT-2;

* options — OCHOBHOMH (hailn mapameTpoB pppd (HE BXOIUT B apXUBHBIN (ailn fnp ppp unix.tar.gz).
Ecnu sToT Qaiin yxe cymecTByeT M HCIONb3yeTcsl sl BbimoynHeHus aApyrux PPP coeaunenwmii, ero
CJIeyeT OCTaBUTh 0€3 U3MEHEHHH, B IPOTUBHOM CIIydae 3TOT (a1 OIHKEH COAEpKaTh OAHY CTPOKY:

netmask 255.255.255.252

3.3. Ynpaenenue CCI1T-2 no cetn Ethernet

B CCIIT-2 umeercsi BO3MOXXHOCTh OpraHuzauuu ynpabjeHusi no ceru Ethernet. lns storo
CCIIT-2 ocHamraercss nomoyiHUTENBHBIM UHTEpdeiicom Ethernet, pazbem kotoporo obtosnaueH kak EthC.
OrtoT wuHTEpEHC HUCHONB3yeTCs TOJbKO JIsl Iejiell ymnpaBieHHs, W HE JOJDKCH TMOIKIIOYAThCA K
3alUIIAEMbIM CErMEHTaM CCTH.

B nensax 6e30macHOCTH CETMEHT CETH YHPAaBJICHUs T0JIKEH OBbITh (PM3MYECKH H30JIMPOBaH OT BCeil
OCTaJBHOW CeTH, MO0 CeTh YIpaBJICHUS JIOJDKHA OBITh OpraHu3oBaHa Kak BUpTyanbHas ceth (VLAN),
JOCTYI K KoTopoii pazpemaercs Tonbko CCIIT-2 u ynpasistonieMy KOMIOBIOTEDPY.

Ucxons w3 BeimensnoxeHnoro, ympasisiiomuM Ethernet matepdeiicam CCIIT-2, u Tonbko um,
JOJDKHBI ObITh HazHaueHbl IP ajgpeca, xotopweie Mcxons w3 TpeOOBaHUI 0e30MACHOCTH, PEKOMEHAYETCS
BBIOUpATH U3 JMAINIA30HOB “HEMapIIPYyTH3UPpYyeMbIX” aapeco [P cereii:

e 10.0.0.0 — 10.255.255.255 nnsa cereli knaceca A;
e 172.16.0.0—172.31.255.255 na ceteit kiacca B;
e 192.168.0.0—192.168.255.255 nna cereii knacca C.

He pexomenayercs  HasHayath  uHTepdeiicam  ynpaBmenuss [P ampeca w3 cetn
192.168.1.0/255255.255.0, mockonbKy 3TH azapeca wucronbdytorcs npu moxkmtodeHnn k CCIIT-2 mo
nocnenoBareabHoMy opty RS-232 ¢ ucnons3oBanuem PPP coenuuenus.

[Ipumep pacupenenenus IP agpecos B cetn ympaenenusi CCIIT-2 npuBenen nHa pucynke 3.44. B
3TOM MPUMEpPE CETEBOM MHTEPQEC YIPaBIAIONIEro KOMIBIOTEPA, MOJKIIOUEHHBIN K CETH yIpaBlIeHHsI, IMEET
IP anpec 192.168.20.254 ¢ mackoii [P moaceru 255.255.255.0. Ynpasmsronue Ethernet uarepdeticer CCITT-2,
MOJIKIIIOUEHHBIE K ceTH ympasienus uMerot [P-anpeca 192.168.20.1, 192.168.20.2 u 192.168.20.3 c Toii xe
camoii mackoii [P moacern 255.255.255.0.
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3aluiaemMble CerMmeHTbl CeTr

ccnT-2 CCnT-2
192.168.20.2 192.168.20.3

0
YnpaBnsaoLwmn KomnbtoTep
192.168.20.254

192.168.20.1

PucyHok 3.44: YnpasaeHue no cetu Ethernet

Takum 00pa3oM, agMHHHUCTPATOpP HMMEET BO3MOXKHOCTH YNPABJISATH HECKOJIBKUMH CETEBBIMU
mporteccopamu CCIIT-2 ¢ omHOTO yIpaBIIsIONMIEr0 KOMITBIOTEPA.

3.4. KomanaHubin asbik CCMNT-2

B nmanHoM paszmene mpHBOAMTCS TEpedeHb BceX KomaHl KomanaHoro wuntepgeiica CCIIT-2.
Tabnuua 3.1 comep HUT KpaTkoe ONMHCAaHHE KOMaHJ — CHHTAKCUC, TpeOyemble MPUBUIIETHH M Ha3HAuYCHHE.
Komanas! npuBogsTes B andaBUTHOM MOPSIIKE.

B onmcanny cuHTaKcHCca KOMaH][ MPUBOIATCS MaKCHMAIBHO JOIMTyCTUMBIE COKPAIEHUS KITFOUEBBIX
cioB koMangHoro si3bika CCIIT-2, o00o3HauaeMble mapoi KBaapaTHBIX CKOOOK — []. Hampumep, omnucanue
conf[ig] defl[ault] O3Ha4YaeT, YTO JaHHAs1 KOMaHJia MOXET OBITH BBEJCHA OJHUM U3 (V1147100111708
CITIOCOOOB:

fnpsh> conf def (mMakcuMmanbHO BO3MOXHOE COKpalleHue)
fnpsh> confi defaul

UT. O
Tabaunua 3.1: CnMcok KOMAHA KOMAHAHOTO HTepdenca CCNT-2
T Mbl
KomaHpa (ZA T2 Onucanne
npuneniiernn
conflig] def[ault] cfg MHnumnanmsaumnsa Tekyluen KoHpurypaumm
CCNT-2 3Ha4YeHUs MM N0 YMOSIYaHUIO
conflig] lis[t] read MpocMoTp cnncka AOMOAHUTENbHbIX
KOHUrypaumm
conflig] lo[ad] <umsa_koHbwurypaunm> cfg 3arpy3ka AOMOAHUTENbHON KOHMUrypaumm
confl[ig] rem[ove] <uMsi_KOHpUrypaumm> cfg YpaneHve fONoNHUTENbHOM KOHMUIYypauum
conflig] sav[e] <umMsa_koHbuUrypauum> cfg CoxpaHeHue Tekylen KoHdurypauum B
AOMOJIHUTENBHOW
conflig] sh[ow] [<nMs_koHbuUrypaummn>] read MpocMOTp NnapaMeTpoB TeKyLlen um

AONOSTHUTENBbHOW KOHbUrypaunm
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exit read 3aBeplueHne ceaHca paboTbl nonb3osaTens

fil[ter] rest[art] pf Mepe3anyck nakeTHOro gunbTpa

fil[ter] start pf 3anyck nakeTtHoro ¢guabTpa

fil[ter] statu[s] read BbiBOA MHpOPMaLNM O COCTOSSHUM MAKETHOroO
bunbTpa

fil[ter] stop pf OcTaHoB nMakeTHoro duneTpa

gate[way] del[ete] cfg YpaneHue mapupyTa Mo yMosi4aHuio

gate[way] dis[able] cfg BbikntoueHne MaplupyTa no yMos4aHuio

gate[way] en[able] cfg BkntoyeHre MaplipyTa No yMoJ4aHuio

gate[way] set <IP_aapec> cfg YctaHoBka IP agpeca wt3a no yMoa4aHu o

gate[way] sh[ow] read BbiBOA HACTpoeK M COCTOSIHUS MaplipyTa no
yMOJT4aHM1IO

help read BbiBOA KpaTKOM CrpaBKu MO BCEM KaTeropusm
komaHa CCMNT-2

interf[ace] cont[rol] acl add <anemeHT_cnncka> cfg [obaBneHne anemMeHTa B CNUCOK AOCTyna

interf[ace] cont[rol] acl cl[ear] cfg OuyuncTKa cnucka focTtyna

interf[ace] cont[rol] acl del[ete] <HOMep_anemeHTa> cfg YpaneHue aneMeHTa U3 cnucka AocTtyna

interf[ace] cont[rol] acl sh[ow] read [MpocMOTp 3/1EMEHTOB CNUCKa A0CTyna

interf[ace] cont[rol] addr[ess] <IP_aapec/macka> cfg Ha3sHaueHune IP agpeca ynpasnsoowemy
VHTepdency

interf[ace] cont[rol] addr[ess] del[ete] cfg YpnaneHue IP agpeca ynpasnsioliero
MHTepdenca

interf[ace] cont[rol] dis[able] cfg BbiktoueHue ynpasnsiowero nHTepderica

interf[ace] cont[rol] dup[lex] {half|ful[1]} cfg YcTaHOBKa pexunma nepegayu yrnpasnsoLero
nHTepdevica

interf[ace] cont[rol] en[able] cfg BknroueHue ynpasnsawwero nHrepdenica

interf[ace] cont[rol] med[ia] {auto|10]100|1000} cfg YcTaHOBKa CKOPOCTU nepeaaydn ynpasnasiiowero
MHTepdenca

interf[ace] cont[rol] ping <IP_aapec> read MpoBepka AOCTYMNHOCTU Y3/10B B ynpaBasitolen
cetu

interf[ace] cont[rol] sh[ow] read MpocMOTp HacTpoeK M COCTOSIHUS
ynpasnswowero nHrepdeinca

interf[ace] fil[ter] {all| <HOMep>|<umsa>} dis[able] cfg BbikntoueHne punbTpytowero nHtepderica

interf[ace] fil[ter] {all|<HomMep>]|<umsa>} dup[lex] cfg YcTaHoBKa pexuma nepegayuv unbTpytoLlero

{half|ful[l]} nHTepderica

interf[ace] fil[ter] {all|<Homep>|<uma>} med[ia] cfg YcTaHOBKa CKOPOCTU nepeaayun GuabTpyroLero

{auto|10]|100|1000} MHTepdeinca

interflace] fillter] {<Homep>|<umaA>} mir[ror] cfg YcTaHOBKa NapaMeTpoB 3epKannpoBaHus

<nma> {alllin|out} buneTpyoWwmMxX nHTepdericos

interflace] fillter] {<Homep>|<umsaA>} mir[ror] cfg BbikntoUeHWe 3epKannupoBaHmsa GUNbTPYOLWNX

dis[able] nHTepdencos

interf[ace] fil[ter] {<Homep>|<umsa>} ren[ame] cfg MNepenmMeHoBaHWe puUnbTpylOLLEro MHTEpdelica

<HOBOE_uMA>

interf[ace] fil[ter] {all| <HOMep>|<umsa>} sh[ow] read BbiBOA MHMOPMaLUUM O COCTOSHUMN

bunbTpytowero nHTepderica
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interf[ace] fil[ter] {all| <HOMep>|<uma>} stats read BbiBOA nHdOpMaumm o ctatuctmke Tpaduka Ha
punbTpylowem nHtepdence

log ev[ent] sh[ow] [<kpuTepun_otbopa>] read [MpocMoTp 3aperncTpnpoBaHHbIX COObITUI

log expl[ort] ftp cl[ear] log nnum cfg YpaneHue napamMeTpoB BbIrpy3ku (ainos
peructpauun no FTP

log exp[ort] ftp dis[able] log wnu cfg BbikntoveHne BbIrpyskn dannos perncrpaummn
no FTP

log exp[ort] ftp en[able] log nnm cfg BkntoveHue BbIrpyskun dannos permcrpaunm no
FTP

log explort] ftp set <IP_aapec> <nyTb> <BXxoa> log nnu cfg YcTaHoBKa napaMeTpoB Bbirpy3ku dannos

[<naponb>] pernctpauuu no FTP

log exp[ort] sysl[og] dis[able] log nnun cfg BbikntoueHune BbIrpyskn dannos perncrpaummn
no SYSLOG

log exp[ort] sysl[og] en[able] log nnu cfg BkntoyeHue Bbirpyskn dannos permcrpaunm no
SYSLOG

log exp[ort] sysl[og] serv[er] <IP_appec> log wnu cfg YctaHoska IP agpeca SYSLOG cepsepa

log pack[et] cl[ear] log OuuncTka perncrpaummn nakeTos

log pack[et] dis[able] log wnn cfg BbikntOUEHWE pexuma perncrpauum nakeTos

log pack[et] en[able] log nnum cfg BkrtoueHue pexvma perncrpauum nakeTos

log pack[et] sh[ow] [<kpuTepun_otbopa>] read [MpocMoTp 3aperncTtpnpoBaHHbIX NAaKeToB

log ses[sion] cl[ear] log OumncTka perncrpaumm ceccum

log ses[sion] sh[ow] [<kpuTepuu_otbopa>] read [MpocMOoTp 3aperncTpnpoBaHHbIX CECCUM

log sh[ow] read MpocMoTp NapaMeTpoB MNOACUCTEMDI
perncrpaumm

log sysl[og] sh[ow] read MpOCMOTP CUCTEMHbIX COOBLLEHNI

nat arp add <{<Homep>|<uma>} <IP_aapec> cfg nnu pf JobasneHune 3anucm B ARP Tabnuuy

<MAC_agpec>

nat arp cl[ear] cfg nnm pf OumncTtka ARP Tabnuubl

nat arp del[ete] {{<HoMep>|<uma>}|<IP_agpec>| | cfg nnm pf YpaneHuve 3anucu ns ARP tabnuubl

<MAC_agpec>}

nat arp sh[ow] read MpocmoTp 3anucen ARP Tabnuubi

nat dis[able] cfg nnu pf BobikntoueHne pexuma NAT

nat en[able] cfg nnm pf BkntoveHune pexuma NAT

nat log dis[able] cfg nnu pf BbikntoueHne perncrtpaumm nakeTos,
yaansembix NAT

nat log en[able] cfg nnm pf BkntoyeHue permcTpaunm nakeToB, yaansieMbiX
NAT

nat port <nNOpT_MWH>-<NOpT_MaKc> cfg nnu pf YctaHoBKa AnanasoHa noptos NAT

nat priva[te] del[ete] cfg nnn pf YpaneHve napamMeTpoB BHYTPEHHEro
nHTepdenca NAT

nat priva[te] ip <IP_aapec/macka> cfg nnn pf YctaHoBka IP agpeca BHyTpeHHero
nHtepderica NAT

nat priva[te] mac <MAC_appec> cfg nnn pf YctaHoBka MAC agpeca BHYTpeHHero
nHTepdenca NAT

nat pub[lic] del[ete] cfg nnn pf YpaneHue napamMeTpoB BHELIHEro MHTepdenca
NAT

nat pub[lic] gate[way] <IP_appec> cfg nnu pf YcTaHoBKa LWt03a N0 yMONYaHUIO Ans

BHelwHero uHtepderica NAT
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nat publlic] ip <IP_aapec/macka> cfg nnn pf YctaHoBka IP agpeca BHewHero nHtepderica
NAT

nat pub[lic] mac <MAC_aapec> cfg nnn pf YctaHoBka MAC agpeca BHelHero nHtepderica
NAT

nat red[irect] add <BHew_nopt> <IP_agpec> cfg unm pf [obasneHune 3anucu B Tabnmuy

<BHYTp_nopT> nepeagpecauun NAT

nat red[irect] cl[ear] cfg nnn pf OuuncTtka Tabnuubl nepeagpecaunn NAT

nat red[irect] del[ete] <BHew_nopT> cfg nnu pf YpaneHue 3anucm n3 Tabnuubl nepeagpecaunm
NAT

nat red[irect] dmz dis[able] cfg nnm pf BbiktoueHue nepeagpecaumn ¢ nHTepdencos
DMz

nat red[irect] dmz en[able] cfg nnm pf BknoueHne nepeagpecauumn c nHTepgericos
DMz

nat red[irect] publlic] dis[able] cfg nnu pf BbikntoueHne nepeagpecaummn C BHELWHEro
MHTepdenca

nat red[irect] publlic] en[able] cfg wnn pf BknioueHve nepeaapecauum C BHELIHEro
MHTepdeinca

nat red[irect] sh{ow] read MpocMoTp 3anucen Tabnuubl Nnepeagpecaunu
NAT

nat sh[ow] read MpocmoTp napametpos NAT

rese[rv] conf[ig] sync[hronize] cfg nnu ha HemeaneHHas cMHXpOHM3aLMsa TeKyLlen
KoHpurypaumnm CCMT-2 B pexnme BbICOKOMN
rOTOBHOCTU

rese[rv] def[ault] cfg unum ha YcTaHoBKa napaMeTpoB peXuMa BbICOKOM
rOTOBHOCTM B 3H@4YeHUs MO YMONYaHUIO

rese[rv] dis[able] cfg unum ha BbiktoueHWe pexumma BbICOKOWM rOTOBHOCTM

rese[rv] en[able] cfg nnu ha BkntoyeHue pexuma BbICOKOW FrOTOBHOCTH

reserv interface {active|blocked} {media {10|100| cfg nnu ha HacTtpoiika pexunmoB paboTbl pUNbTPYOLLMX

1000} |duplex {half|ful[I]1}} MHTEPdENCOB AN pexmnma BbICOKOM
roTOBHOCTHU

rese[rv] mod[e] {bal[ance]|mas[ter]|sla[ve]|stp} cfg unm ha YcraHoBka ctatyca CCMNT-2 ang pexuma
BbICOKOW FOTOBHOCTM

rese[rv] ne[ighbour] <IP_aapec> cfg nnun ha YcrtaHoBka IP agpeca cmexHoro CCMNT-2 ans
peXxuvMa BbICOKOW FOTOBHOCTU

rese[rv] rul[e] sync[hronize] cfg nnun ha HemeaneHHas cMHXpoHMU3aUMA NpaBun
bunbTpauMn B pexunme BbICOKON FOTOBHOCTMU

rese[rv] shlow] read MpocMoTp NapamMeTpoB pexuma BbICOKOMN
rOTOBHOCTU

rul[e] add <onpeneneHue_npasuna> rules [JobaBneHne npaBuna GuabTpaunm B TEKYLLNA
Habop

rul[e] copy <Tun_npaBuna> <cTapblii_HoMmep> rules KonupoBaHue npasuna dunbTpaumm B

<HOBbIVi_HOMep> TekyweM Habope

rule def[ault] rules YcTtaHoBKa Tekyllero Habopa npasun B
COCTOSIHME MO YMOJIYaHMUIO

rul[e] del[ete] <npgeHTUdUKaTOp_npaBuna> rules YpaneHue npasuna gunbTpaumMmn U3 TEKYLLETO
Habopa

rul[e] ed[it] <onpeneneHune_npasuna> rules MN3MeHeHMe cyllecTBylOLWEro npaBuia
dbunbTpaunm B TEKYLLEM Habope

rul[e] lis[t] read MpocMoTp cnucka AOMNOSTHUTENbHbLIX HA6OpPOB
npasun

rul[e] lo[ad] <uma_Habopa_npaBun> rules 3arpyska AonosiHuTensHoro Habopa npasun
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MepeHoc npaBuna punbTpaumm B TeKyLLEM
Habope

rul[e] rem[ove] <umsa_Habopa_npasun> rules YpaneHve gononHuTenbHoro Habopa npasun

rul[e] roll[back] rules Bo3BpaT Kk npeabiaylweMy COCTOSSHUIO TEKYLLEro
Habopa npasun

rul[e] sav[e] <umsa_Habopa_npasun> rules CoxpaHeHune Tekyuiero Habopa npasun B
AOMNOJIHUTENBHOM

rul[e] sh[ow] [<uMs_Habopa_npaBun>] read MpocmoTp cnncka npasmn dunbTpaunmn
TEeKyLero uin AonoaHUTeNbHOro Habopos
npasun

rul[e] stats cl[ear] pf Cbpoc cTaTUCTMKK Tpadurka no TekyLlemy
Habopy npasun

rulle] stats sh[ow] read MpocMOTp cTaTUCTUMKK TpadurKa No TekyLlemy
Habopy npasun

ses[sion] ap dis[able] cfg nnn pf BbikntoueHue ncnonb3oBaHmsa AP npasun
dbunbTpaunm

ses[sion] ap en[able] cfg nnn pf BkntoueHue ncnonb3oBaHus AP npasun
punbTpaumm

ses[sion] dis[able] cfg nnm pf BbikntoueHne ynpasneHnsa ceccnsimm

ses[sion] en[able] cfg nnu pf BkntoyeHne ynpaBrieHUst ceccuamm

ses[sion] fl[ood] ala[rm] dis[able] cfg nnm pf BbikntoueHne curHanusaumm obHapyxxeHus
flood-aTak

ses[sion] fl[ood] ala[rm] en[able] cfg nnn pf BkntoueHue curHanmsaumm obHapyxeHus
flood-aTak

ses[sion] fl[ood] dis[able] cfg nnn pf BeikntoueHue pexunma 6nokuposku flood-atak

ses[sion] fl[ood] en[able] cfg nnu pf BkntoyeHune pexunma 6nokmposku flood-atak

ses[sion] fl[ood] rul[e] com[ments] <kommeTapuii> | cfg nnun pf MN3meHeHne KoMMeHTapus ans spemMeHHoro IP
npasuna, 6nokupytowero flood-ataky

ses[sion] fl[ood] rul[e] lif[etime] <Bpems> cfg nnm pf HacTpolika BpeMeHn X13HU BpeMeHHoro IP
npasuna, bnokupytowero flood-ataky

ses[sion] fl[ood] rul[e] log dis[able] cfg nnn pf BbikntoueHue perucrpaumm nakeToB BO
BpeMeHHoM IP npaBune, 6nokupytowem flood-
aTaky

ses[sion] fl[ood] rul[e] log en[able] cfg nnu pf BkntoyeHne permcrtpaumnm nakeToBs BO
BpeMeHHoM IP npaBune, 6nokupytowem flood-
aTaky

ses[sion] fl[ood] thr[eshold] def[ault] cfg nnu pf YcTaHoBka noporos o6Hapy»xeHus flood-aTtak B
3HayYeHUs Mo YMONYaHUo

ses[sion] fl[ood] thr[eshold] icmp <nopor> cfg nnn pf YcTaHoBka nopora obHapyxeHus flood-atak
aonsa npotokona ICMP

ses[sion] fl[ood] thr[eshold] tcp <nopor> cfg nnu pf YcTaHoBka nopora obHapyxeHus flood-aTtak
ana npotokona TCP

ses[sion] fl[ood] thr[eshold] udp <nopor> cfg nnu pf YcTaHoBka nopora obHapyxeHus flood-aTtak
aonsa npotokona UDP

ses[sion] ip dis[able] cfg nnu pf BbikntoueHne co3gaHusa ceccui No yMosyYaHumio
ansa IP npasun dunbTpaumnm

ses[sion] ip en[able] cfg nnu pf BkntoueHue co3gaHnsa ceccuii No yMon4aHuio
ansa IP npasun dunbTpaumnm

ses[sion] log dis[able] cfg nnm pf BbikntoUeHWE perucTpaumm NakeTos,
OTOpOLLEHHbIX CECCUAMMU

ses[sion] log en[able] cfg nnu pf BkntoyeHue permcrtpaumnm nakeTos,

0T6p0LUeHHbIX ceccnmamum
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ses[sion] sh[ow] read lMpocMoOTp napaMeTpoB yrpaBieHNA CecCuamm

ses[sion] tab[le] cl[ear] pf Ouuncrtka Tabnmubl ceccum

ses[sion] tab[le] del[ete] <HOMep_ceccumn> pf YnaneHue ceccum ns Tabnuubl ceccui

ses[sion] tab[le] sh[ow] read MpocMoTp Tabnuubl ceccui

ses[sion] tab[le] siz[e] <pa3mep_Ttabnuupbi> cfg wnn pf N3MeHeHne pasmepa Tabnuubl ceccum

ses[sion] timeo[ut] def[ault] cfg nnn pf YcTaHoBKa TalM-ayToB HEAKTUBHOCTW Ceccuii B
3Ha4YeHUs Mo yMoNYaHuto

ses[sion] timeo[ut] icmp  {est[ablished]|syn} cfg nnamn pf YcTaHoBKa TaliM-ayTa HeakTMBHoOCTM ans ICMP

<Tanm_ayT> ceccui

ses[sion] timeo[ut] tcp {est[ablished]|fin|syn} cfg nnm pf YcTaHoBKa TalM-ayTa HeakTuBHOCTK ans TCP
ceccui

ses[sion] timeo[ut] udp {est[ablished]|syn} cfg nnm pf YcTaHoBKa TaiM-ayTa HeakTuBHoOCTU anst UDP
ceccui

sys[tem] fnpsh his[tory] cl[ear] read Ouunctka 6ydepa ncropmmn KomaHa

sys[tem] fnpsh his[tory] shlow] read MpocmoTp coaepxunmoro bydepa ncropum
KOMaHA

sys[tem] fnpsh timeo[ut] <Taim_ayT> cfg unu sys YcTaHoBKa TaliM-ayTa HEaKTUBHOCTU Ans
KOMaHAHoro nHtepdenca CCMT-2

sys[tem] fnpsh v[iewer] {intern[al]|mor[e]|no} read YcTaHOBKa pexuma npocMoTpa AaHHbIX B
KOMaHAHOM mMHTepdence CCMT-2

sys[tem] halt sys BbikntoueHne CCMT-2

sys[tem] ich[eck] read MpoBepka LEO0CTHOCTU MPOrpaMMHOro
obecneveHnsa CCMT-2

sys[tem] pass[word] user M3MeHeHne napons CUCTEMHOrO Mnosib3oBaTesns

sys[tem] reboot sys MNepesarpyska CCMNT-2

sys[tem] sh[ow] read BbiBOA MHGpOPMaLUKM O NPOrPaMMHOM U
annapatHoMm obecneyeHmnn CCIMT-2

sys[tem] statu[s] read BbiBOA MHGpOPMaLNKM O COCTOSSHUM pecypcoB
onepaumoHHoi cuctembl CCMAT-2

sys[tem] time ntp del[ete] cfg YpaneHue napamMeTpoB CUHXPOHM3ALMUN
BpemeHu rno NTP

sys[tem] time ntp dis[able] cfg BbikntoUeHUe CMHXpPOHM3aumn BpeMmenn no NTP

sys[tem] time ntp en[able] cfg BkntoyeHne cMHxXpoHu3aummn spemeHn no NTP

sys[tem] time ntp log dis[able] cfg BbikntoueHue peructpaumm NTP 3anpocos

sys[tem] time ntp log en[able] cfg BkntoueHue peructpaunm NTP 3anpocos

sys[tem] time ntp serv[er] <IP_aapec> cfg YctaHoBka IP agpeca NTP cepsepa

sys[tem] time ntp timeo[ut] <Tanm_ayT> cfg YcTaHoBKa TaliM-ayTa onpoca NTP cepsepa

sys[tem] time ntp upd[ate] cfg HemegneHHass cuHxpoHmnsauunsa spemenn ¢ NTP
cepBepoMm

sys[tem] time set {<ITIT/MM/O40 [Y4:MM:CC]>| sys YcTaHOBKa CUCTEMHOIO BpPEMEHM

<44:MM:CC>}

sys[tem] time sh[ow] read BbiBOA CMCTEMHOrO BpEMEHW U MapaMeTpoB
CuHXpoHu3auum no NTP

sys[tem] time zone [<dann_uacosoro_nosca>] sys YcTaHoOBKa 4acoBoro nosica

sys[tem] w[eb] dis[able]

sys[tem] w[eb] en[able]

us[er] add <umsa_nonb3oBaTtens> <npueBunerun>

sys (KOHCOnb)

sys (KOHCOJb)

user

BbikntoueHne WEB mnHTepdenca CCMT-2
BkntoueHne WEB unHTepdenca CCMNT-2

Job6aBneHne HOBOro nosb3oBaTesns
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Tpebyemsbie

KomaHpa OnucaHne
npusuiaerun

us[er] del[ete] <nma_nonb3oBatens> user YpaneHue nonb3oBaTtens

us[er] dis[able] <umsi_nonb3oBaTens> user Bbik/toueHMe nosib3oBaTens

us[er] en[able] <umsa_nonb3oBaTensa> user BkntoueHue nonb3oBaTens

us[er] lis[t] read MpocMOTp crnmcKka CyLecTBYOLWMX
nosnb3oBaTtenemn

us[er] pass[word] <uMsi_nonb3oBaTens> user MN3meHeHne napons nonb3oBaTtens

us[er] privi[lege] <WMsi_nonb3oBaTena> user MN3MeHeHne npuBunernii nonb3oBaTtens

<npuvBunernm>

us[er] rad[ius] dis[able] user BeikntoueHne RADIUS aBTopusaumm

us[er] rad[ius] en[able] user BkntoyeHne RADIUS aBTOpu3aummn

us[er] rad[ius] ret[ry] <umcno_nonbIToK> user YcTaHOBKa MakCUMMasibHOro Koan4yecTtsa
nonbiTok obpaweHns k RADIUS cepsepy

us[er] rad[ius] serv[er] <tun> <IP_aapec> user HacTtpoiika napameTtpos RADIUS aBTopusaumm

<KMY> <MnopT>

us[er] rad[ius] sh[ow] read MpocmoTp napameTtpos RADIUS aBTopusaumm

us[er] rad[ius] timeout <Tanm_ayTt> user YcTaHoBKa TalM-ayTa 0XuaaHus oTeBeTa OT
RADIUS cepsepa

us[er] sh[ow] read [MpocMOTp cnucKka aKTUBHbIX MOJSib30BaTenemn

3.4.1. config default — uHuuyuanusayusa mekyuwel koHguaypauuu CCIIT-2
3HaYeHUsIMU 0 YMONYaHUIo

conf[ig] def[ault]

Tpebyemvie npusunecuu — cfg

Komanga BeimonHser wHUnuanuzauuio Tekymed koHurypamuu CCIIT-2 3HaveHusiMu 10
YMOTYaHUIO.

cetn Ethernet, nockonbky BeikntoyeHue ynpasnstowlero Ethernet untepdenca CCIT-2 npuBegeT k

@j He pekomeHOyeTcs BbINOMHATL KOMaHAQy config default Bo BpeMs ynpasnenus CCIT-2 no
noTepe coeguHeHns mexay ynpasnsawowmum komnstotepom n CCIIT-2.

IIpumep:

fnpsh> config default

3arpysuTb KoHpurypauuw no ymondanumw? (Y/N) [N]: Y
;NPSH—I—3052—KOH¢MprauMﬂ No yMONYaHWIO 3arpyxeHa
npsh>

[Tapamerpam konpuryparuu CCIIT-2 3HaYeHHS 110 YMOJIYaHHUIO IIPUCBAUBAIOTCS BO BPEMs IIEPBOTO
3arycka. 3Ha4eHUs 110 yMOJIYaHUIO MapaMeTpoB KOHPUTYpalMd COOTBETCTBYIOT BBIBOJY KOMaHJbI config
show (npunoxenue 3.4.6, ctp. 57), NpUBEACHHOMY HIXKE:

fnpsh> config show
TekylWas akTUBHAA KOHOUrypauus:

interface control address delete
gateway delete

interface control media auto
interface control acl clear
interface filter ethO enable
interface filter ethO media auto
interface filter ethl enable
interface filter ethl media auto
interface filter eth2 enable
interface filter eth2 media auto
interface filter ethO mirror delete
session enable

session ip enable
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session ap disable

session log disable

session timeout tcp syn 5
session timeout tcp estab 86400
session timeout tcp fin 600
session timeout udp syn 5
session timeout udp estab 10
session timeout icmp syn 5
session timeout icmp estab 20
session table size 8192

session flood disable

session flood alarm disable
session flood threshold tcp 1000
session flood threshold udp 500
session flood threshold icmp 300
session flood rule Tifetime 60
session flood rule log disable
session flood rule comments "Blocked flood attack"
system time ntp log disable
system time ntp timeout 3600
system time ntp delete

system fnpsh timeout 600

system web disable

Tog packet disable

Tog export ftp clear

Tog export syslog disable

nat disable

nat log disable

nat port 45000-60000

nat public mac 02:01:01:01:01:01
nat public delete

nat private mac 02:01:01:01:01:02
nat private delete

nat arp clear

nat redirect public disable

nat redirect dmz disable

nat redirect clear

reserv disable

reserv mode master media 100
reserv mode master duplex full
reserv mode slave media 10
reserv mode slave duplex half
user radius timeout 5

user radius retry 3

user radius disable

3.4.2. config list— npocmomp cnucka dononHuUMenbHbIX KoHghuaypayul
conf[ig] Tis[t]

Komana BEIBOAUT Ha 3KpaH TEpMHUHAIA CIIMCOK CYIIECTBYIOLINX AOMOJIHUTEIbHBIX KOHPUIYypaLuil.
Jnst kak 1ol TOTIOTTHUTEIbHOW KOH(UTYPALIMK BEIBOJUTCS €€ UMSI U BPEMs CO3/1aHMHS.
[Ipumep:

fnpsh> config 1list
JONONMHUTENbHbIE KOHOUIYypauun:

Y BpeMa CO3J4aHuA

fnp2_ag 17.05.2007 14:23:22 (GMT)
Bcero: 1 ceobogHo: 15
fnpsh>

3.4.3. config load — 3a2py3ka dononHumenbHoU KoHghuaypayuu
conf[ig] lo[ad] <ums_koHdurypaummn>
Tpedyemvie npusunecuu — cfg.
[TapameTpsr:
° <MM,C17KOH¢)MI‘ypaLLMM> — UM OPCABAPUTCIIEHO COXpaHeHHOfI HOHOHHHTCHLHOﬁ KOH(I)I/IpraLII/II/I.

Komanna 3arpyxaet koHpurypanuonnsie napamerpbl CCIIT-2, comepxaniyecst B AOMOTHUTESILHOM
KOH(UTYpaIy ¢ YKa3aHHBIM UMEHEM, B TEKYIIYIO KOH(HUTYpaIHIo.
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@ Mpedbigywne 3Ha4YeHUs napameTpoB TeKyLen KoHdurypauum 6yayT noTepsHbl

IIpu 3arpy3ke [IOMOJHUTENBHOM KOHGUrypaluuu H3MEHEHHUs HEKOTOPbIX KOH(UIypalMOHHBIX
napameTpoB, Kacarommxcs padorsl nmaketHoro ¢unsrpa CCIIT-2, He BCTymsaT B cuily A0 TeX IOp, MOKa
NAKeTHBIN GUILTP He OyAeT nmepe3anymen. K TaknuM napameTpaM OTHOCSTCS:

. HaCTpOﬁKH IMMOJACHUCTEMBI YIIPABJIICHHUA CECCUAMMU,

* HACTPOMKH MOJCUCTEMBI TPAHCIISIIIUM CETEBBIX aapecoB NAT;

ﬁ—'bTL I'IepesanyCK MnakeTHoro cbvmpra MOXHO BbINOJIHUTbL OTAENIbHO, UCNOJSib3yd KOMaHOy filter
I;’ / restart.

IIpumep:
fnpsh> config load fnp2_ag
3arpys3uTb AONONIHUTENbHYKW KOoHburypauumw? (Y/N) [N]: Y
Nepe3anycTuTb nakeTHbit dpunbTp? (Y/N) [N]: Y
FNPSH-I-3062-NakeTHbIn ¢GuAbTP nepesanyleH

FNPSH-I-3051-lonofAHUTEeNbHAA KOH@UIypauma 3arpyxeHa
fnpsh>

3.4.4. config remove — yGaneHue dononHumensHoU KoHghu2ypayuu
conf[ig] rem[ove] <uMA_KOHPUTrypauum>
Tpebyemvie npugunecuu — cfg.
[Tapamerpsi:
e <yMsa KOHOUDypauuy>— UM IPEJBAPUTEIILHO COXPAHEHHOH JOMOIHUTENIBbHON KOH(Urypanun.
KoMmanpa yianseT JOMoNHUTENbHYI0 KOH(PUTYPALIKIO ¢ YKa3aHHBIM UMEHEM.
IIpumep:
fnpsh> config remove fnp2_ag
YaanuTb AONOAHUTENbHYKW KoHpurypaumw? (Y/N) [N]: Y

-IENPSE—I—3050—D,OI'IOJ1HVITeﬂbHaFI KoHpurypaumsa yaaneHa (fnp2_ag)
npsh>

3.4.5. config save — coxpaHeHue mekyujeli KOH¢huaypayuu e AonNoNHUMeNbLHoU
conf[ig] sav[e] <umMA_KOHDUrypauumn>
Tpebyemvie npusunecuu — cfg.
[Tapametpsi:
¢ <uMA_ KOHOUTypauum> — UM JIOTIOJIHUTENBHON KOH(i)I/IpraHI/II/I

Komanna BeimosnHseT coxpaHeHue Ttekymied koHurypamuu CCIIT-2 B JIOMONHUTENHHOH C
yKa3aHHbIM HMeHeM. Eciu jomnojHuTeNbHAas KOH(QUTYpalus ¢ YKa3aHHBIM HMEHEM YKe CYIIeCTBYET,
KOMaH/1a BBITIOJIHEHA He OyJIeT.

—, [Ona nepesanucy Yyxe CyLIECTBYIOLEN [OOMOMHUTENbHON KOHdurypaumn ee Heobxoammo
- npeaBapuUTENbHO YAanuTb, UCNONb3yS KOMaHay config remove (Mpunoxenue 3.4.4, ctp. 56).

J
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B CCIIT-2 cywecTByloT criegylolime orpaHuyeHnss npu  pabote ¢ OOMNOMAHUTENbHbIMU
@j KOHpurypaumsmm:
e CCIIT-2 MOXeT XpaHuTb He bonee 16 LONONMHUTENBHBLIX KOHUIYypaLni;
*  VIMS JOMOJSTHUTENBHOWM KOHUIYpaLMKN OOMKHO OTBEYaTh CReayoLwmnmM TpeboBaHNSM:
v AnNvHa nmexHn — ot 1 go 251 cnveona;

v OOnyCTUMble CUMBOSbI B UMEHW — NaTUHCKUE BYKBbI, UM pbl 1 CUMBOJ NOAYEPKMBAHMUS
('_"). Imss gononHUTENbHON KOHMbUrypaumm OMKHO HaunHaTLCs ¢ BykBbl NMMBO € LMdpbl;

* 1MS OOMNONHUTENBHOMN KOH(*)I/IpraLI,I/II/I ABNAETCA permcTpoBo-3aBUCUMbIM.

[Tpumepsr:
fnpsh> config save fnp2_ag
FNPSH-I-304F-[0NoNHUTENbHAA KOHPUIypaumus coxpaHeHa
fnpsh>

fnpsh> config save fnp2_ag
FNPSH-E-10A5-JononHnTenbHaa KOHOUrypaumsa yxe cCywecTByeT

fnpsh> config save fnp2_AG

FNPSH-I-304F-[0nN0ONHUTENbHAA KOHQUIrypaumsa coxpaHeHa
fnpsh>

3.4.6. config show — npocMomp napamempoe mekyujell unu OONOIHUMENbHOU
KoHghuaypayuu
config show [<umA_koHbUrypaumum>]
[Tapametpsr:
e <yMa KOHQUTypaumm> — UM JOTOJTHUTEIbHON KOH(QUTypaLiH.

Komanna BBIBOOUT Ha OJKpaH TEpMHHAlIa @apaMeTpbl TEKyIIeW WIM IONOJIHHUTEIbHON
koHpurypauun CCIIT-2. WM JONOJAHWUTENFHOW KOH(PHUTYpaludu yKa3blBacTcs uepe3 Iapamerp
<rMA_KOHQUTypaumm>.

Ecnv uma gononHUTENBHOW KOHUrypaumMmM He YykasaHo, Ha 3KpaH TepMuHana BbIBOOATCA
napameTpbl TekyLen koHdurypaumm CCIIT-2.

[MapameTpbl KOH(urypaumm BbIBOOATCS B opmarte COOTBETCTBYHLUMX KOMaHg KOMaHAHOro
nHTepdenca CCIIT-2.

[IpocMoTp mapaMeTpoB KOH(MUIYpallMM BBITOJHACTCS B COOTBETCTBUU C TEKYIIUM PEKHMOM
MpocMOoTpa aHHbIX kKoMaHaHoro naTepdeiica CCIIT-2 (pa3men 2.6.6, cTp. 21).

ITpumep:

fnpsh> system fnpsh viewer no
FNPSH-I-3087-PexuM npocCMOTpa M3MEHEeH
fnpsh>config show fnp2_ag
JononHuTenbHas KoHpurypauus fnp2_ag:

interface control address 192.168.169.253/255.255.255.248
gateway set 192.168.169.254

interface control media auto

interface control acl add 192.168.169.254

interface control acl add 192.168.169.0/255.255.255.128
interface control acl add 192.168.170.0/255.255.255.128
interface filter 0 rename External

interface filter External enable

interface filter External media auto

interface filter 1 rename Internal

interface filter Internal enable

interface filter Internal media auto

interface filter 2 rename Mirror

interface filter Mirror enable

interface filter Mirror media auto

interface filter External mirror Mirror all

session enable
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session ip enable

session ap disable

session log disable

session timeout tcp syn 5

session timeout tcp estab 86400

session timeout tcp fin 600

session timeout udp syn 5

session timeout udp estab 10

session timeout icmp syn 5

session timeout icmp estab 20

session table size 8192

session flood disable

session flood alarm disable

session flood threshold tcp 1000

session flood threshold udp 500

session flood threshold icmp 300

session flood rule 1ifetime 60

session flood rule log disable

session flood rule comments "Blocked flood attack"
system time ntp log disable

system time ntp timeout 3600

system time ntp delete

system fnpsh timeout 600

system web disable

log packet enable

Tog export ftp set 192.168.169.254 /fnplog/192.168.169.253 fnplog
log export ftp disable

Tog export syslog server 192.168.169.254

log export syslog disable

nat disable

nat log enable

nat port 30000-40000

nat public mac 03:12:01:02:02:02

nat public ip 192.168.169.129/255.255.255.224
nat public gateway 192.168.169.158

nat private mac 03:12:01:03:03:03

nat private ip 192.168.169.190/255.255.255.224
nat arp add External 192.168.169.158 00:04:23:bd:0b:d1
nat arp add Internal 192.168.169.189 00:11:2f:70:b6:83
nat redirect public disable

nat redirect dmz disable

nat redirect add 6443 192.168.169.189 443

nat redirect add 80 192.168.169.189 80

reserv disable

reserv mode master media 100

reserv mode master duplex full

reserv mode slave media 10

reserv mode slave duplex half

radius timeout 5

radius retry 3

radius disable

fnpsh>

3.4.7. exit— 3aeepweHue ceaHca pabombl nonbL3oeamens

exit
Komanna 3aBepmaet ceanc pabOThI TOb30BaTeNsl ¢ kKoManAHbIM nHTEepdeiicom CCIIT-2.
IIpumep:

fnpsh> exit .
FNPSH-I-3003-3aBepweHne paboTbl nonb3soeatens (admin)

3.4.8. filter restart — nepe3sanyck nakemHo20 ¢hunbmpa
fil[ter] rest[art]

Tpebyemvie npusunecuu — pf.

Komanpa Bemomnasier nepesamyck nakerHoro ¢gumstpa CCIIT-2.
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lMpn nepesanycke nakeTHOro dunbTpa OOHyNseTcs cTatucTuka Tpadmka no npasunam
dumnbTpauum TekyLero Habopa n oumwiaeTca Tabnuua ceccun.

OuncTka Tabnuubl CECCUA MPUMBOOMT K paspblBy CETEBLIX COEOUHEHWN, KOTOpblE ObIny
3aperucTprpoBaHbl B Tabnuue ceccuid 4o nepesarnycka nakeTHoro ounbTpa.

ITpumep:
fnpsh> filter restart
Mepe3anyctutb nakeTHoin dunbTp? (Y/N) [N]: Y

FNPSH-I-3062-MNaKkeTHbIN GUAbTP nepe3anyueH
fnpsh>

3.4.9. filter start — 3anyck nakemHo20 ¢hunbmpa
fil[ter] start

Tpebyemvie npusunecuu — pf.

Komanga Beimmonusier 3anmyck naketoro ¢uisrpa CCIIT-2.

Ecnn Ha MOMEHT BbINOMHEHNSA KOMaHAbl filter start MakeTHbIN (*)VIJ'Ipr YXKe 3anyuieH, To ero
COCTOsIHMe ocTaeTcs 6e3 N3MeHeHus.

[Ipumepsr:
fnpsh> filter start
FNPSH-I-3048-NakeTHbn GUAbTpP 3anyuleH
fnpsh>
fnpsh> filter start

FNPSH-W-2007-NakeTHbin GuUNbTp yxe paboTaeT
fnpsh>

3.4.10. filter status — ebl600 UHGhopMayuu 0 COCMOSAHUU NakemHo20 ¢hunbmpa
fil[ter] statu[s]

Komanga BbIBOOMT Ha 5KpaH TepMHHAIa HH(OpMAIMIO O COCTOSHUM IMAKETHOro (QUibTpa U O
cTatucTuke Tpaduka no punbrpyromum uarepdericam. MapopmMayst BEIBOJUTCS TOIBKO B TOM Cllydae, eclin
MaKeTHbIH (UIBTP HAXOAWTCA B AKTHBHOM COCTOSIHWM (3amylleH). B MpOTHBHOM cilydae KOMaHIHBIN
untepderic CCIIT-2 BeIBeneT Ha SKpaH TePMHUHAJIA MPEAYIPEIKAAIOIICe COOOIIECHHUE:

fnpsh> filter status_
FNPSH-W-2005-NakeTHbIA GuAbTP He paboTaeT

HNudopmaliust 0 cOCTOSHUM MaKeTHOTO (DMIIBTPa BBIBOJAUTCS B BEPXHEH CTPOKE DKpaHa TepPMHUHANA U
BKJIIOYAET CIECAYIOIUC TaHHBIC:

e BpeMs HapaOOTKH MAKETHOTO (pUiIbTpa ¢ MOMEHTA IIOCIIEAHETO 3aITyCKa;
e BpeMs IOCJIEAHETO 3aIlyCcKa MaKeTHOTO (PHIIbTpa.

[lo xaxxgomy QuubTpyromeMy HUHTEp(ENHCY BBIBOOUTCA cieayromas MH(GOpManus O CTaTUCTHKE
Tpaduka:

e KOJMYECTBO MPUHATHIX MTAKETOB/OANUTOB;
e KOJIMYECTBO MepPeJaHHbBIX ITaKeTOB/0ATOR;

e KOJIMYECTBO YHAJIEeHHBIX TIaKeToB/OaiiToB w3 uucna npuHATHIX. [lakeT MokeT OBITH ynaneH B
COOTBETCTBHM C INPHUMEHSEMBIMHM IpaBWIaMH QUIbTpALMU, JUOO B pe3yibrare paboThl MOACUCTEM
YIPaBIEHUs CECCUSAMH WM TPAHCISILUU CETEBBIX aJpPECOB.

Hmeercss BO3MOXKHOCTh MPOCMOTpa KaK CyMMapHOH CTaTHCTHKM TpaduKa, TaK M CTATHCTHKU
Tpadurka o oTAeNHHBIM TUIIaM KaapoB Ethernet u mpoTokonam:

» kaapsl Ethernet —Ethernet 11, IEEE 802.3-LLC, IEEE 802.3-SNAP, IEEE 802.3-RAW;
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» mnpotokonsl — ARP, Reverse ARP, IP, ICMP, UDP, TCP, IPX.

—+, B npouecce BbINONHeHUs1 KOMaHAbl MHCOPMALWst O COCTOSIHUM NaKeTHOro hUnbTpa U CTaTUCTUKE
- Tpadmka 06HOBNAETCA NEPUOONYECKMN Kaxable 5 ceKkyHa.

Jdns  mpocMoTpa  CTaTUCTUKH — Tpaduka  HCMONB3YIOTCS — KIABUINM M YIPAaBJISIOIIUE
MOCJIEZI0BATEIBHOCTH, TIEPEYUCIICHHBIC B TabuIe 3.2.

Tabamua 3.2: YnpaBA€HUE NPOCMOTPOM CTATUCTUKU Tpadouka

YnpaBneHune HaszHayeHue
<t> Mepexoa K NpeabiayLen CTpaHuLe CTaTUCTUKN
<> Mepexoa K crneaytowen cTpaHuue CTaTUCTUKK
<€e> MepemelleHune K npeabiaywemy dunbTpytowemy nHTepdency
<> MepeMelleHmne K cneayrowemy GunbTpylowemy nHtepdeincy
<Home> MepeMelLeHre K NepBOMY DUNLTPYIOLWEMY UHTEpPdeEliCY
<End> MNepemeleHne kK nocnegHemy unbTpyoWeMy nHTepdericy
<Page Up> Mepexoa K NepBoi CTpaHuLe CTaTUCTUKK (CyMMapHbIi Tpadmk)

<Page Down>

Mepexoa k nocnefgHen crtpaHnue ctatuctukn (IPX Tpaduk)

<R> HemeaneHHoe ob6HOBneHuMe WHMOPMaLMKM O COCTOSSHUM MAKeTHOro GuabTpa CTaTUCTUKM
Tpadwuka
<H> BbiBOA NOACKA3KM MO KAaBuLLAM yrnpasBfiieHUs NPOCMOTPOM CTaTUCTUKKN (PUCYHOK 3.45)
<F10>, <Q> 3aBepLUeHMEe BbIMOSHEHUS KOMaHAbI

[Mpumep BBIBONA WHGOPMAIMA O COCTOSHHM IAKETHOTO (QUIbTpa W CTATHCTUKE Tpaduka
MIPUBOJUTCS HA pUCyHKE 3.45.

CtaTucTuka Tpapuka: Becb Tpaguk

NakeTn ethl eth?
Nonyueno 34151 21211
OtnpaeneHo 21211 33968
Yaaneno
NoBpexgeHo ctpenka BIIPABD - Ha cneaywumii wHTeppeiic
ctpenka B/IEBO Ha npeabgyuuii UHTepjeic
batbiTo <Home> HA NepBebid UHTepheic
Nonyueno <End> Ha MOCAEAHWI WMHTEepPeic
OtnpaeneHo ctpenka BBEPX Ha Mpeabgyuyn CTPaHWUY CTATMCTHKK
YganeHo ctpenka BHH3 Ha Cregyuwyw CTPaHWLYy CTaTUCTHKM
NoBpergero <Page Up> Ha MepBYW CTPaHHUY CTATHCTMKH
<{Page Down> Ha MOCAEAHNN CTPaHULY CTaTHUCTHKM
<R> OBHOBUTBE CTATHCTHKY

MMEAA KNABHIIA (19 NMPOAOMKEHKHA. . .

IPX <-— Becb tpaguk ——> Ethernet II

PucyHok 3.45: CocTossHME NAKETHOro PMABTPA U CTATUCTUKA Tpachuka

B HIKHHX CTpOKax sKpaHa TEPMHUHAJIA BEIBOAUTCS MOJCKA3Ka:
e TEKyllas CTPaHMIIA CTATUCTUKU TpaduKa U MEPEX0/Ibl K MPEAbIAYIICH U CICAYIONIEH CTpaHHIIaM;

® KpaTkKa#d CIpaBKa I10 YIIPABJICHUIO IPOCMOTPOM.
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3.4.11. filter stop — ocmaHoe nakemHo20 ¢hunbmpa
fil[ter] stop

Tpebyemvie npusunezuu — pf.

Komanpa BeinonHseT ocraHoB maketHoro ¢uisrpa CCIIT-2.

OctaHoB nakeTHoro cunbTpa BreveT 3a cobon MnpekpalleHue nepefayyn NakeToB Yepes
dunbTpyowme nHtepdencesl CCIT-2.

Ecnn Ha MOMEHT BbINOSTHEHMS KOMaHAbl filter stop nakeTHbIN CbVIJ'Ipr yXe OCTaHOBJIEH, TO
€ro COCTosiHMe octaeTcsl 6e3 u3aMeHeHus1.

[Ipumepsr:
fnpsh> filter stop
OCTaHOBUTb nakeTHbih ounbTp? (Y/N) [N]: Y
FNPSH-I-303A-NakeTHbIM GUNbTP OCTAHOBJEH
fnpsh> filter stop
OCTaHOBUTb nakeTHbih ounbTp? (Y/N) [N]: Y

FNPSH-W-2005-NakeTHbIM GunbTp He paboTaeT
fnpsh>

3.4.12. gateway delete — ydaneHue Mapwpyma no ymon4yaHuio

gate[way] del[ete]

Tpebyemvie npusunecuu — cfg.

KomaHna ymanser 3amuch O MaplipyTe MO YMOJYAHHIO M3 MapIIPyTHOH TaONUIBI U yIoausieT
unopmarmio o6 IP anpece 1muiro3a no ymonuanuto u3 Tekyiieii konduryparuu CCIIT-2.

@j lMocne ypaneHns mapLlupyta no ymonyadHutio goctyn kK ynpasneHuto CCIIT-2 no cetu Ethernet

BO3MOXEH TOJIbKO C KOMMbIOTEPOB, Yy KOTOPbIX IP agpeca ceTeBbix UHTEP(ENCOB COCTOAT B TOW
Xe noacetu, yuto u IP agpec ynpasnstowiero Ethernet nHrepderica CCIIT-2.

[Ipumep:
fnpsh> gateway delete
ypanuTb mMapwpyT no ymonyanuw? (Y/N) [N]: Y

FNPSH-I-302C-MapwpyT NO YMOJIMaHUIO yaaneH
fnpsh>

3.4.13. gateway disable — ebikno4YeHUe Mapwpyma no yMon4yaHuio
gate[way] dis[able]

Tpebdyemvie npusunecuu — cfg.

Komanna ynamser 3amuchk O MapumipyTe MO YMOJYAaHHIO M3 MapIIpyTHOH TaOIUIBI M M3MEHSET
MH(GOPMAITUIO O COCTOSHHUH MapIipyTa 110 YMOIYaHHo B TeKyiei konpurypamuu CCIIT-2.

—,  KomaHpa gateway disable He nameHseT nHdopmauuio o6 IP agpece wro3a no ymornyaHuio B
J TekyLuen koHdurypaumm CCMNT-2.

BO3MOXEH TOJIbKO C KOMMbIOTEPOB, Yy KOTOpPbIX IP agpeca ceTeBbIXx UHTEPENCOB COCTOAT B TOW
e noacetu, uto u IP agpec ynpasnstowiero Ethernet nHrepderica CCIIT-2.

@j [Mocne BbIKNOYEHUA MapLupyTa no ymonyaHuio goctyn kK ynpasneHunto CCIIT-2 no cetn Ethernet

Ecnn Ha MOMEHT BbINONHEHUS KOMaHAbI gateway disable MapLpyT MO YMOJTYaHUIO YXe ObIn
BbIKIMIOYEH, TO €ro COCTOSIHNE OCcTaHeTcs 6e3 3MeHEeHUN.

ITpumep:
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npsh> gateway disable

BbIK/IOYUTb MapwpyT no ymondaHuw? (Y/N) [N]: Y
FNPSH-I-3033-MapwpyT N0 YMOJYAHUI BbIK/KYEH
fnpsh>

3.4.14. gateway enable — eknio4eHuUe Mapuipyma no yMon4aHuto
gate[way] en[able]

Tpebyemvie npusunecuu — cfg.

Komanna noGapnser MapmpyT HO YMOJYaHUIO B MapUIPYTHYIO TaOJHMIy B COOTBETCTBHH C
nHdpopmarueit 06 IP anpece mniro3a, conepxanieiics B Tekyiei konpuryparwu CCITT-2.

IP agpec wno3a no ymonyaHuio JOmKeH ObiTb NpeABapUTENbHO YCTAaHOBIEH, UCMOMb3ys KOMaHay
gateway set

Ecnn Ha MOMEHT BbINOMHEHUs KOMaHAdbl gateway enable MapLIpyT MO YMOMYaHWO yxe Obin
BKJTHOYEH, TO Er0 COCTOSIHNE OCTaHEeTCH 6€3 M3MEHEHUIA.

IIpumep:
fnpsh> gateway enable
FNPSH-I-3032-MapwpyT N0 YMOAYaHWO BK/YEH
fnpsh>
fnpsh> gateway enable

;NPSE—E—1096—MapmpyT no ymon4yaHuw yxe cyuecteyeT (192.168.169.254)
npsh>

3.4.15. gateway set — ycmaHoeka IP adpeca wnio3a no ymonJyaHuto
gate[way] set <IP_aapec>
Tpebyemvie npusunecuu — cfg.
[Tapamerpsr:
. <IP_anpec> - IP aapecC IIIr03a M0 YyMOJIYaHUIO.

Komanpa ycranaBnusaer [P agpec numo3a mo ymonuanuio B Tekyuieid koHpurypamuu CCIIT-2 u
Jn00aBIsieT MapUIPyT O YMOJTYAHUIO B MAPLIPYTHYIO TaOJHILy.

IP agpeca wnwo3a no ymonyaHuio u ynpaenswowero Ethernet uHtepdenca CCIIT-2 gomkHbl
npuHagnexatb ogHou 1 Toun Xxe IP nogcetw.

Ecnn Ha MOMEHT BbINOMHEHUS KOMaHadbl gateway set IP agpec wnto3a no ymonyaHuio yxe 6bin
YCTaHOBIIEH, TO €r0 COCTOSAHME OCTaHeTCcs 6e3 N3MeHeHUN.

IIpumepsr:

fnpsh> gateway set 192.168.169.254
FNPSH-I-302B-MapwpyT No yMonyaHuw pobaBneH
fnpsh>

fnpsh> gateway set 192.168.169.254

;NPSE—E—lO96—MapmpyT no ymon4yaHuw yxe cyuectByeT (192.168.169.254)
npsh>

3.4.16. gateway show - ebIB0O HacmpoeKk U COCMOSIHUA Mapwpyma no
YMONYaHUIo

gate[way] sh[ow]

KoManzaa BBIBOAMT Ha 3KpaH TepMHHaja TeKyllue HacTpoiiku IP angpeca mumo3a M cocTosiHHE
MapuipyTa o yMOJTYaHHIO.

IP agpec nuiro3a o yMOI4aHUIO ONPEEAETCs MO IBYM UCTOUHHKAM:
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* Koupurypaumsa — HacTpoiika [P agpeca mumo3a B Texymeit konpurypamuu CCIIT-2;

* Onpegeneno — [P aapec num03a no ymMoauaHHIo, HOTy4YEHHBIH U3 MapIIPyTHOW TaOIUIIBI.

ITpumep:

fnpsh> gateway show

MapuwpyT: no YMOAYaHU
CocTosiHMe: BKJIOYEHO
KOoHbUrypauusa: 192.168.169.254
onpepeneHo: 192.168.169.254

fnpsh>

3.4.17. help — ebI800 KkpamkoLli cripaeku nNo ecem kamea2opusim komaHd CCIl1T-2
help

Komanpma BeIBOAWMT Ha PKpaH TepMuHala nepedeHs Bcex kareropuii komana CCIIT-2 u kpatkyro

CIPaBKY I10 UCIOIb30BAHUIO CUCTEMBI KOHTEKCTHOM MOMOIIM IO KOMaHAaM KoMaHaHoro unrepdeiica CCIIT-
2.

Hcnonp3oBaHue KOHTEKCTHOW TToMoliu B komaHaHoM uHTepdeiice CCIIT-2 onuceiBaeTcst B paszeie
2.6.4, ctp. 20.

[Ipumep:

fnpsh> help
config: ynpaBnaeHne KOHOUrypaumsMum ycTponcTBa
filter: ynpaBaeHne nakeTHbIM (UAbTPOM
gateway: HacTpoMKa Wm03a Mo YMOJYAHUI
interface: HacTpoWka ceTeBbiXx MHTepdhencos
log: ynpaBiaeHne NOACUCTEMOWN peruncrpaumm
nat: HACTpoMKa MexaHM3Ma TpaHCnsaumMmM ceTeBbiX aapecoB (NAT)
rule: ynpasfieHMe npaswuiamMmum GuabTpauuu
reserv: ynpaBseHne NoACUCTEMON BbICOKOM FOTOBHOCTMU
session: ynpaBieHne MexaHWU3MOM KOHTPONA CeCcCui
system: KOHTPOJIb NapamMeTpoB OMNepPauUOHHON CUCTEMbI
user: ynpaBneHue 6a3oM AaHHbIX MoOJfib30BaTesen

exit <cr>: BbIX04 M3 KOMaHAHOro MHTepdenca
help <cr>: cnpaBka no KomaHaam

MPOCMOTP KOHTEKCTHOW CMPaBKW MO KOMAHAAM:
<KomMaHpa> [<onuuu>] ? <cr>

unu
<KomaHaa> [<onuuu>] help <cr>

rae <cCr> - nepeBoj CTPOKM
fnpsh>

3.4.18. interface control acl add — dobaeneHue anemeHma e cnucok docmyna

interf[ace] cont[rol] acl add <3anemeHT_cnucka>

Tpebdyemvie npusunecuu — cfg.
[TapameTpsbi:

e <aJyleMeHT chmcka> — OINpeJelIeHHe 3JIEMEeHTa, KOTOpblil Oyaer noOaBieH B cIMCOK jgocTyna. dopmar
OTIpeJICJICHUS AIEMEHTA CIIMCKA JOCTYIa MOXKET ObITh OTHUM U3 CIEAYIOIINX:

v <IP_ agmpec> — oauHouHbli IP agpec;
v <IP ampec/macka> — IP noxcers;

v <IP ampec 1-IP ampec 2> — guanasoH IP azxpecoB or IP ampec 1 g0 IP azmpec 2
BKIIIOYHTEIIBHO.

Komanja noGaBiisieT HOBBIH AJIEMEHT B CIIMCOK JIOCTyNa TeKymei kondurypamun CCIIT-2.

Cnuncok goctyna ncnonb3yeTcst Ans orpaHndyeHnsa goctyna kK ynpaesneHuto CCIT-2 no IP agpecam
YMNpaBnsoLLMX KOMMbIOTEPOB.

—y
- T
/4

Ecnu cnucok goctyna nycTtou, goctyn k ynpaenexHuto CCIT-2 paspeluaeTcs ¢ noboro IP agpeca.
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@ Cnncok goctyna MoXeT coaepkaTtb He 6onee 16 aneMeHToB.

Ecnu cnucok goctyna He nycton, pgoctyn k ynpaeneHuto CCIIT-2 paspelsaetca Tonbko ¢ IP
a[pecoB, yOOBMETBOPSAOLLNX KAKOMY-NNMBO 13 3NEMEHTOB cnucka.

IIpumepsr:
fnpsh> interface control acl add 192.168.169.254
FNPSH-I-302F-HoBasa 3anucb AobaBneHa B CNMCOK jAocTyna
fnpsh>
fnpsh> interface control acl add 192.168.169.0/255.255.255.128
FNPSH-I-302F-HoBasa 3anucb AobaBneHa B CNMCOK jAocTyna
fnpsh>
fnpsh> interface control acl add 192.168.169.129-192.168.169.141

FNPSH-I-302F-HoBasa 3anucb AobaBneHa B CNMCOK AocTyna
fnpsh>

3.4.19. interface control acl clear — oyucmka cnucka docmyna
interf[ace] cont[rol] acl cl[ear]

Tpebyemvie npugunecuu — cfg.

Komanza ountaer crimcok nocryna tekymen konpurypamun CCIIT-2.

[Mocne BbINOMHEHNs KOMaHabl interface control acl clear gocTtyn K ynpasneHuto CCIIT-2
Oynet paspelueH ¢ noboro IP agpeca.

IIpumep:
fnpsh> interface control acl clear
ounctTutb cnucok apoctyna? (Y/N) [N]: Y

FNPSH-I-3031-CnucoKk AocTyna oOuuueH
fnpsh>

3.4.20. interface control acl delete — yoaneHue anemeHma u3 cnucka docmyna
interf[ace] cont[rol] acl del[ete] <HOMep_>nemeHTa>

Tpebyemvie npusunecuu — cfg.
[Tapametpsi:
e <HOMep sneMeHTa> — HOMEp YJalsieMOro 3JEMEHTa CIMCKa JOCTyIa.

Komanpa ynanser cymecTBYOINN 2JIEMEHT U3 CITUCKA AOCTYIIA.

_4, YpaneHue 3/7eMeHTa M3 CNMCKa AOCTYynma BLINOJHAETCA MO €ero Homepy. [pPOCMOTpeThb
/4, HOMepa 3J/IeMEHTOB CMMWCKa [OCTyna MOXHO, BbIMOJMIHUB KOMaHAy interface control acl

show (npunoxeHwue 3.4.21, ctp. 65).

IIpumep:

fnpsh> interface control acl show
Cnucok jaocTtyna:
1 192.168.169.254
2 192.168.169.0/255.255.255.128
3 192.168.169.129-192.168.169.141
Bcero 3anucen: 3 CBO6OAHbIX Mo3uumn: 13
fnpsh>

fnpsh>interface control acl delete 3
yaanuTb 3annucb U3 cnucka aoctyna 3 - 192.168.169.129-192.168.169.1417 (Y/N) [N]: Y
;NPSE—I—3030—3anMCb yhaneHa u3 cCnucka pocTyna

npsh>
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3.4.21. interface control acl show — npocMomp anemeHmoe cnucka éocmyna

interf[ace] cont[rol] acl sh[ow]

Komanma BRIBOAMT Ha 5KpaH TEPMHHAIA COAEPKMUMOE dJIEMEHTOB CIUCKa JocTyma. s xaxmoro
CYIIECTBYIOIIETO 3JIEMEHTA BBIBOASTCS €T0 HOMEP U ONPEACIICHHUE.

ITpumep:

fnpsh> interface control acl show
Cnncok jaocTyna:
1 192.168.169.254
2 192.168.169.0/255.255.255.128
3 192.168.169.129-192.168.169.141
Bcero 3anucen: 3 CBObOAHbLIX nmo3uumn: 13
fnpsh>

3.4.22. interface control address — HasHayeHue IP adpeca ynpaensiouemy
uHmepgelicy

interf[ace] cont[rol] addr[ess] <IP_aapec/macka>

Tpebyemvie npusunecuu — cfg.
[Tapamerpsr:

e <IP ampec/macka> — IP agpec u macka nojceru, KoTopbele OyayT HazHaueHsl ynpasiisitomieMmy Ethernet
unrepdeticy CCIIT-2.

Komanna naznadaer IP anpec u macky moncetu ynpasisitoniemy Ethernet uarepdeiicy CCIIT-2 u
COXpaHseT 3TH HACTPOMKH B Tekyuiei konurypaunu CCIIT-2.

. Pexomenpaumn no BbiGopy IP agpecoB ans ynpasnsiowero Ethernet untepdpenica CCIIT-2
- npuBeaeHbl B npunoxeHuun 3.3, cTp. 47.

nHtepgency CCIIT-2 yxxe Obin HasHayeH IP agpec, To oH 6yaeT 3aMeHeH HOBbIM 3HaYEHNEM.

@ Ecnn go BbINonMHeHMss KOMaHObl interface control address ynpasnswowemy Ethernet

Mpu HasHavyeHuu IP agpeca ynpaensiowemMy Ethernet nHTepdency ctuparoTcs HaCTPOWKM LLo3a
no ymomnyaHuio n3 Tekywen koHdurypauum CCIIT-2 n ygansetcs mMaplipyT no yMOryaHuio u3
MapLUPyTHOW Tabnumupl.

[Ipumepsr:

fnpsh> interface control address 192.168.169.253/255.255.255.248
FNPSH-I-3024-IP aapec ynpaBnswwero uHTephenca mameHeH

fnpsh> gateway set 192.168.169.254

FNPSH-I-302B-MapuwpyT no ymon4yaHuw aobaBneH

fnpsh> gateway show

MapupyT: no yMoOJI4aHuI
CocTosiHMe: BKJIOYEHO
KOoHpUrypauua: 192.168.169.254
onpepeneHo: 192.168.169.254

fnpsh>

fnpsh> interface control address 192.168.160.253/255.255.255.252
FNPSH-I-3024-IP aapec ynpaBasillero mHTepdenca usMeHeH
fnpsh> gateway show

MapwpyT: no yMOMYAHWUIO
CocTosiHMe : OTKJIOYEHO
KOHbUIypaums : OTCYTCTBYeT
onpejeneHo: OTCYTCTBYeET

fnpsh>
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3.4.23. interface control address delete — yOaneHue IP adpeca ynpaensiouje2o
uHmepghelica

interf[ace] cont[rol] addr[ess] del[ete]

Tpebyemvie npusunecuu — cfg.

Komanna ynanser nasHauennwli IP anmpec ¢ ympaemstoniero Ethernet muTepdeiica u crupaer
HacTpoiiku [P anpeca B Tekymeit konpurypamun CCIIT-2.

lMocne BbINOMHEHUS KOMaHAbl interface control address delete JOCTYN K yNpaBreHWUIo
CCIIT-2 no cetn Ethernet ctaHeT HEBO3MOXXHbIM.

Mpu yoaneHuu IP agpeca ynpasnstowero Ethernet nHTepdenca ctupaoTca HaCTPoOnkKM LWo3a no
yMOMnyaHuio n3 Tekywen koHdurypaumm CCIIT-2 u yaansetcs MapLipyT MO yMOSMYaHuio U3
MapLUpPyTHON Tabnumupl.

IIpumep:

fnpsh> interface control address delete

yaanuTtb IP aapec? (Y/N) [N]: Y

FNPSH-I-3025-IP aapec ynpaBaswilero MHTepdenca yaaneH
fnpsh> gateway show

MapwpyT: no yMOA4YaHuio
CocTosfiHMe: OTKJIOYEHO
KOHOUIypauus : OTCYTCTBYeT
onpepeneHo: OTCYyTCTBYyeT

fnpsh>

3.4.24. interface control disable — ebiknioyeHue ynpaensiouje2o0 uHmepgelica
interf[ace] cont[rol] dis[able]

Tpebyemvie npusunecuu — cfg.

Komanga Beikmowaer ympasisitouinii  Ethernet mHTepdeiic u  M3MeEHsIeT COOTBETCTBYIOIIHUE
HacTpoiku B Tekymed koHdurypaumn CCIIT-2. YcranoBku IP agpeca ympasnsromero uHTepdeiica B
TeKyIel KOHQHUTYpaluu OCTaloTcs 0€3 N3MEHEHMSL.

[Mocrne BbINOMHEHUSA KOMaHAbl interface control disable goctyn K ynpasneHuto CCIIT-2
no cetn Ethernet ctaHeT HEBO3MOXHbIM.

IIpumep:
fnpsh> interface control disable
BbIK/IOYUTL ynpasnswounin mHteppenc? (Y/N) [N]: Y

FNPSH-I-3053-Ynpaenswownin MHTephenc BbIKIOYEH
fnpsh>

3.4.25. interface control duplex — ycmaHoeka pexuma nepedaydu ynpaensiouie2o
uHmepgbelica

interf[ace] cont[rol] dup[lex] {half|ful[1]}

Tpebyemvie npusunecuu — cfg.
[Tapametpsi:
e pexuM Inepenauu ynpasjstomiero Ethernet unrepdeiica:
v half — NOJYyAYIUIEKCHBINA PEXUM MEPeIavn;
v full — NOJHOAYIUIEKCHBIN PEXKUM MepeIavu.

Komanna ycranaBnmuBaer pexxum mepenaun i ynpasisitoniero Ethernet unrepdetica u n3mensier
COOTBETCTBYIOIINE HACTPOUKH B TeKymiel koHpurypanuu CCIIT-2.
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ynpasnsowero Ethernet nHTepdeiica ycraHoBneHa B 3Ha4YeHue, OTNMYHOE OT auto (MPUIOXEHUE

@j YcTaHoBKa pexuma nepefadm BO3MOXHA TOMbKO B TOM Criyyae, Korga CKOpOCTb nepegauyu
3.4.27, ctp. 67).

[Ipumepsi:

fnpsh> interface control duplex full

FNPSH-E-10B2-AnA YCTaAHOBKW pexuMMa nepejaynm CKOpPOCTb nepefayn AO0JIXHA OTAMYATbLCA OT
"autoselect"

fnpsh>

fnpsh> interface control media 100

N3MEHUTb CKOPOCTb nepenayun ynpasnswwero mHTepdenca? (Y/N) [N]: Y
FNPSH-I-3028-CKOpoCTb nepejfayu ynpaenswowero nHTepdpenca mamMeHeHa

fnpsh> interface control duplex full

N3MeHUTb pexuMm nepepayu ynpasnswwero nHteptdenca? (Y/N) [N]: Y
;NPSH—I-3029—PGXMM nepeaaun GunbTpyloero nHTeppenca nameHeH (full-duplex)
npsh>

3.4.26. interface control enable — exnioyeHue ynpaensiouje2o0 uHmepghelca
interf[ace] cont[rol] en[able]

Tpebyemvie npusunecuu — cfg.

Komanpga Brmrouaer ynpasisttonuii Ethernet untepdeiic n n3MeHsieT COOTBETCTBYIOIINE HACTPOUKH
B Tekyuier konpurypauuu CCIIT-2.

@ BbInosiHeHWe komaHgbl interface control enable BO3MOXHO TOSIbKO B TOM cny4yae, korga

ynpasnstowemy Ethernet untepdency CCIT-2 yxxe Ha3HauyeH IP agpec (npunoxexue 3.4.22, c1p.
65).

ITpumep:
fnpsh> interface control enable

FNPSH-I-3054-YnpaBnswoumin UHTephenc BKIYEH
fnpsh>

3.4.27. interface control media - ycmaHO8ka ckopocmu  nepedadu
ynpaensiouje2o uHmepgelica

interf[ace] cont[rol] med[ia] {auto|10]|100|1000}

Tpebyemvie npusunecuu — cfg.
[Tapametpsr:
* CKOpOCTH mepenauu ympasJisoimero Ethernet unarepdetica:
v auto — PeKUM aBTOMATHYECKOTO BHIOOPA CKOPOCTH U PEKMMa TIepeIadn;
v 10 — ckopocTb nepenaun 10 Mowur/c;
v 100 — ckopocTb nepeaayn 100 Mowur/c;
v 1000 — ckopocTth nepegaun 1000 Mowut/c.

Komanpaa ycraHaBiuBaeT CKOPOCTh Niepeiauu i ynpasisiomiero Ethernet untepderica u usmenser
COOTBETCTBYIOIIHME HACTPOIKH B TeKymier konduryparnuu CCIIT-2.

YKOMMIEKTOBaHHbIX CETEeBbIMU MHTepdeicamu, nopdepXkvBalolMMy  TexHomorumo — Gigabit

@j Ckopoctb nepegaun 1000 MouT/cek MoOxeT ObiTb ycTaHoBneHa Tonbko ana CCIIT-2,
Ethernet.

[Tpumep:

fnpsh> interface control media 100
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M3MeHWTb CKOpPOCTb Nepefayn ynpaenswowero uHTepdenca? (Y/N) [N]: Y
FNPSH-I-3028-CKopoCTb nepejayu ynpaBafwwero vHTepdenca m3mMeHeHa
fnpsh>

3.4.28. interface control ping — npoeepka docmynHocmu y3noe e ynpaensioujel
cemu

interf[ace] cont[rol] ping <IP_aapec>

ITapameTpsi:

e <IP ampec> — IP agpec y3nma, HOAKIIOUEHHOrO K ympasistomeMy cermMeHTy Ethernet, moctynHocTs
KOTOPOTO IIPOBEPSETCA.

Komannma mo3BosisieT MpoOBEpPUTH JAOCTYHMHOCTH y3JI0B To ux [P ampecam B ympaBisioIieil cetu
Ethernet. JloctynHOCTh mpoBepsieTCsi Ha OCHOBE OTIPAaBKU 3X0-3alPOCOB U OXKHUJAHUS IX0-OTBETOB II0
npotokony ICMP o ananoruu ¢ yTuinToi ping.

lMepen ucnonb3oBaHMeEM KOMaHAbl interface control ping Heobxogumo HasHauuTb IP
agpec ynpasnstollemy Ethernet nHtepdeicy n BkmounTb ero.

IIpumep:

fnpsh> interface control ping 192.168.169.254

PING 192.168.169.254: 56 data bytes

64 bytes from 192.168.169.254: icmp_seq=0 tt1=64 time=0,375 ms
64 bytes from 192.168.169.254: icmp_seq=1 tt1=64 time=0,232 ms
64 bytes from 192.168.169.254: icmp_seq=2 tt1=64 time=0,210 ms
64 bytes from 192.168.169.254: icmp_seq=3 ttl=64 time=0,199 ms
64 bytes from 192.168.169.254: icmp_seq=4 tt1=64 time=0,199 ms

--- 192.168.169.254 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet Toss

;ounﬂ—trip min/avg/max/stddev = 0,199/0,243/0,375/0,067 ms
npsh>

3.4.29. interface control show - npocMomp Hacmpoek U COCMOSHURA
ynpaensiouje2o uHmepgelica

interf[ace] cont[rol] sh[ow]

Komanpga BeIBOOUT Ha HKpaH TEpMHUHAIA HACTPOUKHU U TEKyIlee cocTosiHue ynpasisomero Ethernet
naTepderica CCIIT-2.

Hactpoiiku ynpaensomero Ethernet untepdetica onpenensorcs o ABYM UCTOYHHKAM:
e Hacrpoeno — HacTpoiiku ynpasistomero Ethernet unrepdeiica B Texymei kondurypaunu CCIIT-2;

* OmnpezeJsieHO — TEKyIIHE CUCTEMHbIE HACTPOHKHU U cocTosiHUE ynpasiisitouiero Ethernet untepeiica.

[Ipumep:
npsh> interface control show
WHTepdenc: control
HacTpoeHo :
CocTosiHMe: BKJIOYEHO
Alpec: 192.168.169.253
Macka: 255.255.255.248
CKOpOCTh: autoselect
CnuCok pocTyna: any
onpeaeneHo:
CocTosiHMe: BKJIOYEHO
Alpec: 192.168.169.253
Macka: 255.255.255.248
CKOpOCTh: 100baseTX/full-dupTlex

Hecywas: aKTUBHA
fnpsh>
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3.4.30. interface filter disable — ebiknio4eHue gpunbmpytouse2o0 uHmepghelica

interf[ace] fil[ter] {all|<Homep>|<uma>} dis[able]

Tpebyemvie npusunecuu — cfg.

ITapameTpsr:

e (unpTpyromumii uHTEpEic, KOTOPBIM JOIKEH OBITh BHIKITIOUEH:

v all —Bce ¢unpTpyromue uarepdeiicer, umetomuecs 8 CCIIT-2;

v <HoMmep> — TMOPSJKOBEI HOMep QUIbTpyomero uarepdeiica. Homepa unbrpyronmx maTepdeicon

CCIIT-2 ompenensroTcsi B COOTBETCTBUU C UX
T. I}

MapkupoBkoi (pasznen 2.2, ctp. 7): 0 — Eth0, 1 — Ethl u

v <ums> — CUMBOJIMYECKOE UM, MPUCBOCHHOE (DUIBTPYIOIIEMY HHTEpdeiicy.

Komanga BeIKIIOWaeT Bce WM BBIOpaHHBIM  QUIBTpyIOIMe UHTEp(EHChl Hu  H3MEHSET
COOTBETCTBYIOIIHE HACTPOIKH B TeKymier korndurypauuun CCIIT-2.

[Ipumepsr:

fnpsh> interface filter all disable
BbIKNIOYNTL BCe GunbTpylowme uHTepdhencohi? (Y/N)
FNPSH-I-3026-ounbTpyloWmin MHTEpHEenC BbIK/IOYEH
FNPSH-I-3026-ounbTpylumin UHTEpHEeNC BbIKJIYEH
FNPSH-I-3026-0unbTpylWmin MHTEphenc BbIK/IOYEH
fnpsh>

fnpsh> interface filter 2 disable

BbIKNOUNTb GuUnbTpytowmn mHTepdenc? (Y/N)  [N]:

FNPSH-I-3026-ounbTpylumin NHTEepPHENC BbIKJIYEH
fnpsh>

fnpsh> interface filter eth0O disable

BblKNYNTL GunbTpylwumn mnuteppenc? (Y/N) [N]:

FNPSH-I-3026-ounbTpylWmin MHTEphEenC BbIK/IOYEH
fnpsh>

[N]: Y
(eth0)
(ethl)
(eth2)

HE 4
(eth2)

Y
(eth0)

3.4.31. interface filter duplex — ycmaHoeka pexuma nepedaqu ghunbmpyiouse20

uHmepghelica

interf[ace] fil[ter] {all|<Homep>|<uma>} dup[lex] {half|ful[1]}

Tpebyemvle npusunecuu — cfg.

ITapameTpsr:

e (unpTpyromuil uaTEpQEiic, pexUM Nnepeaaun KOTOPOro J0/DKEH ObITh YCTaHOBIICH:

v all — Bce ¢unpTpyromue uarepdeiicer, umetomuecs B CCIIT-2;

v <HoMmep> — MOPSJKOBEI HOMep QUIbTpyomero uarepdeiica. Homepa unbrpyronmx maTepdeicon

CCIIT-2 omnpenensitoTcst B COOTBETCTBUU C HX
T. 1.}

MapKUpoBKOH (pazaen 2.2, ctp. 7): 0 — Eth0, 1 — Ethl u

v <ums> — CUMBOJIMYECKOE UM, PUCBOCHHOE (DUIBTPYIOIIEMY UHTEP(EHCY;

* pexuM mnepenaun GpuibTpyromero naTepdeica:
v half — NOIXyAYIJIEKCHBIN PEXXUM MEpenayy;

v full — NOTHOAYIIJIEKCHBIA PEKUM MEPENAYH.

Komanga ycranaBnuBaeT peXuUM Tepelaud sl BCEX WM BBIOPAHHOTO (HIBTPYIOIINX
UHTEP(ENCOB U U3MEHSET COOTBETCTBYIOIINE HACTPOHKH B TeKyel koHpurypauuun CCIIT-2.



70 CCIIT-2 - lpunoxeHuns

YcTaHoBKa pexuma nepedadn BO3MOXHA TOMIbKO B TOM Clyyae, Korga CKOpOCTb nNepedayuu
dunbTpyoLLEro nHTepderica ycTaHoBMEHa B 3HAYEHUe, OTIMYHOE OT auto (NpunoxeHve 3.4.32,
ctp. 70).

IIpumepsr:
fnpsh> interface filter eth2 duplex full
N3MeHUTb pexum nepepaun dunbTpylowero nHteptdenca? (Y/N) [N]: Y
FNPSH-E-10B2-[na yCTaHOBKMW pexmMa nepepayvyn CKOpPOCTb nepejayvn AOJIKHA OT/IMYATbCA OT
"autoselect"
fnpsh>
fnpsh> interface filter eth2 media 100
M3MeHUTb CKOpPOCTb nepeaaun tunbTpywuero uHtepdenca? (Y/N) [N]: Y
FNPSH-I-302E-CKOpOCTb nepejauun ¢punbTpykuwero umHtepderica msmeHeHa (eth2)
fnpsh> interface filter 2 duplex full
U3MeHUTb pexuMm nepegaun dunbTpyloero uHteptdenca? (Y/N) [N]: Y

;NPSH—I—302D—PemMM nepejgauun ¢unbTpywwero vHTeptdenca usmeHeH (eth2)
npsh>

3.4.32. interface filter media - ycmaHoeka ckopocmu  nepedadu
gunbmpyiouie2o uHmepaghelca
interf[ace] fil[ter] {all|<Homep>|<uma>} med[ia] {auto|10|100|1000}
Tpebyemvie npusunecuu — cfg.
[Tapamerpsr:
* (unpTpyromuii uHTEpdEiC, CKOPOCTH Mepeiaun KOTOPOro AOJKHA OBITh YCTaHOBJICHA!
v all — Bce punpTpyromue naTepdeiicsl, mmeromuecs B CCIIT-2;

v <HOMep> — MOPSAAKOBBINA HOMEp (uibTpyromero mHTepdeiica. Homepa unmprpyrommx uHTEpdeiicon
CCIIT-2 onpenensiorcs B COOTBETCTBUU € X MapKHpOBKOii (pa3aen 2.2, ctp. 7): 0 — Eth0, 1 — Ethl u
T. I.;

v <ums> — CUMBOJIMYECKOE UM, IPUCBOCHHOE (PUIIBTpYIOIIEMY HHTEPdEHCY;
e CKOpOCTH Iiepeaaun GUIbTPpyIoIero uarepderica:

v auto — PeKHUM aBTOMATHYECKOTO BHIOOPA CKOPOCTH U PEKUMA TepeadH;

v 10 — ckopocTb niepeaaqn 10 Mowur/c;

v 100 — ckopocTh nepeaayun 100 Mowur/c;

v 1000 — ckopoctb nepenadyu 1000 MowuT/c.

Komannga ycraHaBimBaeT CKOpPOCTh Tepeladd JJisi BCeX WM BBIOPaHHOTO (QUIBTPYIOMIMX
UHTEP(ECOB U U3MEHSET COOTBETCTBYIOINE HACTPOUKH B TeKyiei koHpuryparmu CCIIT-2.

Ckopoctb nepegaun 1000 Mout/cek MoxeT OblTb ycTaHoBrneHa Tombko ana CCIIT-2,
YKOMMJIEKTOBAHHbLIX CETEBbIMU MHTEpPMENCcamMun, MNOAAEPXKUBAOWMMU  TexHonoruo  Gigabit
Ethernet.

IIpumep:

npsh> interface filter eth2 media 100

W3MEeHUTb CKOpPOCTb nepeaaun tunbTpywluero uHtepdenca? (Y/N) [N]: Y
1IiNPSI}-:—I—302E—CK0p0CTb nepegaun GunbTpylowero MHTeptherca nameHeHa (eth2)
npsh>

3.4.33. interface filter mirror — ycmaHOBka napamMempoe 3epKanupoeaHus
gunbmpyrouiux uHmepghelicoe

interf[ace] fil[ter] {<Homep>|<uma>} mir[ror] <wuma> {all|in|out}
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Tpebyemvie npusunecuu — cfg.
[TapameTpsr:

o 3epranupyemviii unmepghetic — (GUIBTPYOMUNA HHTEpQEiic, SBIAIOMMICS HNCTOYHHUKOM ITaKETOB JUIS
3epKaJIUPOBAHMUS:

v <HoMmep> — MOPSAJKOBEIH HOMep QUILTpyromero uarepdeiica. Homepa unbrpyronmx uHTepdercon
CCIIT-2 ompenensiroTcst B COOTBETCTBHM ¢ UX MapKHPOBKOi1 (pa3aen 2.2, ctp. 7): 0 — Eth0, 1 — Ethl u
T. 1.}

v <umsa> — CUMBOJITYECKOE UM, IPUCBOCHHOE QUIIBTPYIOIeMy HHTEphECy;

» npunumalowull unmepgetic — GUNBTPYOIMUH UHTEpdEC, Ha KOTOpBIH OymeT mepeiaBaThcs Tpapuk C
3epKampyemMoro uHrepdeiica:

v <umsa> — CUMBOJIMYECKOE UM, IPUCBOCHHOE QUIIBTPYIOIeMy HHTEphECy;
e [IapaMeTphl 3€PKATUPOBAHUS:

v all — Ha OpUHUMAOMUI HHTEepdeiic ¢ 3epkamupyeMoro OynyT MepeaaBaThCsl KOMUM BXOISIIMX U
UCXOJSIIMX MTaKEeTOB;

v in — Ha NPUHUMAIOLIUN HHTEpdeEiic ¢ 3epKaIupyeMoro OyayT NepeaaBaThCsl KOMUU TOJIBKO BXOSIINX
[IaKEeTOB;

v out — Ha NPUHUMAKOIMUN wuHTepdelic ¢ 3epkamupyeMoro OyIyT TNepenaBaThCsi KOIMUU TOJIBKO
HCXOSINNX MTaKEeTOB;

Komanga BBHIONMHSET YCTAaHOBKY IMapaMETPOB  3EpKATUpPOBaHMS Tpaduka (QUIBTPYIOMINX
UHTEP(ECOB U N3MEHSIET COOTBETCTBYIOIINE HACTPOHKH B TeKyiei koHpurypamuu CCIIT-2.

[Mpu BKMOYEHHOM pexume TpaHcnauum ceTeBbix agpecoB (NAT) dunbTpytowme MHTEpPdEncsI
Eth0 n Eth1 He moryT BbICTynaTb B ponv NpyHMMaloLLErO MHTEpdenca.

[Ipumep:
fnpsh> interface filter ethO mirror eth2 all

FNPSH-I-3035-3epKkanuMpoBaHme MHTephencoB BKJIOYEHO
fnpsh>

3.4.34. interface filter mirror disable - ebiknOYeHUe 3epKanupPoeaHuUNn
¢unbmpyroujux uHmepghelicos

interf[ace] fil[ter] {<Homep>|<uma>} mir[ror] dis[able]

Tpebyemvie npusunecuu — cfg.
[TapameTpsr:

*  3epranupyemviii unmepghetic — GUIBTPYOMKN HHTEPQEIC, AT KOTOPOTO AOJIKEH ObITh BBIKIIIOYEH PEXUM
3epKaTupOBaHUs TpaduKa:

v <HoMmep> — TMOPSAAKOBEIH HOMEp GUIbTpyromero uarepdeiica. Homepa gunbrpyrommx maTepdeiicon
CCIIT-2 onpenensitoTcs B COOTBETCTBUU C UX MapKuUpoBKoi (pazaen 2.2, ctp. 7): 0 — Eth0, 1 — Ethl u
T. I.;

v <umMsa> — CUMBOJIMYECKOE MM, IPUCBOCHHOE QMIIBTPYIOIIEMY UHTepdeHcCy.

Komanga  BeIKIIOWaeT — 3epkanupoBaHHe — QUIBTPYIOIIMX  HHTEp(EHCOB HW  H3MEHSET
COOTBETCTBYIOIIHNE HACTPOIKH B TeKylier konpurypauuun CCIIT-2.

BKIIOYEHUS 3epKanupoBaHus (UNbTPYIOWUX MHTEpPdEnCcoB HeobXOoAMMO BHOBb WCMOMb30BaTb
KoMaHOy interface filter mirror (npunoxexHuwe 3.4.33, ctp. 70) c ykasaHuem BcCex
HeobX0AMMbIX MapamMeTpPOB 3epKanMpoBaHUS.

@j [Nlocne BbINONMHEHUA KoMaHAbl interface filter mirror disable Ansa MOBTOPHOro
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[Ipumep:
npsh> interface filter ethO mirror disable
BbIK/IOYNTb 3epKanMpoBaHue uHTepdenco? (Y/N) [N]: Y

FNPSH-I-3034-3epKkasiMpoBaHue MHTepdherncoB BbIK/IIOYEHO
fnpsh>

3.4.35. interface filter rename - nepeumeHogaHue gbunbMpyoUIE20
uHmepghelica

interf[ace] fil[ter] {<HOomep>|<umaA>} ren[ame] <HOBOe_umsa>

Tpebyemvie npusunecuu — cfg.
[Tapamerpsr:

e HOMEp WM CHMBOJMYECKOe WMs (QuibTpyromero uHTepdeiica, AIs KOTOPOrO  BBIIOIHACTCS
NepeMMEHOBaHNE:!

v <HoMmep> — MOPSJKOBEIH HOMep GuibTpyromero uarepdeiica. Homepa gunbrpyrommx unrepdericon
CCIIT-2 onpenensitoTcs B COOTBETCTBUH C UX MapKuUpoBKoi (pazaen 2.2, ctp. 7): 0 — Eth0, 1 — Ethl u
T. I.;
v <ymMsg> — CUMBOJIMYECKOE MM, IPUCBOCHHOE (DMIIBTPYIOIIEMY HHTEpdEHCy;
* <HOBOe MMa>— HOBOE CHMBOJIMUYECKOE UM, KOTOpOe OyAeT NPUCBOEHO GUIBTPYIOLIEMy HHTep(eiicy.

Komannga npucBauBaer ¢(uibTpyromeMy HHTep(deicy HOBOE CHMBOJIMYECKOE MM U HM3MEHSET
COOTBETCTBYIOIINE HACTPOWKH B Tekymiel koHpurypamuu CCIIT-2.

B CCIIT-2 cywecTBylOT Creaylolme OrpaHUYeHns Ans CUMBOSIMYECKUX MMEH UIbTPYHOLUMX
UHTEPdEeNCcoB:

* CUMBOJIMYECKOE UMS OOSMPKHO OTBEYaTb criegywmum TpeboBaHusaM:

v AnvHa nmeHn — ot 1 Ao 16 cMMBOIOB;

v OOMNyCTUMbIE CUMBOJIbI B UMEHN — ftobble NnevyaTaemMbie CUMBONbI;
* CUMBOJIMYECKOE NUMS SBMSIETCH PErMCTPOBO-3aBUCUMbIM;

e OOHO N TOXE CUMBOJSINYECKOE UMSI HE MOXET ObITb NPUCBOEHO HECKOSTbKUM (OUINbTPYIOLLMM
NUHTEpdencam.

—+, [NepBoHavanbHo unbTpyowmm nHtepdecam CCIT-2 NpucBoeHbl CUMBOMNUYECKME UMEHa ethO
- — ons nHtepgenca Eth0, ethl — ans nHtepdenca Eth1, n 1. g.

[Ipumepsr:

fnpsh> interface filter ethO rename External
FNPSH-I-302A-UHTepdenc nepemmeHOBaH

fnpsh> interface filter 1 rename Internal
FNPSH-I-302A-UHTepdenc nepemmeHOBaH

fnpsh> interface filter eth2 rename Mirror
FNPSH-I-302A-UHTepdenc nepemmeHOBaH

fnpsh>

3.4.36. interface filter show — ebiIBOO uHGhOpMayuu O COCMOSIHUU
¢unbmpyiouje20 uHmepghelica

interf[ace] fil[ter] {all|<Homep>|<uma>} sh[ow]

[TapameTpsr:
o (upTpyrouMii HHTEPPEIC T KOTOPOTO BEIBOJIUTCS HH(OPMAIIUS O COCTOSHUH:

v all —Bce ¢punpTpyromue uarepdeiicel, umeromuecs 8 CCIIT-2;
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v <HoMmep> — MOPSAAKOBEIA HOMEp GuIbTpyromero uarepdeiica. Homepa gunsrpyrommx uaTepdeiicon
CCIIT-2 ompenensiroTcst B COOTBETCTBHM ¢ UX MapKHPOBKOi1 (pazaen 2.2, ctp. 7): 0 — Eth0, 1 — Ethl u
T. I.;

v <ymsa> — CUMBOJIMYECKOE UM, IPUCBOCHHOE (QHIBTPYIOIEeMY HHTEpDEICY;

Komanga BbIBOOUT Ha JKpaH TEpMHUHAJIa HACTPOMKH M TEKYyIEe COCTOSHHE (PUIBTPYIOLIETO
naTepgerica CCIIT-2.

Hactpoiiku ¢unbstpyromiero narepdeiica onpeaemnstoTcs Mo ABYM UCTOYHHUKAM:
e HacrpoeHo — HacTpoiiku puibTpytouiero uarepderica B rekymeit konpurypaunu CCIIT-2:
v COCTOsIHHE HHTepdeiica — BKIIOUEH/BBIKIIOUCH;
v CKOpOCTb U PEXHUM Iepeady;
v TapamMeTphl 3epKaJTHpPOBAHUS;
e OnpenesieHo — TEKYIINE CUCTEMHBIE HACTPOHKH U COCTOSHHE (QHIBTPYIONIETO HHTepdeiica:
v cocTosiHue nHTepdeiica — BKIIFOUEH/BBIKITIOUCH;
v CKOPOCTh H PEXHM TepeIadm;

v HaJIN4Yue HECYIEH.

[Tpumepsr:
fnpsh> interface filter all show
__________________ m o o
| HacTpoeHo | onpejaeneHo
WHTepdenc === Fomm Fommm +-—--- Fomm e pm—m———-
|CocT. |CkopocTb |3epkanup-e|CocT. | CKOpOCThb |Hecywas
—————————————————— e e e e Ottt ettt bbbl bbbl
0:External | Bkn | auto | a1l to 2 | Bkn |100baseTX/full-duple| aa
1l:Internal | Bkn | auto | BbIK/1 | Bkn |100baseTxX/full-duple| &ma
2:Mirror | Bkn [100/full |all from O] Bkn | |  HeT
—————————————————— e e e e e i stk bl
fnpsh>
fnpsh> interface filter External show
__________________ m o oo
| HacTpoeHo | onpejaeneHo
WHTepdenc === Fomm Fommm +-—--- Fomm e pm—m———-
|CocT. |CkopocTb |3epkanup-e|CocT. | CKOpOCTb | Hecyuwas
—————————————————— e e e e Ottt bttt bl bbbl
0:External | Bkn | auto | all to 2 | Bkn |100baseTX/full-duple| aa
—————————————————— e e e e e i stk bl
fnpsh>
fnpsh> interface filter 2 show
__________________ m o o
| HacTpoeHo | onpejaeneHo
UHTepdenc +-——=- o= et E +-———- oo -
| CocT. |CkopocTb |3epkanup-e|CocT. | CKOpOCTb | Hecyuwas
—————————————————— e O s e e
2:Mirror | Bkn [100/full |all from O] Bkn | |  HeT
—————————————————— e e e e e i stk bl

3.4.37. interface filter stats — eble00 uH¢hopMmayuu 0 cramucmuke mpaghuka Ha
gunbmpyrouieM uHmepgetlice

interf[ace] fil[ter] {all|<Homep>|<uma>} stats

[TapameTpsr:
* (unpTpyromuii uHTEpdEiC I KOTOPOro BEIBOAUTCS HH(GOPMAIIKS O CTaTUCTUKE TpaduKa:

v all — Bce punpTpyromue naTepdeiicer, nmetomuecs B CCIIT-2;
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v <HoMmep> — MOPSAKOBEIM HOMEp GuiIbTpyromero uarepdeiica. Homepa gunbrpyrommx unrepdericon
CCIIT-2 onpenensiorcs B COOTBETCTBUU € X MapKHpOBKOii (pa3aen 2.2, ctp. 7): 0 — Eth0, 1 — Ethl u

T. I.;
v <ymMg> — CUMBOJIMYECKOE MM, IPUCBOCHHOE (QMIIBTPYIOIEMY HHTEpdECy;

Komanga BBIBOIUT CTaTHCTHKY TpaduKa ¢ MOMEHTa HOCIEIHErO 3aIllyCcKa MaKeTHOro (hUiIbTpa Io
BCEM WM BhIOpaHHOMY GmibTpyromuM uatepdeiicam CCIIT-2. Tlo kaxaomy ¢uisTpyromemMy UHTEpdeicy
BBIBOAMTCS HMH(OpMalMsg O CTaTHCTHKE Tpaduka, aHaJOrM4yHas BBIBOAY KOMaHAbl filter status
(mpunoxenue 3.4.10, ctp. 59).

[Tpm BBIBO/IE KOTMYECTBA OANT MOTYT MCIIOIB30BATHCS CIEAYIOIINE COKPAIICHHS:
e K- TpaduK B KHIOOAHTaX;
e M- Tpaduk B Merabairax.

IIpumep:

fnpsh> interface filter External stats
Ctatuctuka c 22.05.2007, 14:10:03:

————————————————— o
External | NMpuuaTo(nak/6anTt) | MNepeaaHo(nak/6anT) | ypaneHo(nak/6anT)
————————————————— B it e L e
Ethernet II 2178306/2987M 1203513/90M 108/119K
IEEE 802.3/LLC 0/0 0/0 0/0
IEEE 802.3/SNAP 0/0 0/0 0/0
IEEE 802.3 raw 0/0 0/0 0/0
noepexaeHo 0/0
Bcero Ethernet 2178306/2987M 1203513/90M 108/119K
ARP 795/14K 1472/26K 0/0
RARP 0/0 0/0 0/0
Bcero ARP/RARP 795/14K 1472/26K 0/0
TCP 2176946/2903M 1192957/37m 108/114K
ubP 551/110K 9008/915K 0/0
ICMP 14/464 6/240 0/0
Mpoune 0/- 70/- 0/-
Bcero IP 2177511/2945M 1202041/61m 108/116K
Bcero IPX 0/0 0/0 0/0
Bcero npoyux 0/- 0/- 0/-
————————————————— B i T it B e T

3.4.38. log event show — npocMomp 3apeaucmpupoeaHHbix cobbimul
Tog ev[ent] sh[ow] [<kpuTepum_otbopa>]

[Tapametpsi:

e <xpurepuy oTHopa> — HEO0OS3aTeNbHBIN MapaMeTp, MO3BOJSIONIMH BBINOIHATH MPOCMOTP TOJIBKO TEX
3apEerUCTPUPOBAHHBIX COOBITHH, KOTOPBIE YIOBIETBOPSIOT BBEIEHHBIM KPUTEPHSM.

Komanpna BeimonHsier mpocMoTp 3apeructpupoBanubix coobrtuii CCITT-2. Kaxknast ctpoka BbIBOJA
coJiep kUt nHpopMaImio 00 0JJHOM 3aperuCTPUPOBAHHOM COOBITHU:

e TOPSAKOBBIA HOMEP COOBITHA B CIIUCKE COOBITHI, OTOOPaHHBIX IS IPOCMOTPA;
e BpeMs PEerucTpauuy cOOBITUSI C TOYHOCTBIO 10 CEKYHPbI;

e OIHUCaHUE COOBITHS.

—,  [Mpun otcytcTBuMM  KpuTepueB oTbopa KomaHaa log event  show BbIBOAUT  BCe
- 3aperncTpmpoBaHHbIE COObITUS.

CCIIT-2 ogHOBpEMEHHO MOXeET XpaHuTb Ao 6000 3aperncTpnupoBaHHbIX COBLITUN.

Bpems peructpaiiuu coObITHS BRIBOAUTCS B popMare:
AA.MM.TTTT Y4y:MM:CC,

raec:
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e II.MM.TTTT — nmeHb (IX), Mecsan (MM) u ron (I'TT'T);
e UUY:MM:CC —yacsl B 24-yacoBoM (hopmare (UU), MUHYTHI (MM) U CEKYHABI (CC).
Onucanue coOBbITHS BEIBOAUTCS B (hopmare:
{I|W|E}-XXXX-<TeKcT_cobbiTua> [<uHTepdenc>, <npuBunerum>] [(nonb3oBaTtenb, IP_aapec)]
rue:
e T|W|E—Kareropus COOBITHS:
v I — uH(OpPMAIIMOHHOE COOBITHE;
v W — IperyNpeKaAeHuc;
v E —omunoOKa;

e XXXX — miecTHaauarepwuHblii koj coObitus. Kaxnoe coObitme CCIIT-2 mMeer cBOW yHHUKATbHBIN
4yKicoBoi Koz, IlepeueHb KOZOB BceX COOBITUI MPUBOAUTCS B MPUIIOKEHUH ;

e <TexCT coBuTua>— TEKCTOBAs MHTEPIPETALHS KOa COOBITHUS;
e HeoOsM3aTEebHBIC TOMOTHEHHUS:
v <untepbdetic> — tun uHtepdeiica agmunucrparopa CCIIT-2 (pasnen 1.4.2, ctp. 4);

v <npuBuieruy> — TEKyLue IPUBWIETHUN II0JIb30BATENs, JEUCTBUS KOTOPOIO IIPUBEIU K PErUCTpaLuu
JTAHHOT'O COOBITHS;

v <nombzosarenbp> — uUMA monb3oBarens CCIIT-2, meiicTBhS KOTOPOTO TPHBENH K PETHUCTPAITN
JAHHOT'O COOBITHS;

v <IP agmpec> — [P agpec ynpasisiomero KOMIboTepa B ciydae YAAJIEeHHOIO YIIpaBiIeHUs, Console —
B cllydae ymnpaBiieHus ¢ cucteMHoi koaconu CCIIT-2.

s mpocMoTpa 3aperMCTPUPOBAaHHBIX COOBITHH HCIONB3YIOTCS KIABUILM W YIPABISIOIINE
MOCIIE0BATENBHOCTH, TIepeUrCIeHHbIE B Tabmuie 3.3.

Ta6amua 3.3: YnpaBAeHMe NPOCMOTPOM 3aPEerMcCTPUPOBAHHbIX COBbITUM

YnpaBneuune HazHauyeHne
<t> Mepexoa K npeabiayLiemMy no nopsaKkoBoMy HOMepy cobbITHIO
<> Mepexoa K cnepytoweMy no nopsakoBoMy HOMepy CObbITUIO
<€> MNepemMelieHne Ha O4HY NO3MLUMIO BNIEBO MO CTPOKaM OMMCaHUS CobbITui
<>> MNepemelleHne Ha 04HY MO3MLMIO BMPaBO MO CTPOKAM OMNMCaHUSA CO6bITUI
<Home> MNepemelyeHne K NepBOM NO3ULIMKN CTPOK OMUCAHUS COBbITUI
<End> MNepeMelleHne K NocneaHern no3vumMm caMon AJIMHHOW CTPOKW OnucaHus cobbiTus, U3 Tex
YTO B AAHHbIA MOMEHT BUAHbI HA 9KpaHe TepMuHana
<Page Up> Mepexoa K NpeablayLen CTpaHULUe BbiBOAA CTPOK ONMCaHUS cobbiTuin
<Page Down> Mepexoa K cnepytoulen cTpaHuLe BbiBOAA CTPOK OMMCaHUS CobbITMI
<Ctrl+B> Mepexoa K NepBOMYy MO MOPSIAKOBOMY HOMepYy CO6bITUIO
<Ctrl+E> Mepexoa K mocneaHeEMY No NOPAAKOBOMY HOMepy cobbITUIO
<H> BbiBOA MOACKA3KM NO KMaBuLWaM ynpasJfiEHUS MPOCMOTPOM 3aperncTpMpoBaHHbIX COBbITUI

(pucyHok 3.46)
<F10>, <Q> 3aBeplueHWe BbINOSHEHWUS KOMaHAbI
ITpumep BbIBOIa HH(OPMALIHH O 3aPETUCTPUPOBAHHBIX COOBITUSX MPUBOIUTCS HA PUCYHKE 3.46.

Kpurepun orbopa cobbiTmii. Ilapamerp <xpurepum orbopa> NPeNCTaBIAET COOOH CIHCOK
MMEHOBAHHBIX T1ap, Pa3/ICJICHHBIX IPOOEIOM, BUIA:
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fypHan perucTpaunn cobbiTuHin
L2007 15: GHMT | I-1100-Bxog nonbzopatena — KomaHgHmit uHTepgeiic:
L2007 10: GHMT | I-1101-Bwxos nonbzopatena — Cpegcteo rpynnoeoro
L2007 10: GMT | I-1100-Bxoa nonb3osatena - CpeacTBo rpynnesoro
.2007 16: GMT | I-1101-Bwxog nonbz3opaTtens — Cpegcteo rpynnoeoro
L2007 16: GHMT | TI-1100-Bxog nonbzoeatena — CpegcTeo rpynnoeoro
rpyYnnoBoro
ctpenka BIIPABO0 - Ha oauH cumBOon BRnpaBo pynnoBoro
ctpenka BIEBO HA OgWH CHMBOMA BMEBO
ctpenka BBEPX Ha OAHY CTPOKY BBEpX
ctpenka BHH3 Ha OAHY CTPOKY BHUZ
<{Home> HAa MEepBbIA CUMBOA CTPOKM hca — Mirr
<End> Ha MOCAEAHWIA CUMBOM CAMON [AMMHHOM CTPOKW |[ARESs]i L% e
<Page Up> HAa OAWH 3IKpaH BBEpX
<Page Doun> HA OAWH 3IKPaH BHUZ
<CTRL>+"b"’ K Hauany pakina
<CTRL>+"e’ — K KOHUYy faiina

IMGAA KNABHIIA N4 NPOAOAREHKMA. . .|}

L2007 11:47:55, GHT | I-1100-Bxog nonb3oeatens — KomaHgHmin wHTepgeic:

L2007 11:31:16. GMT | I-1101-Bwxog nonbzopaTtens — KomaHaHwii uHTepgeiic

L2007 11:21:16., GHT | I-1048-BeiknwuyeHuwe zepkanupobaHua wHTeppeiicoe (a

L00.2007 11:20:32, GMT | I-1100-Bxoa nonbzopatena — Komanauwii vnTtepgeiic;
Ctpoku: 1-23 usz 178 Ctonbum: 1-80

PucyHok 3.46: IpoCcMOTpP 3apPErMCTPUPOBAHHBIX COBbITHUIA

<UMSA_KpUTepusa>=<3HayeHune>[ ...]

He momyckaercs yka3piBaTh B CHHCKE OJUH M TOT € KpHUTEpHil oTOOpa Goyee ogHOro pasza. B
pe3yJbTaTe BBIMOTHEHU KOMaH B! Oy IyT OTOOpaHbI COOBITHS, YAOBIETBOPSIONINE 8CeM Kpumepusim omoopa,
YKA3AHHbIM 6 CNUCKE, 6 COBOKYNHOCMU.

B crnyyae oTCyTCTBMSI 3aperMcTpupoBaHHbIX COOLITUI, YOOBNETBOPSIOLLMM KPUTEPUSIM OTOOPA, Ha
3KpaH TepMuHana 6yaeT BbiBeAeHO NpeaynpexaeHue:

FNPSH-W-200C-HeT 3aAaHHbIX peruMcTpauMOHHbIX 3anucemn

B cmucke kputepueB otOopa COOBITUI MapaMeTp <wums kpuTepus> MOXKET HIPUHUMATh OJHO U3
CIIETYIOIINX 3HAUYEHUI:

e code — 0TOOp MO KOAY COOBITHSI;

e order — IOPSAZOK COPTUPOBKH OTOOPAHHBIX COOBITHI NPU BBIBOAE;
e time — 0TOOp MO BPEMEHH PETUCTPAIIUU COOBITHS;

e type — 0TOOp MO KaTErOpuH COOBITHS.

OT100op mo xoay codbiTusi. Kpurepuil code mo3BoisieT BHIOpaTh CPEAM 3apeTHCTPUPOBAHHBIX
COOBITHIA COOBITHSI C YKa3aHHBIM YMCIIOBBIM KoZoM. Kputepuii oT60pa MMeeT cieIyromuii CHHTaKCHUC:

code=XXXX
rae
*  XXXX — HIeCTHAAUATEPUYHBIA KOA COOBITHSL.
[Tpumep (moxazaTh Bce cOOBITHS C KOAOM 0x1100):

fnpsh> log event show code=1100

CopTupoBka co0bITHI 0 BpeMeHu peructpanum. Kpurepuii order mo3BosiseT 0TCOPTHPOBATH
oToOpaHHBIE COOBITHSI TI0 BO3PACTAHUIO WIIM IO YOBIBAaHMIO BPEMEHM MX peructpauuu. Kpurtepuii mmeer
CIIETYIOIINHA CHHTAKCHC:

order={asc|desc}
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rmue

* asc — COPTHPOBKa IO BO3PACTaHWIO BPEMEHH PErHCTpalvy COOBITHS, Hambojee paHHHE COOBITHS
BBIBOJATCS B HAUaJe CIHICKa,

e desc — COPTHPOBKAa IO YOBIBAaHWMIO BPEMEHH DPETHCTpAlMU COOBITHSA, HambOojee MO3AHUE COOBITHSA
BBIBOJISITCS B Ha4YaJle CIIUCKA (pedrcum COpmuposKU no YMOTYAHUIO).

Mpy BbIBOAE, MO YMOMYaHUIO COBLITUS COPTMPYIOTCA MO YObIBAHWIO BPEMEHM perucTpauumn
(order=desc).

4 I
4

[Tpumep (BBIBOX BCEX COOBITHIA B TIOPSAKE BO3PACTAHHS BPEMEHH PETUCTPAIINN):
fnpsh> log event show order=asc

OT00op Mo BpeMeHH perucTpanum coobITusi. Kputepuii time MO3BOJISET BBHIOPATh COOBITHSA,
3aperuCTPUPOBAaHHbBIE B TEUEHHE YKA3aHHOTO BpeMeHu. Kpurepuit oTOopa HMEeT Ciiey oI CHHTAKCHUC:

time=<time_from>[-<time_to>]

Bo3MoxkHO yKa3aHuWe Kak TOYHOIO BPEMEHHM PETUCTpalWu, TaK W HWHTEpBaja BpemeHu. llpu
yKa3aHUM TOYHOTO BPEMEHHM perucTpanuu OyayT OTOOpaHBI COOBITUS, BpEMs PErHCTPAllUd KOTOPBIX B
TOYHOCTH COBIIAJIaeT C YKa3aHHBIM BpeMEHeM B kputepuu otOopa. Ilpu yka3aHuu nHTEpBana BpeMeHu OyayT
0TOOpaHbl COOBITHS, KOTOpble OBLIM 3aperHCTPUPOBAHBI C MOMEHTa BPEMEHM <time from> IO MOMEHT
BPEMCHHM <time to> BKIIOYHUTCILHO.

ITapameTpsl <time from>H <time to> UMEIOT CIEAYIOUINI CHHTAKCHUC:
{rrrr/vm/pn.u4:mMml:ccl|rrrr/mm/an 4y :mMm:cCl}
rae
e T'TTT — YeTHIPEX3HAYHOE 3HAYCHHUE IO/,
e MM — Mecsr roaa (ot 01 10 12);
e 11— meHb Mecsma (ot 01 g0 31);
e Uy —yacel B 24-gacoBoM ¢opmare (ot 00 110 23);
e MM — MHHYTHI (OT 00 A0 59);
e CC—cexkyHp! (0T 00 70 59, M0 YMOITYaHHIO — 00).

Jnst ykazaHWs TOYHOTO BpPEMEHHM PETHCTPAMA HEOOXOAMMO WCIONB30BAaTh TOINBKO MapaMeTp
<time from> B Qopmare 'I'TTT/MM/IL.Y4:MM[:CC]' mnmm 'd4:MM[:CC]'. B mnocneanem ciydae
mojapa3syMeBaeTcss BpeMs Tekyiero nHs. ®opmar 'TTTT/MM/II MOXKET OBITh HCIOJB30BaH IJIs OTOOpa
COOBITHIA, 3aPETUCTPUPOBAHHBIX B TCUCHHUE YKAa3aHHBIX CYTOK (OT 00:00:00 0 23:59:59).

IIpumepsr:
e moKa3arb coObITHS, 3apeructpupoBannbie ¢ 12:00:00 30 mas 2007 roga mo 20:00:30 31 mast 2007 roza
fnpsh> log event show time=2007/05/30.12:00-2007/05/31.20:00:30
e MOKa3aTh coObITHsA, 3aperucTpupoBanubie ¢ 09:00:00 xo 23:00:00 TeKymux CyTOK
fnpsh> log event show time=09:00-23:00
e [OKa3aTh COOBITHS, 3aPErUCTPUPOBAHHbIE B TeueHHE cyToK 4 utons 2007 roxa
fnpsh> log event show time=2007/06/04
* TOKa3aTh COOBITHS, 3apEruCTpUpOBaHHbIe ceronus B 10:39:25
fnpsh> log event show time=10:39:25
e MoOKa3aTbh coObITHSA, 3apeructpupoBannbie 30 mas 2007 roga B 12:09:45

fnpsh> log event show time=2007/05/30.12:09:45
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OT160p no kareropun codbiTusi. Kputepuii type mo3BosieT BEIOpaTh CpeAr 3aperHCTPUPOBAHHBIX
COOBITHIA COOBITHSI YKa3aHHBIX THIIOB. Kputepuii oTO0opa UMeeT Ciey omuii CHHTaKCHC:

type={message|warning|error}[, ...]
3HaueHUe KpUTEpUs OTOOpa type — CIUCOK KATETOPH COOBITHH, KOTOpBIE IOMKHBI OBITh
O0TOOpaHbI:

e message — HHPOPMAIIMOHHOE COOBITHE;
* warning— OpeaynpeKaCHUE,
* error — OIIKOKa.
[Ipumep (rmokasats Bce MHPOPMALIMOHHBIE COOOIICHUS M OIHOKK):
fnpsh> log event show type=message,error

B komanzme log event show MOXHO YyKa3blBaTb HECKOJIBKO pa3iuunwblx KPUTEpHEB OTOOpa,
Hanmpumep s BeIBoja COOBITHH, 3aperMCTpUpPOBaHHBIX B TeueHne cyTok 30 mas 2007 roxga wu
YIIOPSI0YSHHBIX TI0 BO3PACTaHUIO BPEMEHHU PETHCTPALNH, CIIEAYET BBITOITHUTH KOMAHIY

fnpsh> log event show time=2007/05/30 order=asc

3.4.39. log export fip clear — ydaneHue napamempoe ebi2py3ku ghalnoe
peaucmpayuu no FTP

Tog expl[ort] ftp cl[ear]

Tpebyemvie npusunecuu — log nnm cfg.

Komanpna ynanser HacTpoiiku BeIrpy3ku (aitio peructpauuu no FTP B tekymieii koHpurypamnmu
CCIIT-2 u BBIKIIOUAET BBITPY3KY (aiiioB peructpanuu no FTP.

IIpumep:
npsh> log export ftp clear
yaanuTb napameTpbl BbiIrpy3ku no FTP? (Y/N) [N]: Y

FNPSH-I-3039-NapameTpbl BbIFPY3KW XYPHANIOB perncTpaumm no FTP OuuMweHbl
fnpsh>

3.4.40. log export fip disable — ebiknoyeHUe ebi2py3ku ¢halinoe peaucmpayuu
no FTP

Tog exp[ort] ftp dis[ablel]

Tpebyemvie npusurecuu — log nnm cfg.

Komanpa Beikmiouaer BHITpy3Ky QaiinoB peructpanmuu mo FTP um u3MeHseT COOTBETCTBYIOLIHE
HacTpoiku B Tekyuiei koHpurypamuu CCIIT-2. YcTaHOBKM apaMeTpoB BRITPY3KH, Takux Kak [P anpec FTP
cepBepa, UMs nonb3oBaTens u napoib Ha FTP cepsepe u myth Ha FTP cepBepe, octatorcst 6€3 u3MeHEHUS.

IIpumep:

fnpsh> log export ftp disable

OTKJIOYUTb BbBIFPY3KY XYPHANoOB peructpaumm Ha FTP-cepBep? (Y/N) [N]: Y
]ENPSE—I—3038—Bb|rpy3Ka XYPHANOB perucrpaunm no FTP OTKJ4YeHa

npsh>

3.4.41. log export ftp enable — exnmoyeHue ebi2py3ku ¢halinoe pesucmpayuu no
FTP

Tog exp[ort] ftp en[able]

Tpebyemvie npusunecuu — log v cfg.

Komanma Brurogaer BBITPY3Ky ¢aitmoB peructpammu o FTP m M3MeHsSET COOTBETCTBYIOIIHE
HAcTpoWKku B Tekyueil koHpurypamuu CCIIT-2.
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BkntodyeHne BbIrpy3kn pannos peructpaumn no FTP BO3MOXHO TOMbKO B TOM crnyyae, korga
BKIKOYeH ynpasnsowwmmn Ethernet untepdenc.

BbinonHeHne koMaHabl log export ftp enable BO3MOXHO TOMbLKO B TOM Criyyae, Koraa
3HavYeHMs NapameTpoB BbIrPy3kn annosB pernctpaumm no FTP yxe ycTaHOBMEHb! (MPUNoXeHne
3.4.42, ctp. 79).

ITpumep:
fnpsh> log export ftp enable

FNPSH-I-3036-Bbeirpy3Kka XypHaJiOB peructpauuu no FTP BKJIKW4YEHA
fnpsh>

3.4.42. log export fip set — ycmaHoeka napamempoe ebl2py3Ku ahalnoe
peaucmpauuu no FTP

Tog expl[ort] ftp set <IP_aapec> <nyTb> <BXoA> [<naposnb>]

Tpebyemvie npusunezuu — log unu cfg.
[Tapamerpsr:
e <IP ampec>—IPanpec FTP cepsepa, Ha KOTOPBIi OyeT BRIOIHATHCS BHITPY3Ka (aiiIoB perucTpalimy;
e <nyTp> — IyTh K KaTasory Ha FTP cepBepe, Kyna OyayT BeITpYKaTbcs (halliIpl peruCcTpallimg;
e <Bxon>— nMs noms3oBarens FTP cepsepa;
* <napouJss> — Hapodb noas3osartens FTP cepsepa, apnsercs HeoOs3aTeIbHBIM TaPaMETPOM.

Komanga ycranaBnmBaer mapameTpsl BRITPY3KH B Tekyliel koHdurypanun CCIIT-2.

—, B uensx 6esonacHocT He pekoMeHAyeTCs ykasblBaTb Maponb nomnb3osatens FTP cepsepa B
- KOMaHOHOM CTpoke. Ecnu naponb He YykasaH, KoOMaHAOHbIA MHTepdenc BbiBEOET Ha 3KpaH
TepMmMHarna 3anpoc Ha BBOA napons nomnb3oBatens FTP cepsepa, npu 3ToM BBOA Maporsisi Ha
3KpaHe TepMmnHana otobpaxartbcsi He byaerT.

pernctpaumm no FTP:

@j B CCIIT-2 cyLiecTBylOT crieqyoLlime orpaHU4eHus ans HacTpoek napaMeTpoB BbIrpy3ku dhannos

e nyTb K kKaTanory Ha FTP cepBepe aomkeH oTBeYaTb CneayroLmnm TpeboBaHNSIM:
v ANvnHa nyty — He 6onee 256 CMMBOOB;
v OOMyCTUMblE CMMBOJIbI — FTAaTUHCKUE OYKBbI, LU Pbl, CMMBOJTbI KOCOW YepThbl '/' 1 TOYKU

v NyTb JOSMKEH HAYMHATLCS C CMMBOJSIa KOCOW YepThl /' (abConoTHbIN NyTh);
v NyTb K kKatanory Ha FTP cepBepe ABnsieTCA permcTpoBo-3aBUCUMBIM;

e ums nonb3oBatens FTP cepeepa 4omKHO OoTBeYaTh CrieayoLwmm TpeboBaHNAM:
v ONnHa MMeHU nonb3oBaTtens — oT 2 4o 16 CMMBONOB;

v [Oonyctumble CUMBOJIbI — CTPOYHbl€ JIAaTUHCKMe CUMBOIJbI, LIVI(*)pr n cumMBon

nogYepKknBaHuAa =
* [apoJib NMoJsib3oBaTesA FTP cepBepa OO0JPKHO OTBeYaTb Cleayuimmm Tpe6OBaHI/|9|MZ

v OnvHa napons — ot 6 4o 128 cumBosos;

v [00nyCTtuMbl€ CUMMBOJ1bl — TOJIbKO NneYaTaeMble ASCll-cumBonbl.

[Ipumep:

fnpsh> log export ftp set 192.168.169.254 /fnplog/192.168.169.253 fnplog
FTP naponb:

FTP naponb MOBTOPHO:

]ENPSE—I—3037—napamepr| BbIFPY3KM XYPHAJIOB permcrpaumm no FTP onpeaeneHsbl
npsh>
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3.4.43. log export syslog disable - ebiknoYeHUe ebiepy3ku ¢halinoe
peaucmpayuu no SYSLOG

Tog explort] sysl[og] dis[able]
Tpebyemvie npusunecuu — log unm cfg.

Komanpa BeikiiouaeT BeIrpy3ky ¢aiinos peructparyu nmo SYSLOG 1 u3MeHseT COOTBETCTBYIONIHE
HacTpoiiku B Tekymield koHpurypanuu CCIIT-2. YcranoBka [P agpeca SYSLOG cepsepa octaercs 6e3
HU3MEHEHUSI.

Ecnn Ha MOMEHT BbINOMHEHUS KOMaHAbl log export syslog disable BbIrpy3ka ¢aunnos
pernctpaumm no SYSLOG yxe Obinia BbIKMOYEHA, TO HACTPOWMKM BbIFPY3KM OCTaHyTca 6e3
N3MEHEHNS.

IIpumepsr:

fnpsh> log export syslog disable
FNPSH-E-1109-Bbirpy3ka no SYSLOG yxe OTKJW4eHa
fnpsh>

fnpsh> log export syslog disable
OTKNKYUTbL BLIFPY3KY Ha SYSLOG cepBep? (Y/N) [N]: Y

FNPSH-I-30AE-Bbirpy3Kka CUCTEMHbIX COObweHun Ha SYSLOG cepBep OTKJYeHa
fnpsh>

3.4.44. log export syslog enable — eknio4eHuUe ebiepy3ku ¢halinoe pesucmpayuu
no SYSLOG

Tog explort] sysl[og] en[able]

Tpebyemvie npusunecuu — log nnm cfg.

Komanpa Brirouaer BoIrpy3Ky ¢aitio peructpammu mo SYSLOG u M3MEHSIET COOTBETCTBYIOIIUE
HacTpoku B Tekymeil koHpuryparuu CCIIT-2.

BkntoyeHue Bbirpy3kn cpannoB permctpaumm no SYSLOG BO3MOXHO TOMBbKO B TOM Crlyyae, Korga
BKIMOYEH ynpasnsowmmn Ethernet nHTepdenc.

BbinosiHeHne koMaHabl 1og export syslog enable BO3MOXHO TOSIbKO B TOM cnyyae, korga IP
agpec SYSLOG cepBepa yxe ycTaHoBreH (npunoxenune 3.4.45, ctp. 80).

IIpumep:
fnpsh> log export syslog enable

FNPSH-I-30AF-Bbirpy3Ka CUCTEMHbIX CooblieHMn Ha SYSLOG cepBep BKJWYeHa
fnpsh>

3.4.45. log export syslog server — ycmaHoeka IP adpeca SYSLOG cepeepa
Tog explort] sys1[og] serv[er] <IP_aapec>

Tpebyemvie npusunecuu — log nnm cfg.
[TapameTpsr:
e <IP ampec>—IPagpec SYSLOG cepsepa.

Komanpa ycranaBnuBaer IP ampec SYSLOG cepBepa s BBITPY3KH (ailjioB perucTpanuuu U
H3MEHSIET COOTBETCTBYIOIINE HACTPOWKH B Tekylel koHpurypamuu CCIIT-2.
IIpumep:

fnpsh> log export syslog server 192.168.169.254
FNPSH-I-30BO-Aapec SYSLOG cepBepa WM3MeHeH
fnpsh>
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3.4.46. log packet clear — oyucmka peaucmpayuu nakemoe
Tog pack[et] cl[ear]
Tpebyemvie npusunecuu — log.
Komanpna ynanser u3 ailnoB peructpanuu Bce 3alich O 3aperUCTPUPOBAHHBIX MAKEeTaX.
[Ipumep:
fnpsh> log packet clear
OYUCTUTbL XypHan peructpauumn naketo? (Y/N) [N]: Y

FNPSH-I-3066-Perncrpaumsa nakeToB ouuueHa
fnpsh>

3.4.47. log packet disable — ebiknio4eHuUe pexumMa peaucmpayuu nakemoe
Tog pack[et] dis[able]

Tpebyemvie npusunezuu — log unu cfg.

Komanzia BBIKIIIOUAET peXUM pErucTpalvy MAKETOB M U3MEHSET COOTBETCTBYIOLIUE HACTPOMKHU B
texymeit konpurypauun CCIIT-2.

Mpy BLIKIIOYEHHOM PEXMME PErMCTPaLUM NakeToB MakeTbl He OydyT perncTpupoBaTbCs Oaxe,
€crnv B npaBunax punbTpauuy 6yaeT yCTaHOBIIEH hriar pernctpaumm nakeTos.

ITpumep:
fnpsh> log packet disable

FNPSH-I-3064-Permucrpauma nakeToOB BbIK/YEHA
fnpsh>

3.4.48. log packet enable — exnioyeHue pexuma pesucmpauuu nakemoe
Tog pack[et] en[able]

Tpebyemvie npusunezuu — log unu cfg.

Komanna Bkiro4aeT pekuM pEerucTpanvy MakeTOB M M3MEHSAET COOTBETCTBYIOIME HACTPOWKH B
texymeit konpurypauun CCIIT-2.

[Ipumep:
fnpsh> log packet enable

FNPSH-I-3063-Perncrpaumsa nakeToB BKJ/4YEHA
fnpsh>

3.4.49. log packet show — npocmomp 3apeaucmpupoeaHHbIX nakemoe

Tog packet show [<kpuTepumn_otbopa>]

[TapameTpsr:

e <xpurepuy oTHopa> — HEOOS3aTeNbHBII MapaMeTp, MO3BOJSIONIMN BBINOIHATH MPOCMOTP TOJBKO TEX
3apEruCTPUPOBAHHBIX MTAKETOB, KOTOPBIE YAOBIETBOPSIOT BBEIEHHBIM KPUTEPHUSM.

KomaHja BBITIONTHSIET MPOCMOTP 3apeTHCTPUPOBAHHBIX MaKeToB. BriBoI ocymiecTBisiercs: B popme
tabmmsl. Kaxknas cTpoka TabauIel COAEPKUT HHPOPMAIHIO 00 OJHOM 3apEerHCTPHPOBAHHOM ITaKeTe:

* BpCMs pPErucTpanvM mnaxkera € TOYHOCTBIO OO0 MHUKPOCCKYH/I. BI;IBOI[I/ITC?I TOJIBKO BpEMsA CYTOK 0e3
YKa3aHud JaThbl;

e JIEHCTBHE, KOTOPOE OBLIO BBHIMIOJIHEHO HAJ| ITAKETOM;

* I[CTO0YKa IMpaBull (bHHI:TpaHI/II/I, IMPUMCHCHHBIX K ITAKCTY,
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e (unprpyromue naTEpdHENCH, Yepe3 KOTOphIEe MPOIIEN aKeT;
* THUI IPOTOKOJIA;
e ajpeca UCTOYHUKA I1AKETa;

* aapeca rIpu€MHUKA ITaKETa.

Mpu oTcyTCTBUM KpuUTepueB oOTGopa koMaHga log packet show BbIBOAUT Bce
IE ~/ 3aperucTpupoBaHHble NaKeTbl.

CCIIT-2 ogHoBpeMEHHO MoXeT xpaHuTb A0 10000 3aperncTpmpoBaHHbIX NaKeTOB/CECCUN.

Bpewms perucrpanuu nakera BEIBOAUTCS B (hopmare:
Yy:MM:CC. AAARAL,
rue:
e UU:MM:CC —4acsl B 24-yacoBoM (hopmate (UU), MUHYTHI (MM) U CEKYHABI (CC);
e INNIOIMN — IOJH CEKYHIIBI C TOYHOCTBIO O MUKPOCEKYH/IbI.
[etlicTBUe, BEITOTHEHHOE HAJI TAKETOM — drop, accept WM pass (pa3gen 1.4.1, ctp. 2).

Henouka npaBuin GUIBTPAIlMA OTPaXKaeT IMOCIIEIOBATEIBHOCTh MPUMEHEHHS MPaBHi (QUIBTPALIUN
Pa3NMYHBIX YPOBHEH K JaHHOMY makery. B menodke mpasuin Bceraa Oyaer nmpucytctBoBath MAC mpaBuiio
¢unbTpanuu. Kaxmoe mpaBuiio GUIbTpaIiK B ENOYKE XapaKTEPU3yeTcsl ero THIIOM U HoMepoM. Harmpumep,
LIETIOYKA IIPABUIL

mac:0,ip:10

O3HAuYaeT, YTO K IMaKeTy ObUIM MOCIeoBaTeNbHO NpuMeHeHbl TnobampHoe MAC mpaBmwio (riobanbHbIC
MpaBuiIa Bcerga umerotr Homep 0) u [P mpasuiio ¢ Homepom 10.

[Iyte mnpoxoxaeHusi makera uepe3 ¢unbrpytomue wunaTepdeiicel CCIIT-2 xapakTtepusyercs
BXOAHBIM (PUIBTPYIOIIMM HHTepdeiicoM U, B 0o0IIeM ciydae, HECKOJIBKUMHU BBIXOJHBIMH (DUIBTPYIOIIMMU
unTepdeiicamu. Bxonnoi unrepdeiic — sto punsrpyromuii uarepdeiic CCIIT-2, Ha KoTopoM OBUT TPUHST
JNaHHBIA makeT. BuIxoanble mHTEp(eiickl — 3T0 QuibTpyromue uHTEpEiich, Ha KOTOpble ObLI MepenaH
JIAaHHBIN TAKeT MOCJIC €ro 00padOTKH MAaKETHBIM (DUILTPOM.

—+, B BbIBOOE MHbOPMaLWK O 3aperMcTpUpOBaHHOM MNakeTe CMUCOK BbIXOAHbLIX MHTepdencos byaert
I2 ’*:7 OTCYTCTBOBATb A5 yAaNeHHbIX NakeToB (OencTBme drop).

B BbIBOOE MHDOpPMaLUM O NakeTe Ons 0603HaAYEHNA PUNBTPYIOLLIMX NHTePdENCOB UCNOMb3YOTCH
NX CUMBOSIMYECKNE UMEHA.

Tun npoTokona xapakTepu3yeT IPOTOKOJIBI CETEBOTO M, BO3MOXKHO, TPAaHCIIOPTHOIO YPOBHS
MEXCETEeBOr0 B3aMMOJACHCTBHS, MO0 CiIy)XeOHbIE NPOTOKOJIBI, HHKamcyilupoBaHHele B kanp Ethernet
3apEeTUCTPUPOBAHHOIO ITAKETA.

A,upeca HNCTOYHUKA M IMPUCMHHKA ITaKCTa COOTBETCTBYIOT THUIIY HPOTOKOJIA 3apCruCTPpUPOBAHHOTO
I1akera.

I[J'IH mpoCcMOTpa 3apCruCTPpUpPOBAHHBIX IMAKETOB HMCIIOJLB3YIOTCA KIABUIIW W YHOPABIAIOUIAC
noCJICA0BATCIbHOCTHU, ICPCUUCIICHHBIC B Ta6J'II/ILIC 34.

Ta6auua 3.4: YnpasAeHMe NPOCMOTPOM 3A0PErMCTPUPOBAHHbIX MAKETOB

YnpaBneHune Ha3zHayeHne
<t> lMepexoa K NpeabiAyLEMY MakeTy
<> lMepexon K cnepylowemy nakerty
<€e> MNepemelyeHne BneBo Ha oaMH cTonbel Tabnuubl 3aperncTpMpoBaHHbIX NaKeToB
<> MepemelyeHne BnpaBo Ha oAnH cTonbel Tabnnubl 3aperncTpMpoBaHHbIX NaKeToB
<Home> MNepemelyeHne kK nepsomy crtonbuy Tabanubl 3aperMcTpMpoBaHHbIX NaKeTOB

<End> MNepeMelleHme K nocneaHeMy ctonbuy Tabnumubl 3aperMcTpMpoBaHHbIX NaKeToB



CCIT-2 - lpunoxeHuns 83

Ynpasnenne HasHayeHue
<Page Up> Mepexoa K NpeablayLen CTpaHMue BbiBOAA MaKeToB
<Page Down> Mepexoa K cneaytollelt cTpaHuLe BbiBoAa NaKeToB
<T> BbiBOA Tekylwero cucteMHoro spemeHun CCIT-2
<Enter> BbiBOA MeHIO NoapobHOro NpocMoTpa naketa
<H> BbiBoA moAcKkasKkyM Mo KAaeBulaM yrnpassieHWss MPOCMOTPOM 3aperMcTpMpoBaHHbIX COObITUI

(pucyHok 3.47)

<F10>, <Q> 3aBeplueHMe BbIMOSHEHUS KOMaHAbI

[Ipumep BrIBo#a MH(OPMAIMHK O 3apETHCTPUPOBAHHBIX MAKEeTaX MPUBOAUTCA Ha pUCYHKe 3.47.

Tabnuia 3apernucTpUpOBaHHBIX MAKETOB, MPUMEP BBHIBOJA KOTOpPOW MOKa3aH Ha pUCyHKe 3.47,
COJIEP’)KAT TOJBKO OCHOBHBIE XapaKTEPUCTHKM MakeToB. II0 KaxkaoMy M3 3aperMCTPHPOBAHHBIX IAKETOB
UMeeTcs BO3MOYKHOCTH HPOCMOTpa Bcel uMeromeiics mHbopmarmu. g 3Toro HeoOXOAMMO BBIICIHTH
HYKHBIM TIaKeT, UCTOJb3ys KIABUIIM YIPABICHUSA <1>, <>, <Page Up> U <Page Down>, a 3aT€M HaXaTb
KJIaBUIIy <Enter> JUId BBIBOJA SKPaH TEPMUHAJIa MEHIO MOAPOOHOTO MPOCMOTpa MH(MOPMAIMH O MaKeTe
(pucynok 3.48).

CocTaB »JI€MEHTOB MEHIO IOAPOOHOrO MPOCMOTpa HH(OpPMALMHM O IAaKeTe 3aBUCHT OT THIA
npotokona B nakere. Ha pucynke 3.48 moka3aH BBIBOJ MEHIO TOApoOHOTo npocMoTtpa aist TCP makera.

E -
-TL
/4

OnemMeHTbl MeHw “Obuwas wuHpopmaumsa® U “Ethernet” aABnATCA oOWMMKM ONs Bcex
3aperncTpmpoBaHHbIX MaKeTOB BHE 3aBUCUMOCTW OT MUX TuNa.

Jns BBIBOZA MoapoOHOM MHGpOpPMAIMK O MakeTe HeoOXOAMMO BBIOPATh COOTBETCTBYIOIIUH ITyHKT
MEHIO, HCIONB3YI0 KJIABUIIM YNpPAaBICHUS <t> U <>, a 3aTeM Haxarb Kiasuury <Enter>. 3aBepiieHue
MPOCMOTPA U BBIXOJ U3 MEHIO OCYIIECTBIISICTCS HAKATUAMU KIABUIIH <Q> UIIH <F10>.

.323757| accept : External->Internal| IP/TCP 208.

.307449| accept :0|Internal->External .Mirror| IP/TCP |192.1868.
.306419| accept : External->Internal| IP/UDP 1

.305803| accept :0.ip:0|Internal->External .Mirror| IP/UDP|192.168.
.305253| accept :0.ip: Internal->External| IP/TCP|192.168.
.305172 —— —_— IP/UDP 1

. 304590 ctpenka BIPABO - na cneaywmuit ctonbey IP/TCP 208.

.304583 ctpenka B/IEBO Ha npeangyuuii cTonbeu IP/TCP 208.

ctpenka BBEPX Ha npegngyuyn CTPOKY

.303670 ctpenka BHH3 Ha CcrAegynuLyw CTROKY IP/UDP

.303045 {Home?> Ha nepBbid cTonbeu IP/UDP

.303017 {<End> HAa MnocnegHWiA cTonbey IP/UDP (192 .168.
.302444 <Page Up> Ha npegpgyuyn cTpaHuuy IP/UDP [192.168.
.281993 <Page Down> Ha crAeaywmyl CTpaHuuy IP/TCP [192.168.
.281698 <T> wam <t> TEKYUWEE CUCTEMHOE BpeEMHA IP/TCP 208.

.281692 {Enter> Ceccus AaeTansHo IP/TCP 208.

.172597 IP/TCP |192.168.
.154889 NBAA KNABHILA ANA NPOAOMKEHKA. . .1 IP/TCP |192.1868.
.138539 IP/TCP |192.168.
.123978| accept :0.ip: Internal->External| IP/TCP|192.168.
105175  accept :0.ip: Internal->External| IP/TCP|192.168.
.103912| accept :0.ip: External->Internal| IP/TCP 208.

.962577| accept :0.ip:0 Internal->External| IP/TCP[192.168.
369-391 u=z /791 Texymmin: 377

MakeTn:

PucyHok 3.47: MpocMoTp 3aperMcTpUpOBAHHbIX NAKETOB
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llaker geranbHolccept | mac:0,ip:0|Internal->External Mirror| IP/UDP| 192.
Obwasa wHpopmanma ccept| mac:0.ip:0|Internal->External.Mirror| IP/UDP| 192.
Ethernet ccept| mac:0,ip:0|Internal->External.Mirror| IP/UDP| 192.
IP ccept| mac:0,ip:0|Internal->External.Mirror| IP/UDP| 192.
TCP ccept| mac:0,ip:0|Internal->External . Mirror| IP/UDP| 192.
flaHHbIE ccept| mac:0,ip:0 |Internal->External.Mirror| IP/UDP| 192.

0

ccept| mac:0.ip:0|Internal->External .Mirror IP/UDP 192.

:52:54.691601 |  accl o [ IP/UDP | 192,
FPELT M1 KN T | [lopT oTnpaeuTena: 1030 (iadl) ror| IP/UDP| 192.
R LT L e | [lopT nonyuatena: 445 (microsoft-ds) |[fis ARP 00:0
:50:08.536720| acc|Homep nocnegoeatencHocTH: 2390998270 nal 192.168

e = e ey

:50:08.333303 Elete | Homep nogteepxaenus: 1572184715 nal IP/TCP 192.1
.585540 Elote | Cmemernue Kk gaHHbm: 20 nal IP/TCP| 192.168
R LR AN Tl (Daaru TCP: ACK ror ARP 00:0
585117 acclIGHERGEE ror ARP 00:0
R DAY (KoHTponbHas cymma: 0x8e20]] nal| IP/TCP| 195.20
.455941| acc ror| IP/UDP| 192.1
.455884| accept| mac:0,ip:0 |Internal->External. . Mirror| IP/UDP| 192.1
.310609( accept|mac:0.arp:0|Internal->External . Mirror ARP 00:0
.483260 | accept| mac:0.ip: Internal->External| IP/TCP| 192.168
.340448| accept| mac:0,ip: External->Internal| IP/TCP| 192.1
.532099| accept| mac:0.ip: Internal->External | IP/TCP| 192.168
.531930| accept|mac:0.arp:0|External->Internal . Mirror ARP 00:0
47-69 uz 9846 Tekyuuin: 57

MakeTn:

PucyHok 3.48: NMNoApoGHbIM NPOCMOTP MHDOPMALMK O NAKeTe

Kpurtepun otéopa nakeros. Ilapamerp <xpmrepum orbopa> MNpPEACTaBISIET COOOH CIIHCOK
HMMEHOBaHHBIX I1ap, pa3/ieIeHHbIX po0eIoM, BUa:

<UMS_KpuUTepusa>=<3HauyeHne>[ ...]

He nmomyckaercst ykas3pIBaTh B CIHCKE OJIMH M TOT XK€ KpUTepul oTOopa Oonee omHoro pasza. B
pe3yNbTaTe BHIOIHEHUS KOMaHIIBI OYAyT OTOOPaHbI MAKETHI, YIOBIETBOPSIONINE 8cem Kpumepuim omoopa,
VKA3AHHBIM 8 CRUCKE, 8 COBOKYNHOCHIU.

B cnyyae oTcyTCTBUSI 3aperncTpuMpoBaHHbIX NakeToB, YAOBMNETBOPSIOLLMM KpuTepusiM oTbopa, Ha
3KpaH TepMuHana 6yaeT BbiBeAeHO NpeaynpexaeHue:

FNPSH-W-200C-HeT 3aAaHHbIX PerucTpPaLMOHHBIX 3anucen

B cnucke kpurepueB orOOpa MakeTOB MapaMeTp <uMs KpuTepra> MOXKET NPUHUMATh OJHO U3
CJHEAYIOIINX 3HAYCHUN:

e action— 0TOOp MO JACHCTBUIO, BHITOJIHEHHOMY HaJl TTAKETOM;
e code — 0TOOp O KOAY COOBITHS, CBA3aHHOIO C IIAKETOM;
e dstip— orbop no IP agpecam HazHaueHus nakera (moavko 0 IP nakemos);

e dstport — oTOOp MO HOMEpaM MNPHUKJIAJHBIX OPTOB Ha3HaueHUs mnakera (moavko o UDP u TCP
nakemoe);

e frame — o1O0p no Tunam kaapos Ethernet;

e in—0TOOp MO BXOAHBIM (HIBTPYIOIIUM HHTEPEHcam;

e ip—ot6op no IP agpecam kak UCTOYHMKA, TAK U HA3HAYEHMS NaKkeTa (movko 0 [P nakemos);
* mac —ot0op no MAC azpecam Kak HCTOYHUKA, TAK U HA3HAUCHUS [1AKETa;

e macdst —or6op no MAC agpecam Ha3HAuUEHHS MAKETA;
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e macsrc — otbop mo MAC ajpecaM UCTOYHUKA MTAKETa;

* natsid— orbop mo HoMepy oOpatHoit ceccuu NAT, kK KOTOPOU MPUHAIICKANT JaHHBIHN ITaKeT;
* order — HOPSJIOK COPTUPOBKH OTOOPAHHBIX MAKETOB MPHU BBIBOJIE;

e out — oTOOp MO BBEIXOJHBIM GHIBTPYIOIIUM HHTEpdeicam;

e port — oTOOp MO0 HOMEpaM MPUKIIAJHBIX TOPTOB KaK UCTOYHHUKA, TAK U HA3HAUCHUS TaKeTa (/mo1bKo 075
UDP u TCP naxemos);

* proto— 0TOOp MO THIIAM MPOTOKOJIOB, MHKAIICYIMPOBaHHBIX B KaJip Ethernet;

e rule — 0oTOOP IO TUITY © HOMEPY MTpaBHia GUIBTPALIUHN, IPUMEHEHHOTO K TTaKETy;
e sid— orOop 1o HOMEpPY ceccuu, K KOTOPOM IpUHaJIeKall IIaKeT;

e srcip—ot6op no IP agpecam ucrounrka makera (monvko 01 IP nakemos);

e srcport — or0Op MO HOMEpaM MPHUKIAIHBIX MOPTOB UCTOYHHWKA makera (moavko oas UDP u TCP
naxkemos);

e time— 0T60p IO BPEMCHHU pCTUCTPALIMHU ITAKETA.

OT10op mo JelicTBHIO, BHIMOJIHEHHOMY Haj makeroMm. Kputepuil action mo3BoJsieT BBIOpaThb
MaKeThl, HA KOTOPBIMH BBIIIOJIHEHO YKa3aHHOE AeicTBrue. Kpurepuii 0T00pa UMEET CIIeIyOIIMi CHHTAKCHC:

action={accept|drop|pass}[,...]

3HavyeHue KpuTepHus oTéopa action — CIMCOK ACHCTBHUM, BBINOJIHEHHBIX HaJA MakeTaMu (pasmeln
1.4.1, cp. 2):

* accept — 0TOOp MPOMYIIEHHBIX TAKETOB, MPOLIEAIINX 00paboTKy BCeX YpOBHEW NpaBuIl (QUIIBTPAIIH;
e drop — 0TOOp y/JIaJICHHBIX IIAKETOB;

* pass — 0TOOp MPOMYIIEHHBIX MAKETOB, HE MPOIIEIINX 00PabOTKY BceX ypOBHEH MpaBwil PUIBTPAIINH.

@ OfaHo 1 To e OeNCTBUE HE MOXET NPUCYTCTBOBATb B CIMUCKE ©onee ogHoro pasa.

ITpumep:
fnpsh> log packet show action=pass,drop

OT160op Mo Koay coObLITHA, CBA3AHHOTO ¢ makeToMm. IIpm 0OpaboTke makera MOTYT BO3HUKATh
COOBITHS, CBsI3aHHBIE C PA0OTON PA3NUYHBIX IOACHUCTEM MAKETHOrO (UiIbTpa, TaKUX Kak YIIpaBICHHE
ceccussmu 1 NAT. Koxbl 3THX cOOBITHI 3aIIOMUHAIOTCSA PU PETUCTPALMN TaKeTa.

Kpurepuii code mo3Bomsier BbIOpaTh MakeThl, pU 0OpabOTKE KOTOPHIX MPOU3OIUIO COOBITHE C
YKa3aHHBIM YUCIIOBBIM KofioM. Kputepuii oT00pa uMeeT ciexyronui CHHTaKCHC:

code=XXXX

rae
*  XXXX — HIECTHaAUATEPUYHbIN KOA COOBITHS.

[Ipumep (BbIOpaTh MaKeThl, C KOTOPBIMHU CBSA3aHO COOBITHE C KOJOM 0x3103):
fnpsh> log packet show code=3103

OT16op mo IP aapecam. Kpurepum dstip, ip U srcip NHO3BOJSIOT BbIOMparh [P maketsl c
ykazanHeiMu [P anpecamMu Ha3Ha4YeHHMs W UCTOYHHMKA Takera. KpuTepuu oTOOpa HMEIOT CIEIYIONUi
CHUHTAKCHUC:

{dstip|ip|srcip}={<IP_apgpec>[/<macka>]1}[,...]

rac
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e dstip— otbop IP makeros no IP agpecam HazHaueHus;
e ip—ot6op IP makeros no IP ampecaM kak HCTOUHWKA, TAK M HA3HAYCHHS,
e srcip— ortoop IP makeroB no IP anpecam ncrovynuka.

3HaueHue Kpurepus otoopa — crucok IP moxcereit u IP agpecos, pasneneHHbIX 3amsToil. [Tapamerp
<IP_ ampec> yKa3blBaeTcs B opmare, npuHATOM Ui IP afpecoB — XXX . XXX .XXX.XXX, TIe XXX — LeJoe
4HCJI0 B AUamna3oHe oT 0 Jo 255.

[Tapametp <macxa> ykasbiBaeTcsa 1100 B popmate [P agpeca, unu B popmare CIDR (konmmuuectBo
enuHUYHBIX OuT [P aapeca, oTBeneHHBIX O/ aapecaluio [P moaceTn B meiaom) — 1esnoe Yrucio B Juamna3oHe ot
1 10 32. 3HaueHHe MacKH JOJHKHO COOTBETCTBOBATH MpaBmiiaM pazbuenus [P ceteil Ha momcern.

@j Cnncok IP nogceten n IP agpecoB MoXeT cogepxaTtb He bonee 8 anemMeHToB.

Kputepun otéopa dstip, ip, srcip MMEIOT CMbICI ToNbko Ans IP nakeTos.

IIpumepsr:
» BbIOpats IP nmakets! ¢ IP agpecamu Ha3HaueHUst 192.168.169.125 uan 192.168.170.126:
fnpsh> log packet show dstip=192.168.169.125,192.168.170.126

e BboiOpars IP makerst ¢ IP agpecamu wncTouHmka w3 moaceTd 192.168.169.0 c¢ mackoii CIDR 25
(255.255.255.128):

fnpsh> log packet show srcip=192.168.169.0/25

e BoiOpare I[P maketst ¢ I[P  aapecaMum  HazHaueHWs WM UCTOYHMKA W3  MOJICETH
192.168.169.0/255.255.255.128 mn 192.168.170.122:

fnpsh> log packet show ip=192.168.169.0/255.255.255.128,192.168.170.122

OT10op mMo HOMepaM NPUKJIAAHBIX NMOPTOB. Kpurepuu dstport, port M srcport MO3BOJSIIOT
BbiOupats TCP u UDP makeTsl ¢ yka3aHHBIMH HOMEpaMH NPUKIATHBIX MOPTOB MCTOYHHKA M Ha3HAYCHHS.
Kputepuu or60pa MMEIOT CIIEIY IO CHHTAKCHC:

{dstport|port|srcport}={<HoMep_nopTa>|<NOpT_MUH>-<nOpT_MaKc>}[,...]
rae
e dstport —orbop TCP u UDP nakeroB 1o Homepam MOPTOB HA3HAYCHUS;
e port —otbop TCP u UDP naketoB mo HoMepaM HOPTOB KaK HCTOYHHKA, TAK U HA3HAYCHUS;
* srcport —orbop TCP u UDP nakeroB 1o HomMepam MOPTOB MPUEMHHUKA.

3HaueHHe KPUTEpPHUs 0TOOpa — CIHMCOK HOMEPOB IPUKIIATHBIX MOPTOB. DJIEMEHTOM CIIMCKA MOXKET
OBITh:

e <HOMep mopra> — OJMHOYHOE 3HAUYCHHE HOMEpa MNPHUKIATHOTO MOpTa (LENoe IECITUYHOE YHUCIO B
QAarra3oHe oT 1 10 65535);

e <nopr MMH>-<NOPT Maxkc> — UHTEpPBaJ]l NPUKIATHBIX IOPTOB OT HOMEpa <nopT MMH> [0
<nopT_Makc> BKIOYUTEIBHO.

@ Cnncok HoMepoB NpuKNagHbIX MOPTOB MOXET CoaepXaTb He bonee 8 aneMeHToB.

Kputepum otbopa dstport, port, srcport WUMeKT cmbicn Tonbko Ansa IP naketoB c
npoToKonamu TpaHcnopTHoro yposHa TCP unu UDP.

IIpumepsr:

e BbeiOpate TCP u UDP makeTsl ¢ HOMepaMu MPUKJIAIHBIX TOPTOB HAa3HAYEHUs M3 Juamna3oHa 137-139 u
445:

fnpsh> log packet show dstport=137-139,445
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» BbeIOpars TCP 1 UDP nmakeTs! c HOMepaMu MPHUKJIAAHBIX IOPTOB HCTOYHMKA M Ha3HAUCHHs 80 U 443:
fnpsh> log packet show port=80,443

o BbeIOpars TCP 1 UDP nakeTsl ¢ HOMepaMy MPHUKIIAAHBIX MTOPTOB UCTOYHUKA U3 JUana3oHa 1024-65000:
fnpsh> log packet show srcport=1024-65000

Ot16op no tunam kaapos Ethernet. Kpurepuii frame mo3BosisieT BBIOMpaTh MakeThl YKa3aHHBIX
tunoB kaapoB Ethernet. Kputepuii or6opa uMmeeT creayromunii CHHTaKCHUC:

frame={eth2,11c,snap,raw}[,...]
3HavyeHue KpUTepust 0TOOpa — CIIUCOK YCIOBHBIX 0003HaueHnit TunoB kaapos Ethernet:
e eth2 —kanp Ethernet II;
e 1lc—xkanp IEEE 802.3-LLC;
» snap — kajzp IEEE 802.3-SNAP;
e raw—kanp [EEE 802.3-raw.

@j OavH 1 ToT xe Tun kagpa Ethernet He MoxeT NpucyTcTBOBaTh B cnucke 6oree ogHOro pasa.

[Mpumep (Bb1Opath nakethl ¢ Trnamu kaapos Ethernet IEEE 802.3-LLCu IEEE 802.3-raw):
fnpsh> log packet show frame=11c,raw

OT160p mo PuabTpyromum uHTepdeiicam. Kpurepuu in, out MO3BOJISIOT BRIOUPATH TAKETHI,
NPUHATBIE WK TepelaHHble depe3 ykazaHHble (uiprpyromue untepdeiicet CCIIT-2. Kputepun orbopa
MMEIOT CIEAYONIUI CUHTaKCUC:

{in|out}={<umsa_uHTepthenca> | <Homep_uHTepthenca>}[,...]
rae
e in— oTOOp MO BXOMHBIM UHTEP(Elicam;
e out — oTOOp MO BBIXOIHBIM HHTEp(eiicam.
3HavyeHue KpuTepust 0Toopa — cucok ¢punpTpyromux uarepdericos CCIIT-2:
e <umsa mHTepderica> — CHMBOJIMYECKOE UM, IPUCBOCHHOE (pribTpyromeMy HHTepdecy;

e <HoMep mHTepbdeiica> — MOPSIAKOBBIH HoMep (uibTpyromero untepdeiica. Homepa ¢uabTpyromumx
untepgericop CCIIT-2 onpenensroTcss B COOTBETCTBUH ¢ X MapKUpOBKoH (pazaen 2.2, ctp. 7): 0 — Etho0,
1—-Ethlur. 1

@j OfVH 1 TOT Xe bUnNbTPYIOLWLMA MHTEPdENC HE MOXET MPUCYTCTBOBATb B CrMcke Gonee ogHOro
pasa.

[Tpumepsr:
e BBIOpPATH MAKETHI, MPUHATHIE C PUIBTPYIONIETO HHTEpdeiica ¢ CUMBOIMYECKAM UMEHEM External:
fnpsh> log packet show in=External

» BBIOpaTh MakeThl, epeAannble Ha GuibTpytomme uaTepdeiicsl ¢ HomepoMm 1 (Ethl) u ¢ cumBonHUecKUM
HMEHEM Mirror:

fnpsh> log packet show out=1,Mirror

OT160p mo MAC aapecam. Kputepun mac, macdst, macsrc IO3BOJSIOT BBEIOMpAaTh MAKETHI C
ykazanHbiMU MAC ampecaMu HCTOYHMKA U Ha3HaueHus. Kputepun oTOopa UMEIOT CIeqyIOINi CHHTAKCHUC:

{mac|macdst|macsrc}={<mac_aapec>[/<macka>}[,...]
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rae
¢ mac — oTOop makeroB mo MAC agpecam Kak UCTOYHHKA, TAaK U HA3HAYCHUS;
e macdst — otOop makeroB Mo MAC anpecam Ha3HAYCHHUS,

* macsrc — oToop nakeroB no MAC aapecaM UCTOUHHKA.

3uadyeHue kputepus ordopa — cnmcok MAC aznpecoB W BO3MOXKHBIM yKa3zaHHEM OWUTOBOW MacKH
MAC-anpeca. Ilapamerpsl <mac ampec> M <Macka> yKasplBaoTcsi B ¢opmare, npunsrom ansi MAC
a/IPECOB — XX : XX XX :XX1XX:XX, [JI6 xx — [IECTHAALATePUUHOE YUCIIO B Iuanas3oHe ot 00 xo £f. Ilomumo
atoro, OutoBast Macka MAC aznpeca <macka> TMPEACTaBISAET COOOW HEMPEPHIBHYIO ITOCIEI0BATEIHHOCTH
€IMHUL], 32 KOTOPOH MOXET CJIeJOBaTh TOJBKO HENpephlBHAs IOCIENOBAaTENIbHOCTh Hysned. Hampmep —
ff:£f£:££:00:00:00.

—+,  butoBasi macka MAC appeca moxeT ObITb WCronb3oBaHa AnA oT6opa MakeToB Ha OCHOBE
- coBnageHust Tonbko Ton Yactn MAC agpeca, koTopas COOTBETCTBYET €AMHUYHBIM OMTaM B Macke.

Takum obpasoM MOXHO, Hanpumep, BblibpaTb nakeTbl, MAC agpeca KOTOpPbIX COOTBETCTBYOT
Ethernet agantepam kakoro-nmbo ogHOro NPoM3BOAUTENS.

@ Cnncok MAC agpecoB MOXET cofepkaTb He boree 8 anemMeHToB.

[Ipumepsr:
» BBIOpaTh makeTsl ¢ MAC agpecaMyu HCTOYHUKA U Ha3HAYEHUS, HAYMHAIOMNXCS ¢ 00:11. . .:
fnpsh> log packet show mac=00:11:00:00:00:00/ff:ff:00:00:00:00

e BolOpats makeTsl ¢ MAC anmpecamm HazHaueHHsT 00:0e:35:4f:le:0d W ff:ff:ff:ff:ff:ff
(wmpoxoBemarensHble Kaapsl Ethernet):

fnpsh> log packet show macdst=00:0e:35:4f:1le:0d,ff:ff:ff:ff:ff:ff
« BBEIOpaTh makeTsl ¢ MAC aapecom UCTOUHUKA 00:11:2f:70:b6:83:
fnpsh> log packet show macsrc=00:11:2f:70:b6:83

OT16op mo Homepy odpatHoii ceccun NAT. Kpurepuii natsid mo3BONISIOT BHIOMpATh TMAKETHI,
BXOJIMBIINE B KOHTEKCT oOpartHOi ceccun NAT c¢ ykazaHHBIM HoMmepom, Kpurepumii otbopa wumeer
CJHEAYIOLINI CUHTAKCHC:

natsid=<Homep_ceccumn>
rae

e <HoMep ceccwm> — HoMep oOparHoW ceccun NAT (uemnoe necsiTHYHOE 4YMCIIO B AMana3oHe OT 0 110
65535).

—+, Homep obpatHon ceccun NAT 3apernctpMpoBaHHOro naketa MOXHO yBMOETb MPU BbIMONHEHWUN
I2 ’*7 nyHKTa “0bwas uHdpopmauuns” MEHIO MOAPOOHOro NpocMoTpa MHAOpPMaLUn O NakeTe.

[Tpumep (BBIOpaTh MakeThl, BXOAUBIINE B KOHTEKCT 0OpaTHoi ceccunt NAT ¢ Homepom 1908):
fnpsh> log packet show natsid=1908

CopTupoBKa MaKeToOB MO BpeMeHH peructpanuu. Kpurepwii order MO3BOIISET OTCOPTUPOBATH
OTOOpaHHBIE TIAKETHI MO BO3PACTAHUIO WM IO YOBIBAHWUIO BPEMEHHM WX peructpanuu. Kpurepwii nmeer
CJIEYIOIINN CUHTAKCUC:

order={asc|desc}

e
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* asc — COPTHPOBKA IO BO3PACTAHUIO BPEMEHHU PETHCTPAIMH MMaKeTa, Hanbojee paHHNE TMaKeThl BBIBOIATCS
B HayaJle CIIMCKA;

e desc — COPTHPOBKA MO yOBIBAHMIO BPEMEHH PEruCTpallly MaKeTa, HanOoee Mo3IHUE TaKeThl BBIBOASTCS
B Hayalle CIIUCKa (pedrcum cOpmuposKu no yMOIYAHUIO).

—-, TMpw BbIBOZE, MO YMOMYAHMIO MaKETbl COPTUPYIOTCS MO YGbIBAHWIO BPEMEHW PETUCTPaLuM
(order=desc).

[Tpumep (BBIBOJ BCEX MAKETOB B MOPSJIKE BO3PACTaHUS BPEMEHU PETUCTPAIIHH);
fnpsh> log packet show order=asc

OT100op Mo THUMaM MNPOTOKOJIOB, MHKANCYJIMPOBaHHBIX B Kaap Ethernet. Kpurepmii proto
MO3BOJISIET BHIOMpATh MAKEThl, COJAEpKallMe MPOTOKOJBl yKa3aHHbIX THUMNOB. Kpurtepuii orbopa umeer
CICAYIOIINM CUHTAKCHC:

proto={arp|ip|icmp|udp|tcp|ipx|other}[,...]
3HadyeHne KpUTepHsi 0TOOpa — CITUCOK YCIOBHBIX 0003HAYCHHIA THITOB MTPOTOKOJIOB:
e arp — nportokoisl ARP/RARP;
e ip—mporokoi IP;
e icmp — npotokoa ICMP (monvro ons IP nakemos);
e udp — npotokoa UDP (monvko ons IP nakemos);
e tcp —npotokon TCP (moavko onsa IP nakemos);
e ipx —mporokona IPX;

e other — MPOTOKOJ, HE OANANAIOIINI HHA MO OJIMH U3 IIEPEUNCICHHBIX BHIIIIE THITOB.

@j CnucoK TMNOB NPOTOKOMOB MOXET coaepxaTb He 6ornee 8 anemeHToB.

OOuH 1 TOT ke TUN NPOTOKOMNAa HE MOXET NpnCcyTCTBOBATH B CMUCKe 6onee ogHoro pasa.

[Mpumep (BIOpaTh MakeThl, cofepxkanire npotokoisl ARP/RARP umu TCP):
fnpsh> log packet show proto=arp,tcp

Ot6op mo Tuy ¥ HOMepy mpaswmia QuisTpanud. Kpurepuii rule mo3BosiseT BHIOpATh MAKETHI, K
KOTOPBIM OBIJIO MPUMEHEHO MpaBWio (WIBTpPAIMM YKAa3aHHOTO THIAa U HoMmepa. Kpurepmii oTtOopa mmeer
CIEAYIOIINM CUHTAKCHC:

rule={mac|arp|ip|iptmp|ipx]|ap}:<HoMep_npaBuna>

3HaueHne KpuTepus oTOOpa — THI W HOMep TpaBwia (uiIbTpaliiuu, pas3felieHHbIE CHMBOJIOM
JIBOCTOYMSL:

* mac — MAC npaBuio ¢puiabTpanuu;

* arp— ARP npasuno ¢punsrpanum;

e ip— IP npaBuno ¢punsTpanumy;

e iptmp — BpeMeHHOoe [P npaBuno ¢punsTpamym;

e ipx— IPX mpaBuio ¢unbTpanuu;

* ap— AP npasuio ¢punerpanuu (mpaBuiio GUIBTPALUK MPUKIIAJTHOTO YPOBHS);

* <HoMep mpaBmia> — HOMEp IIpaBuia (¢uIbTpaii OJHOTO W3 TEPEYNCICHHBIX BBINIE THIIOB.
[Ipencrasnser 00011 11eJI0€ AEeCATUYHOE YUCIIO B AUara3oHe oT 0 10 65535 I THUIIOB MpaBuJI mac, arp,
ip, ipx; IeI0e ASCATUYHOC YMCIIO OT 1 10 65535 I THIOB IIPaBUII iptmp U ap.
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[Ipumepsr:
e BbIOpATh MaKeThl, K KOTOPHIM ObUIO ITpuMeHeHo [P npasuio ¢ Homepom 10:
fnpsh> log packet show rule=ip:10
e BBIOpaThH MaKeTHI, K KOTOPBIM OBUIO MpUMeHeHO TiobansHoe ARP mpaswuiio:
fnpsh> log packet show rule=arp:0

OT100p mo Homepy ceccuu. Kputepuii sid Mmo3BOJISET BHIOpATh MAKETh, BXOJUBIIUE B KOHTEKCT
CecCHU ¢ yKa3aHHbIM HoMepoM. Kpurepuit oTOopa uMeer ciieyonuii CHHTAKCHC:

sid=<HomMep_ceccum>
rae

e <HOMep ceccym>— HOMEp CecCHU (Lie0e YUCIIo B [uana3oHe ot 0 10 65535).

—,  Homep ceccumn 3aperncTpupoBaHHOrO NakeTa MOXHO YBMAETb MPW BbIMOMHEHUW MyHKTa “Obuwas
- MHbopmMauma” MEHIO MOAPOOHOro NPOCMOTpa MHAOPMAaLMK O MaKeTe.

[Mpumep (BBIOpaTh MAKETHI, BXOAUBIINE B KOHTEKCT CECCHU C HOMEPOM 201 94):

fnpsh> log packet show sid=20194

OT00p 1o BpeMeHHM perucTpanum mnakera. Kputepuii time MO3BONSIET BbIOpPATh MAKETHI,
3apErnuCTPUPOBAHHBIC B TCUCHHUE YKA3aHHOTO BpeMeHH. Kpurepuil oTO0pa uMeeT CaeayIoNui CHHTaKCHUC:

time=<time_from>[-<time_to>]

Bo3MOXHO yKazaHM€ Kak TOYHOIO BPEMEHM DErMCTpAalluM, TaK W HMHTepBana BpemeHu. Ilpu
YKa3aHMM TOYHOI'O BPEMEHH PErucTpaluu OyayT OTOOpaHbl NaKeThl, BPeMs PEruCTpallMid KOTOPBIX B
COBIIAJIACT C TOYHOCTHIO JIO CEKYH/IbI C YKa3aHHBIM BpeMeHEM B Kpurepun ot6opa. Ilpu yxasanum unrepsana
BpeMeHH Oy yT 0TOOpaHbI NAKEThI, KOTOPBIE OBLIN 3aPErHCTPUPOBAHBI C MOMEHTA BPEMEHHU <time from> IO
MOMEHT BPEMEHH <time to> BKIIIOYUTEIIBHO.

ITapameTpsl <time from>H <time to> UMEIOT CIEAYIOIINIA CHHTAKCHC:
{rerr/mMm/a0. 94 :MM[:CC] | T /MM/A0 | Yd :MM[ : CCT}
e
e TTTT — YeTHIPEX3HAYHOE 3HAYCHUE T0J1a;
e MM — Mecsi roja (ot 01 10 12);
e 17— neHb Mecsra (ot 01 10 31);
e Yy — yacel B 24-yacoBoM ¢opmare (ot 00 110 23);
e MM — MHUHYTHI (OT 00 A0 59);
e CC—cexkyHanl (0T 00 10 59, M0 yMOT9aHuIO — 00).

Jnst yka3aHUSI TOYHOI'O BPEMEHH PETHCTPallid HEOOXOJIUMO HCIONb30BaTh TOJNBKO Iapamerp
<time from> B ¢opmare 'TTTT/MM/OI.YY:MM[:CC]"'" wim 'du:MM[:CC]'. B mocnexHem ciyuae
noapasymeBaercsi Bpemsa Tekyuiero ans. ®opmar 'TTTT/MM/IL MOXKET OBITh HCHONB30BaH Ui 0TOOpa
MMaKeTOB, 3aPETUCTPUPOBAHHBIX B TEUCHUE YKa3aHHBIX CyTOK (OT 00:00:00 10 23:59:59).

IIpumepsr:
e MOKa3aThb MakeTsl, 3apeructpuposannbie ¢ 12:00:00 30 mas 2007 roxa o 20:00:30 31 mas 2007 roga
fnpsh> log packet show time=2007/05/30.12:00-2007/05/31.20:00:30
e TMOKa3aTh nmakeTsl, 3apeructpupoBanHbie ¢ 09:00:00 go 23:00:00 Tekymux cyToK
fnpsh> log packet show time=09:00-23:00

e TI0KAa3aTh MAKETHI, 3aPErUCTPUPOBAHHBIC B TeueHUE cyToK 4 urons 2007 roga
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fnpsh> log packet show time=2007/06/04

e II0Ka3aTh MAKETHhI, 3apeTUCTpUpOBaHHbIe ceroans B 10:39:25

fnpsh> log packet show time=10:39:25

e TMOKa3aTh MakeTsl, 3apeructpuposannbie 30 mas 2007 roga B 12:09:45
fnpsh> log packet show time=2007/05/30.12:09:45

B xomange log packet show MOXHO YKa3blBaTh HECKOJBKO pa3iIuuHblX KpPUTEpUEB OTOOpa,
Hanpumep nns BeiBogma [P makeroB, 3aperncTpupoBaHHBIX B TedeHHe cyTok 7 wuioHs 2007 roma w
YIOPSIOYEHHBIX 110 BO3PACTAHUIO BPEMEHH PETUCTPALIUY, CIIELYET BbIIIOJIHUTh KOMaHy

fnpsh> log packet show proto=ip time=2007/06/07 order=asc

3.4.50. log session clear — oyucmka pe2ucmpauuu ceccull
Tog ses[sion] cl[ear]
Tpebyemvie npusunecuu — log.
Komanna ynanser u3 aiinoB perucrpanuu Bce 3aliUcH O 3apETUCTPHPOBAHHBIX CECCUSX.
ITpumep:
fnpsh> log session clear
OYUCTUTbL XypHan peructpauum ceccun? (Y/N) [N]: Y

FNPSH-I-30A9-PerucTpauus ceccum ouwuileHa
fnpsh>

3.4.51. log session show — npocmMomp 3apeaucmpupoeaHHbix cecculi
Tog ses[sion] sh[ow] [<kpuTepun_otbopa>]

ITapameTpst:

e <xpurepum orbopa> — HEOOSM3aTEIbHBIM MapamerTp, MO3BOJIIOLIMN BBIIOJIHATE MPOCMOTP TOJIBKO TEX
3apErUCTPUPOBAHHBIX CECCUN, KOTOPBIE YAOBJIETBOPSIIOT BBEICHHBIM KPUTEPUSIM.

Komanga BeIOMHSET MPOCMOTP 3aperHCTPUPOBAHHBIX ceccuil. BriBoa ocymiectsisiercss B Gopme
Tabmuubl. Kaxnas crpoka Tabuuibl COAep:KuT nHPOpMAaLnio 00 OZHOM 3aperucTpUPOBAHHON CECCHH:

e BpeMs PErucTpalyd CECCUH C TOYHOCTbIO 1O MHKPOCEKYHI. BbIBOAMTCS TOIBKO BpeMsi CyTOK Oe3
YKa3aHHs JaThl;

@ BpeMﬂ perncrTpaumm ceccumn coernagaeT C BpeMeHEM €e 3aBepLUEeHUA.

* mpaBuia QUIBTpaLIMK, HA OCHOBE KOTOPBIX co3daBaiiack ceccusi — [P mpaBuno ¢uibpTpanuy npucyTcTByeT
BCerja, BO3MOXKHO ykazanue AP mpasuia ¢punbTpanuu;

e arpuOyTHl KIMEHTAa — CHMBOJIMYECKOe uMs ¢uibTpyromero unrepdeiica, IP anpec kimeHra m HOMep
npuKIagHoro nopra (0na npomoxonos TCP u UDP);

e arpuOyTHl cepBepa — CUMBOJIHMUECKoe mMs (uiabTpytomiero uHtepdeiica, IP aapec cepsepa u HOMep
MPUKIIaTHOTO TIopTa (0712 npomoxonos TCP u UDP);

* THUIIBI IPOTOKOJIOB TPAHCHIOPTHOTO U MPUKJIAJHOTO YPOBHEH;

—+, TMpn otcytcTBAM KpuTepues oTGopa KomaHaa log session show BbIBOAWT BCe
lz 7 3apervucTpupoBaHHble Ceccum.

CCI1T-2 ogHoBpeMeHHO MoXeT XxpaHuTb 40 10000 3aperncTpMpoBaHHbLIX NAKeTOB/CECCUN.

BpCMH perucrpanuu CECCUU BLIBOAUTCA B (bopMaTe:

uy:MM:CC.AAALAA,
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rae:
e UY:MM:CC —vackl B 24-yacoBoM opmate (UU), MUHYTHI (MM) U CEKYHJBI (CC);
e NI — IOIH CEKYHIbI C TOYHOCTHIO IO MUKPOCEKYHIbI.

Kaxnas ceccust oTpaxaeT ceTeBOe B3aMMOJCHCTBHE MEXAYy IOBYMS y3ji1aMu ceTH. VMHummaTtop
Hayajga CETEeBOr0 B3aMMOJCHCTBMS HA3bIBACTCSl KIUEHMOM, APYTras CTOPOHA CETEBOr0 B3aUMOACUCTBHA —
cepsepom. ATpUOYTHI KITMEHTA U CepBEPa BHIBOASATCS B CieAyIoNeM popmare:

<nMs_uHTephenca>:<IP_aapec>[:<nopTt>]
rae

e <uMa mHTepdeiica> — cHUMBOJMYecKoe uMs QuubTpytomero wuntepdeiica CCIIT-2, Ha KOTOpBIHA
MIPUHUMAIOTCS TTAKEThI, BXOIINE B KOHTEKCT CECCHH, OT JaHHON CTOPOHBI CETEBOI'O B3aMMOJAEUCTBUS —
KJIMEHTa UJIM CepBepa;

e <IP ampec>—IP agpec cTopoHBI C€TEBOrO B3aUMOIEHCTBU;

e <nopr> — HOMEp MPHUKJIATHOTO TOPTa CTOPOHBI CETEBOTO B3aUMOJICHUCTBUS (mObKO 01 ceccull,
oazupyrowuxcsa na mpancnopmuolx npomorxonax TCP u UDP).

Tunel TPOTOKOJIOB OTPa)XaroT UMEHA MPOTOKOJIOB TPAHCHOPTHOTO M MPHUKIAIHOTO YPOBHEH, Ha
KOTOpBIX 0a3upoBaiach JaHHas ceccus. [IpOTOKOJIBI MPUKIIAIHOTO YPOBHS YKa3bIBAIOTCS TOJBKO JJIsS CECCHH,
0asupyroIMxcs Ha TpaHCOpTHBIX npotokoiax UDP u TCP.

s mpocMoTpa  3aperuCTpUPOBAHHBIX CECCHMM  HCHONB3YIOTCS KJIABMIIM U YIPABIISIOLIUE
MOCJIEeI0BATEILHOCTH, TIepeunciIeHHbIe B Tabuie 3.5.

Tabauua 3.5: YnpaBAaeHMe NPOCMOTPOM 3aPEerMCTPUPOBAHHbIX CECCHM

YnpaBneHune Ha3zHayeHHne
<> Mepexon K npeablayLiein ceccuu
<> Mepexoa K cneaytoLlern ceccum
<€&> lMepemMelleHre BNeBo Ha oanH ctonbeu Tabnnubl 3aperMcTpMpoBaHHbIX CECCUM
<>> MNMepemelleHne BNpaBo Ha 0AMH cTonbel Tabnuubl 3aperncTpMpoBaHHbIX CECCUN
<Home> MepemelyeHne K NnepsoMy cTonbuy Tabnunubl 3aperMcTpMpoBaHHbIX Ceccui
<End> MepemeleHne kK nocnegHemy ctonbuy Tabnumubl 3aperncTpMpoBaHHbIX CECCU
<Page Up> Mepexoa K NpeabiayLen cTpaHULEe BbiBOAA CECCUN
<Page Down> Mepexon K crieaytollel CTpaH1LUe BbiBOAa CECCUiA
<T> BbiBOA Tekyliero cucteMHoro spemeHun CCIMT-2
<Enter> Moapo6HbI NPOCMOTP MHMOPMaLMKN O 3aperncTpMpoOBaHHON ceccum
<H> BbiBOA MOACKa3Kku Mo KnasBuvwaM ynpasfieHWs MPOCMOTPOM 3aperncTpMpoBaHHbIX COBbITUN

(pncyHok 3.49)

<F10>, <Q> 3aBeplueHue BbIMOMHEHMS KOMaHAbI

[Ipumep BrIBOAa MH(POPMAIMK O 3aPETUCTPUPOBAHHBIX CECCUSX PUBOIUTCS Ha pucyHKe 3.49.

Tabnuiia 3aperucTpUpOBaHHBIX CECCHUM, NMPUMEP BBIBOJA KOTOPOH IOKa3aH Ha pHUCYHKe 3.49,
COJICPKUT TOJILKO OCHOBHBIE XapaKTEPUCTUKHU ceccuu. 110 Kamoit U3 3aperucTpupOBaHHBIX CECCHI UMEETCs
BO3MOKHOCTB IPOCMOTpa Bceil mmeromiercss nHpopManuu. s 3TOro HEOOXOAMMO BBIACIHTH HYKHYIO
CECCHI0, HCTIONB3Ysl KIIABUIIM YIIPaBIeHUS <1>, <¥>, <Page Up> U <Page Down>, a 3aT€M Ha)xaTh KJIABUIITY
<Enter> JIJIs BEIBOJIA HA 9KpaH TEpPMHUHATA MOpOoOHON HH(POpMaIuu o ceccur (pucyHoK 3.50).

3aBeplIeHHe NMPOCMOTpa MOAPOOHOH MH(MOPMAIUKM O CECCHU OCYLIECTBISETCS HAKaTUEM JII0OON
KJIABHIIIM Ha KJIABHATYpE.
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=4 e
:07:
2y e
:01:
:00:
:00:
00
00
:00:
:00:58

.020162
.020085
.019912
. 986858
. 981455
.981438
.981393
.981319
.981301
. 981256

53:00:58.981165

:00:58.981082
:00:58.981036
:00:58.981014
:00:58.980960
:00:58.980902
:49:48.913766
:37:48.841675
:25:28.767580
:13:28.695496
:01:28.623402
:49:28.551308
:37:28.479216

Ceccuu:

.020162
.020085

.551308
.479216

47-69 uz 90

Internal:192.168.169.124:57813
Internal:192.168.169.124:57755
Internal:192.168.169.124:52764
Internal:192.168.169.125:138 (netbhios—dgm)
Internal:192.168.169.124:63240

cTpenka BIPABO
ctpenka B/IEBO
ctpenka BBEPX
cTpenka BHH3
<Home >

<End>

<Page Up>
<Page Down>
<T? wnm <t>
<Enter>

Ha
Ha
Ha
Ha
Ha
Ha

cAeAynulWA cTonbel
npeasiayumii ctonbel
npeasigyuyn CTpoKy
cAeaynuyn cTpoky
nepebid cTonbel
nocnegHuii cTonbew,

Ha npegsigyuyn cTpaHuly
Ha cAeaynuyw cTpaHyuy
TEKYWEE CHMCTEMHOE Bpems
CEeCCUS AeTanbHo

MWEAT KNABHIA N9 NPOAONKEHHA. . .|

:0|Internal:192.168.169.125:138 (nethios—dgm)
0| Internal:192.168.169.125:138 (nethios—dgm)
:0|Internal :192.168.169.125:138 (nhetbios—dgm)
:0|Internal:192.168.169.125:138 {(netbios—dom)
Tekywmin: 57

ip
&

PucyHok 3.49: IpocMoOTp 3aperMcTpUpPOBAHHBIX CECCUM

Internal:192.168.169.124:57813
Internal:192.168.169.124:57755
Internal:192.168.169.124:52764

ceccuu: 2696

Bpema cozganua: 12.06.2007 23:00:46.647760, GMT
Bpema zaxkpwmtua: 12.06.2007 23:00:58.981165. GMT
lpuunHa sakpbiTUA: TaiiMayT HEaKTHBHOCTM
CocToaHue ceccuu: ycraHoBaeHa

llenouka npaeun: ip:0

Huteppeiic knuenta: Internal

HHTepgpeitic cepeepa: External

Agpec knuenta: 192.168.169.124

Aapec cepbepa: 194.85.96.53

TpancnoptHmia npotokon: 17 (udp)

NopT knuenta: 49622

NopT cepeepa: 53 (domain)

lpuknagHon npoTokon: domain

CueTunk naketoe (oT kaveHTasoT cepeepal: 171
Cuetunk Gaitt (oT knuenTa/oT cepeepa): 41796

: 47-69 us 903

ip:0 | Internal:192.168.169.125:138 (netbios-dgm)
ip:0|Internal:192.168.169.125:138 {(netbios—dgm?
Texymumin: 57

External .Mir

External ,Mir
External .Mir
External .Mir
External .Mir
External ,Mir
External .Mir
External .Mir

External .Mir

External ,Mir
External .Mir
External .Mir
External .Mir
External ,Mir
External .Mir
External .Mir

PucyHok 3.50: MoApOGHbIM NPOCMOTP MHCPOPMALLUU O CECCUU

Kputepun ot6opa ceccuii. I[lapamerp <xpurepun orGopa> NpENCTABIAET COOOMH
MMEHOBAHHBIX Tap, Pa3elIeHHBIX Tpo0eIoM, BUA!

<UMSA_KpuTepus>=<3HaveHune>[ ...]
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He nmomyckaercsi ykas3piBaTh B CHHCKE OJIMH M TOT K€ KpuTepuil oTOopa Oonee omnHoro pasza. B
pe3ybTaTe BHIMOJIHEHUS KOMaHAbl OyIyT OTOOpaHbl CECCHH, YAOBIECTBOPSIOIINE 6CeM Kpumepusim omoopa,
VKA3aHHBIM @ CRUCKE, 8 COGOKYNHOCHU.

B cnyyae oTCyTCTBMSA 3aperncTpyupoBaHHbIX CECCUM, YOOBMETBOPSAOLWMM KpUTEpUsM oTbopa, Ha
3KpaH TepMuHana byaeT BbiBEAEHO NpenynpexaeHue:

FNPSH-W-200C-HeT 3aAaHHbIX perMcTpauMOHHbIX 3anucemn

B crnmcke kpurepueB oTOOpa ceccuil mapaMeTp <ums KpuTepra> MOXKET NMPUHUMATh OJHO U3
CIEAYIOIMUX 3HAYCHUM:

* aproto— oTb0p N0 NPOTOKOIY NPUKIATHOTO YPOBHS;

e ifcl—otbop mo punbTpyromuM naTepdeiicaM KINeHTa;

e ifsrv—o100p no GUIBTPYIOIINM HHTEpdEiicaM cepBepa;

e ip—otbop no IP agpecam kak KIMeHTa, TaK U CEPBEPA;

e ipcl—otbop mo IP agpecam knuenra;

e ipsrv—otbop no IP agpecam cepBepa;

e order — HOPSIJIOK COPTUPOBKH OTOOPAHHBIX CECCHIA TIPH BBIBOJIE;

e port — 0oTOOp M0 HOMEPaM MPHUKIIATHBIX TTOPTOB KaK KIIMEHTA, TaK U CepPBepPa;
e portcl —oTOOp MO HOMEPAM MPUKIIATHBIX IOPTOB KIHEHTA;

e portsrv— 0TOOp IO HOMEpaM IIPUKIIAJHBIX IOPTOB CEPBEPA;

e sid— oTOop MO0 HOMEPY CeccHuu;

e tend— 0TOOp IO BPEMEHH 3aBEPIICHUS CECCHH (TO )K€ CaMO€, YTO M BPEMSI PETHCTPAIIH CECCHH);
* tproto— oTb0p IO NPOTOKOIY TPAHCIIOPTHOTO YPOBHS;

e tstart — oTOOp N0 BPEMEHH CO3JAHUS CECCUMU.

OT100p Mo MpPOTOKOJYy NMPUKJIAIAHOro ypoBHsl. Kpurepuii aproto mo3BosiseT BbIOpaTh CECCHUH,
Oazupytomiuecs: Ha TpaHcnopTHEIX npotokosiax TCP u UDP, ¢ ykazaHHBIM HOMEPOM WJIM UMEHEM TPOTOKOJIa
MPUKIIAJHOTO YpoBHs. Kputepuii oT00pa MMeeT clenyroIuii CHHTaKCHUC:

aproto={<ums_npoTokona> | <Homep_npoToKona>}
rae
e <yMA NPOTOKOJA> — CTAHAAPTHOE CUMBOJIMYECKOE UMS IIPOTOKOJIA (Hampumep, ftp, smtp, http);

e <HOMEp NpPOTOKOJA> — CTaHJAAPTHBIH HOMEp IMPUKIAAHOTO IIOpPTa, COOTBETCTBYIOIIWN JaHHOMY
MpOTOKOIY (Hampumep 21, 25, 80).

Kputepuin otbopa aproto MMeeT CMbICH TOMbKO AN Ceccui, 6asmpylomxca Ha nNpoToKonax
TpaHcnopTHoro ypoBHs TCP nn UDP.

IIpumepsr:
fnpsh> log session show aproto=smtp
fnpsh> log session show aproto=443

Ot160p no puabTpyomum unrepdeiicam. Kpurepun ifcl, i fsrv MO3BOJSIOT BBIOPATh CECCHH C
yKa3aHHBIMH (QUIBTPYIOIIMMH HHTEepQelicaMil KITUeHTa HITH cepBepa.

WnTepdeiic knmmenta — 3to punptpytrommii naTepdeiic CCIIT-2, Ha KOTOPHIH MOCTYIIAIOT MAKETH B
HAIpaBJICHUH OT KJIMEHTA K CepBepY B KOHTEKCTE JJAHHOW CECCHU.
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Untepdeiic cepsepa — 3to ¢unsTpyromuit narepdeiic CCIIT-2, Ha KOTOPHINA MOCTYNAIOT MAKETH B
HaIpaBJIEHUH OT CEpPBEPA K KIIMEHTY B KOHTEKCTE JJAHHON CECCHHU.

Kpurepun otb0opa NMEIOT CIeTy oI CHHTAKCHUC!
{ifcl|ifsrv}i={<uma_unTtepdenca> | <Homep_uHTepdenca>}[,...]
rae
e ifcl— orbop mo uHTepdericamM KIMEeHTa;
e ifsrv—or0op no uHTepdeiicam cepaepa.
3HaueHne KpuTepus oTdopa — cnucok punpTpyromux uaTepdeiico CCIIT-2:
¢ <uMa_wmHTepperica> — CUMBOJIIMYECKOEC UM, IIPUCBOCHHOE ¢unpTpyromeMy uHTepdeicy;

e <HoMep mHTepbeiica> — MOPSIAKOBBIH HoMep (uibpTpyromero untepdeiica. Homepa ¢uabTpyromux
untepgericop CCIIT-2 onpenensroTcss B COOTBETCTBUH ¢ UX MapKUpOBKoH (pazmen 2.2, ctp. 7): 0 — Eth0,
1—-Ethlur. 1

@j OOvH 1 TOT Xe UNBbTPYIOLWNIA MHTEpPdEC HE MOXET MPUCYTCTBOBaTb B Crincke Gonee ogHOro
pasa.

[Ipumepsr:

e BBIOpaTh CECCUU, Y KOTOPBIX HHTEp(dec KnreHTa — QUIbTpYIomui HHTepeiic ¢ CUMBOJINYECKUM HMEHEM
Internal:

fnpsh> log session show ifcl=Internal

e BHIOpaTh ceccHd, y KOTOpPHIX HHTepdeiic cepBepa — QuiapTpyrommii uaTepdeiic 0 (Eth0) wnm
GWIBTPYOIINI HHTEPQEHC C CHMBOJIMYECKHM UMEHEM Mirror:

fnpsh> log session show ifsrv=0,Mirror

Ot60p no IP agpecam. Kpurepuu ip, ipcl, ipsrv HO3BOJISIOT BRIOPATh CECCUU C YKa3aHHbIME [P
aZjpecaMu KIMeHTa U cepBepa. Kpurepun otbopa HMEIOT eIy oIInii CHHTaKCHUC:

{iplipcl|ipsrvi={<IP_aapec>[/<macka>]}[,...]
rae
e ip—oT0Oop ceccuii o IP agpecam kak KIMEeHTa, TaK U CepPBEPa;
e ipcl— otbop ceccuii o IP ampecam kineHTa;
e ipsrv— o0Tb0p ceccmii mo IP ampecam ceppepa.

3HaueHmne Kpurepust oroopa — crucok [P moxacereit u IP anpecos, pasaeneHnpix 3amsatoi. [lapametp
<IP anmpec> yKasblBaeTcs B ¢opmaTe, NpHHATOM Ui IP agpecoB — XXX .XXX.XXX.XXX, IJle XXX — Ieloe
4KCII0 B JUana3oHe oT 0 Jo 255.

[Napamerp <macxa> yka3wiBaercs 0o B popmare [P aapeca, unu B popmare CIDR (konmdectBo
enqnHNIHBIX OuT IP ampeca, oTBeneHHBIX oA aapecanuio [P moacern B menom) — 1eoe 9ucio B AUana3oHe OT
1 1o 32. 3HaueHre MAaCKU J0JKHO COOTBETCTBOBATH NpaBmiiaM pasouenus [P cereit Ha moncern.

@j Cnucok IP nogceten u IP agpecoB MOXeT coaepaTtb He 6onee 8 anemMeHToB.

[Ipumepsr:
» BbIOpaTh ceccuu ¢ [P agpecamu kimeHTa wim cepepa 192.168.169.124:

fnpsh> log session show ip=192.168.169.124
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e BbIOpare ceccun c¢ [P aapecom kimeHTa W3 moAceTH 192.168.170.0 c¢ Mackoi CIDR 25
(255.255.255.128) unn 192.168.169.125:

fnpsh> log session show ipc1=192.168.170.0/25,192.168.169.125
e BbIOpath ceccuu ¢ [P agpecom cepBepa u3 mojcetd 192.168.169.0/255.255.255.128:
fnpsh> log session show ipsrv=192.168.169.0/255.255.255.128

CopTupoBka ceccuii mo BpeMeHH peructpamum. Kpurepnii order MO3BOJISIET OTCOPTHPOBATH
oTOOpaHHBIE CECCHMU IO BO3PACTAaHHMIO WM MO YOBIBAHUIO BpEMEHHM WX perucrpauun. Kpurepuil mmeer
CIIETYIOIINHA CUHTAKCHC:

order={asc|desc}
rie

® asc — COpPTUPOBKA IO BO3PACTaAHUIO BPEMCHU PETUCTPALIUN CCCCHUU, HauboJjee PaHHHUEC CCCCUU BBIBOAATCA
B Ha4aJi€ CIIMCKa,

e desc — COPTHPOBKA MO YOBIBAHUIO BPEMEHU PETUCTPAIIMU CECCHH, HanboJiee O3 JHIE CECCHH BBIBOJISATCS
B HayaJe CIHCKa (pexcum cCopmuposKu no YMOLYAHUIO).

-, Tpu BbIBOAE, MO YMONYaHMIO CECCUM COPTUPYIOTCSI MO YObIBAHWIO BPEMEHWU PEerucTpalumn
(order=desc).

[Ipumep (BBIBOJ BCEX CECCUE B MOPSIKE BO3PACTaHUS BPEMEHU PETHCTPAIIVH):
fnpsh> log session show order=asc

OT10op mo HoOMepaM NpPHMKJIAIHBIX MOPTOB. Kputepuu port, portcl, portsrv MO3BOJSIOT
BBIOpaTh ceccuu, Oaszupyromuecs: Ha TpaHCcHOpTHBIX npoTokoiax TCP u UDP, ¢ ykazaHHBIMH 3HaYCHUSIMU
HOMEpPOB NMPHUKJIAJHBIX TOPTOB KIMEHTA UM cepBepa. Kpurepun nMeroT cieayonuil CHHTaKCHC:

{port|portcl|portsrv}={<HoMmep_nopTa> | <NOpT_MUH>-<nopT_MaKc>}[,...]
rae
e port — 0TOOp CeccHii 0 HOMEpaM MPUKJIAJIHBIX TOPTOB KaK KIMEHTA, TaK U CEPBEpa,;
e portcl — 0oTOOp CeccHii o HOMEpaM MPUKJIAJIHBIX TOPTOB KIUEHTA,
e portsrv— 0T0Op cecchii 0 HOMEpaM MPHUKJIAIHBIX TIOPTOB CEPBEPa;

3HaueHHe KPUTEPHUs 0TOOpa — CHHMCOK HOMEPOB IPUKIIATHBIX MOPTOB. DJIEMEHTOM CIIUCKA MOXET
OBITh:

e <HOMep nopra> — OAMHOYHOE 3HAYEHHWE HOMepa MPUKIAJHOrO Mopra (Lenoe AECATUYHOE 4YUCIO B
ZAarra3oHe oT 1 10 65535);

e <nopr MMH>-<NOPT Maxkc> — UHTEpPBaJ]l NPUKIATHBIX IOPTOB OT HOMEpa <nopT MMH> [0
<nopT Makc> BKIHOUUTEIbHO.

@ Cnmncok HOMEPOB NpuKIaaHbliX MNMOPTOB MOXET coAepXXaTb HE bonee 8 anemMeHTOB.

Kputepum otbopa port, portcl, portsrv UMEKT CMbICI TOMbKO OJ19 ceccuii, basnpyromxcs Ha
NpoTOoKoNax TpaHcnopTHoro ypoBHA TCP nnu UDP.

[Ipumepsr:
e BBIOpaThH CECCHM C HOMEPAMH MPUKIIATHBIX IOPTOB KIIMEHTA WK cepBepa 80 U 44 3:
fnpsh> log session show port=80,443
e BBIOpaThH CECCHM C HOMEPAMH MPUKIIAIHBIX IOPTOB KIMEHTA U3 IranazoHa 1024-65000:
fnpsh> log session show portc1=1024-65000

e BbIOpaTh CECCUU ¢ HOMEPaMHU MPUKJIAIHBIX IOPTOB CEPBEpa U3 AUana3oHa 137-139 u 445:



CCIT-2 - lpunoxeHuns 97

fnpsh> log session show portsrv=137-139,445

OT160op mo Homepy ceccuu. Kpurepnii sid Mo3BONSET BHIOPATh CECCHU C YKa3aHHBIM HOMEPOM.
Kputepwuit or6opa nMeeT creayroniii CHHTaKCHC:

sid=<Homep_ceccun>
rae

e <HOMep ceccum>— HOMEP ceccuu (LeJIoe YUCTIo B Juana3one ot 0 10 65535).
[Ipumep (BbIOpaTh BCe ceccuy ¢ HOMEPOM 2):

fnpsh> log session show sid=2

OT0op mo BpeMeHHW 3aBepuieHHsi ceccMd. Kpurepuii tend NO3BOJSCT BHIOPATh CECCHH,
3aBepIICHHbIE B TE€YCHNE YKa3aHHOTO BpeMeHn. Kpurepuii oT00opa uMeeT ciexyIonuii CHHTaKCHC:

tend=<time_from>[-<time_to>]

B03MOXHO yKa3aHHEe KaKk TOYHOTO BPEMEHH 3aBEPINCHHUS CECCHM, TaK U WHTEpBajia BpemeHu. [Ipu
yKa3aHUH TOYHOTO BPEMEHH 3aBEpIICHUs OyIyT OTOOpaHbI CECCHH, BPEMSsI 3aBEpIICHUS KOTOPBIX B COBIAJIAeT
C TOYHOCTBIO JI0 CEKYHJIBI C YKa3aHHBIM BpEeMEHEM B Kputepuu otoopa. [Ipu ykazaHuu MHTepBaia BpEeMEHH
OynyT oTOOpaHbI CecCHM, KOTOpble OBbUIM 3aBepIIEHBl C MOMEHTa BPEMEHHM <time from> IO MOMEHT
BPEMEHH <time to> BKIIOYHTEIHHO.

[TapameTpsl <time from>H <time to> UMEIOT CIEAYIOMINNA CUHTAKCHC!
{rrrr/mMm/pa.44:Mm:ccl|rrrr/mm/aa|vd:mm[:CcCl}
rie
e TTTT — YeThIPEX3HAYHOE 3HAYCHHUE IO/,
e MM — Mecsr roaa (otr 01 10 12);
e IIIT— meHb Mecsma (ot 01 g0 31);
e Uy —gacel B 24-gacoBoM ¢opmare (ot 00 110 23);
e MM — MHHYTHI (OT 00 70 59);
e CC—cexkyHp! (0T 00 710 59, M0 YMOTYaHHIO — 00).

s yka3zaHMsl TOYHOTO BPEMEHHM 3aBEPLICHUSI CECCUU HEOOXOMMO HCIIOIBb30BATh TOJIBKO MapamMerp
<time from> B ¢Qopmare 'I'TTT/MM/IL.Yd:MM[:CC]' wmim 'dd:MM[:CC]'. B mnocnemnem ciydae
nozapasymeBaeTcsi BpeMsi Tekymiero jaHs. @opmar 'TTTT/MM/II MOXeT OBITh HCIONB30BaH A 0TOOpa
CeCCHIA, 3aBEPIIECHHBIX B TEUCHHE YKa3aHHBIX CyTOK (0T 00:00:00 10 23:59:59).

Ceccus perucTpupyetcss B MOMEHT ee 3aBeplLUeHMsi, MO3TOMy BPEMS PEerMcTpauumM u Bpemsi
3aBepLUEHNSA CECCUM COBMaaaloT.

[Ipumepsr:
» BBIOpaTh ceccun, 3aBepmieHHbIe ¢ 12:00:00 30 mas 2007 roma o 20:00:30 31 mas 2007 roma
fnpsh> log session show tend=2007/05/30.12:00-2007/05/31.20:00:30
e TMoKa3aTh ceccud, 3aepiieHHble ¢ 09:00:00 no 23:00:00 Texymux cyToK
fnpsh> log session show tend=09:00-23:00
* BBIOpATH CeccHH, 3aBepIIEeHHBIE B TeueHHe cyTok 4 mrons 2007 rona
fnpsh> log session show tend=2007/06/04
» BBIOpaTh ceccu, 3aBepuieHHbIe cerofus B 10:39:25
fnpsh> log session show tend=10:39:25

» BBIOpaTh ceccun, 3aBepmieHHbe 30 Mas 2007 rona B 12:09:45
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fnpsh> log session show tend=2007/05/30.12:09:45

OT100p M0 NPOTOKOJIY TPAHCHOPTHOT0 YPoBHsA. Kputepuil tproto MO3BOJISET BEIOPATh CECCHUU C
yKa3aHHBIM HOMEPOM HJIM MMEHEM IIPOTOKOJIAa TPAHCIIOPTHOrO ypoBHs. Kpurepuit otOopa nMeeT cieryromuii
CUHTAaKCHC:

tproto={<uma_npoTokona> | <Homep_npoTokona>}

3HadyeHue KpUTepHsi 0TOOpa — CTaHAApTHOE MMs NPOTOKoja miu ero Homep. [lockonbky ceccun
CO3/1al0TCA TOJBKO JJisi MpOoTOKosioB TpaHcnopTHoro ypoHs TCP, UDP u ICMP, 3naueHuem kputepus
otOopa tproto MOXeT OBITh:

e <yMA_npoTokxojya> — tcp, udp WIH icmp,

e <uomep mnporoxomsa> — 6 (mporokon TCP), 17 (mpotokon UDP) unu 1 (mporokon ICMP).
IIpumepsr:

e BBIOpaTh ceccum, 6azupytrommecs: Ha mporokoie TCP:

fnpsh> log session show tproto=tcp

» BbIOpaTh ceccuu, 6asupytroumecs Ha nporokone ICMP:

fnpsh> log session show tproto=1

OTt00p mo BpeMeHu co3aaHusi ceccun. Kputepuii tstart mo3Bosnsier BEIOpaTh CECCHM, CO3JaHHBIC B
TEUeHHE YKa3aHHOTo BpeMeHH. Kpurepuii oTOOpa HMeeT CIey IO CHHTAKCHUC:

tstart=<time_from>[-<time_to>]

B03MOXXHO yKa3aHHE KaK TOYHOI'O BPEMEHH CO3JIaHMSl CECCHM, TaK W MHTEpBaja BpemeHu. [lpu
yKa3aHUH TOYHOTO BPEMEHH CO3/IaHHsl OYIyT OTOOpaHBI CECCHH, BpeMsl CO3JaHMSI KOTOPBIX B COBIIAIACT C
TOYHOCTBIO JI0 CEKYH[IbI C YKa3aHHBIM BpeMeHeM B Kputepuu otOopa. [Ipu ykasaHuu uHTEpBaja BpeMEHH
OyIyT OTOOpaHBI cecCUU, KOTOPbIE OBUIN CO3JaHbl C MOMEHTA BPEMEHHU <time from> MO MOMEHT BPEMEHU
<time to> BKIIOYUTCILHO.

[lapameTpsl <time from>H <time to> UMEIOT CIEAYIOIINNA CHHTAKCHC!
{rrrr/mm/pa.4d:mMml:ccl|rrrr/mm/an|ud:mm[:ccl}
rae
e TTTT — 4YeThIPEX3HAYHOE 3HAYCHHUE T'0J1a;
e MM — Mecsr roga (oT 01 o 12);
e IIIT — meHb Mecsma (ot 01 70 31);
e Yy —gacel B 24-yacoBoM ¢opmare (0T 00 110 23);
e MM — MHHYTHI (OT 00 70 59);
e CC—cekyHbI (0T 00 710 59, MO yMOI4aHuto — 00).

Jiist yKka3aHUsS TOYHOTO BPEMEHM CO3JaHUSI CECCHMHM HEO0OXOAWMO HCIIONB30BATh TOJIBKO HMapamerp
<time from> B ¢opmare 'TTTT/MM/LON.YY:MM[:CC]'" wmimm 'UU4:MM[:CC]'. B mociuemHem ciyyae
noapasymeBaeTcss Bpems Tekymiero aHs. @opmar 'TTTT/MM/OI MOXeT OBITh HCIIONB30BAaH A 0TOOpa
CECCHIi, CO3/IaHHBIX B T€UEHHE YKa3aHHBIX CYTOK (0T 00:00:00 10 23:59:59).

[Ipumepsr:
» BBIOpath ceccun, coznanubie ¢ 12:00:00 30 mas 2007 roxa mo 20:00:30 31 mas 2007 roga
fnpsh> log session show tstart=2007/05/30.12:00-2007/05/31.20:00:30
e moka3atb ceccu, co3anuble ¢ 09:00:00 10 23:00:00 Tekymux cyTok
fnpsh> log session show tstart=09:00-23:00
e BBIOpaTh ceccuw, Co3IaHHbIe B TeueHne cyTok 4 utons 2007 roga

fnpsh> log session show tstart=2007/06/04



CCIT-2 - lpunoxeHuns 99

» BBIOpaTh ceccuu, co3nanublie ceroans B 10:39:25

fnpsh> log session show tstart=10:39:25

» BbIOpaTh ceccu, coznannbie 30 mas 2007 rona B 12:09:45
fnpsh> log session show tstart=2007/05/30.12:09:45

B komanzme log session show MOXHO YKa3bIBaTh HECKOJBKO paziuyHbiX KPUTEPHEB OTOOpa,
Hanpumep ans BbIBoja ceccuid, Oasupyronmxcs Ha TpaHcmoptHoM npotokosie TCP, ¢ IP agpecom cepsepa
192.168.169.126 1 ynopsiA04eHHBIX IO BO3PACTaHUIO BPEMEHH PETUCTPAIUH, CIeIyeT BEITIOTHATD KOMaH/Y:

fnpsh> log session show tproto=6 ipsrv=192.168.169.126 order=asc

3.4.52. log show — npocMomp napaMempoe nodcucmembl pesucmpauuu
Tog sh[ow]

Komanzia BBIBOIUT Ha 9KpaH TepMHHAJA apaMeTphl MOJCUCTEMBI PETUCTPAIMH, YCTAHOBIICHHBIC B
tekymei koHpurypamun CCIIT-2.

ITpumep:
fnpsh> log show
PervcTpaums NnakeToB: BKJIIOYEHO
PervcTpaums OWMHOYHbLIX NAKETOB B CECCURX: OTKJIYEHO
PervcTpaums ownbouHbIX NaKeToB B NAT: OTKJIYEHO
PermcTpaums CUHXpoHMU3auun no NTP: OTKJIYEHO
Bbirpy3Ka XYPHaJ/IOB peructpauun no FTP: OTKJ/IOYEHO
FTP-cepBep: 192.168.169.254
NyTb Ha FTP-cepBepe: /fnplog/192.168.169.253
UMs nonb3oBaTens Ha FTP-cepBepe: fnplog
BbIrpy3Ka CUCTEMHbIX COObWeHun no SYSLOG: OTKJ/IOYEHO
SYSLOG-cepBep: 192.168.169.254
fnpsh>

3.4.53. log syslog show — npocmomp cucmeMHbIx coobujeHul
Tog sys1[og] sh[ow]

KomaHna BBINOJHSET TIPOCMOTP COOOIICHWH, 3aperuCTPUPOBAHHBIX JOKATbHBIM SYSLOG
cepBepom CCIIT-2.

CucreMHBIE COOOIIEHNS — 3TO TEKCTOBBIE CTPOKH, UMEIOIINE CIIEAyIOMmuil popmar:
<Bpemsa_perucTtpauumn> fnp2 fnp[<PID>]: <umA_moaynsa>: <coobijeHue>

rae
e <BpeMmsa permcrpauny> — BpeMs perucrpauuu cucteMHoro cooduienus SYSLOG cepsepom;
e <PID>— waeHTH(UKATOP Mpoliecca, OTIpaBuBIIWiA JaHHOe coobrienue SYSLOG cepiepy;
e  <mmMsa mogmysa>— uMs nporpammuoro monyisi CCIIT-2, oTnpaBuBLIero JanHoe COOOIIEHUE;

e <coobBmenme> — TEKCTOBOE COOOIIEHHE.

-, OBHOBMEHMe crmucka CUCTEMHbIX COOOLLEHWN BLIMOMHAETCA onepauuoHHon cuctemon CCIT-2
aBTOMaTU4eCKn 1 He TpebyeT BMellaTensLCTBa aAMUHUCTpaTopa.

4

pervcTpaumu.

@] CuctemHble cooOuleHns Bcerga ynopanodmBaroTCA B MNMOpdaKke BO3paCTaHUA BpeMeHu KX

Jis mpocMoTpa 3apeTMCTPUPOBAaHHBIX COOBITHHA HCIONB3YIOTCS KIABUIIKM W YIPABILSIFOIINE
MOCIIEA0BATENBHOCTH, TIEpeUrciIeHHbIe B Tabmuie 3.6.
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Tabanua 3.6: YnpaBaeHMe NPOCMOTPOM 3aPErMCTPUPOBAHHbIX CUCTEMHBIX COOGLLLEHUN

YnpaBneHune HaszHayeHue
<t> Mepexoa K npeablayLleMy CUCTEMHOMY COOBLUEHWIO
<> Mepexoa K cneaytoweMy CUCTEMHOMY COO6LLEHUIO
<€e> MepemelleHne Ha 04HY NO3MLUIO BIEBO MO CTPOKAM CUCTEMHbIX COOBLEHWNI
<>> MNepemelyeHne Ha o4HY NO3ULMIO BMNPABO MO CTPOKAM CUCTEMHbIX COObLLEeHnI
<Home> MepemelleHne K NepBoM MNO3ULMKN CTPOK CUCTEMHbIX COOBLUEHWNI
<End> MNepemelleHne K nocnegHen NO3NLMN CaMor AJIMHHON CTPOKM CUCTEMHOrO cooblieHns, u3
TeX YTO B AA@HHbIN MOMEHT BMAHbI Ha 3KpaHe TepMuHana
<Page Up> Mepexoa K NpeabiayLen CTpaHMLUEe BbiBOAA CTPOK CUCTEMHbIX COObLEHUM
<Page Down> Mepexoa K cneaytowen cTpaHuLle BbiBOAa CTPOK CUCTEMHbIX COOBLLEHUI
<Ctrl+B> Mepexoa K NepBOMYy CMCTEMHOMY COOBLLEHMIO
<Ctrl+E> Mepexoa K nocnegHeMy CUCTEMHOMY COOBLUEHWIO
<H> BbiBOA noAckaskym  nNo  KnasuwaMm - yrnpasfieHUs  MPOCMOTPOM  3apermcTpMpoBaHHbIX

CUCTEMHbIX coobleHnn (pucyHok 3.51)

<F10>, <Q> 3aBeplueHne BbINOAHEHNUS KOMaHAab!

[Mpumep BeIBOa MH(POPMAIUK O 3aPETUCTPHPOBAHHBIX CHCTEMHBIX COOONICHUSX NPHBOIUTCS HA
pucynke 3.51.

fypHan peruvcTpaunu cucTemHbx coobueHui
:51 fnp2 fnpl8381: fnp_logd: Daiin perucTpaumu cobuiTuit cozgaH

:51 fnp2 fnpl839]1: fnp_logd: Cepeep peructpaumu rotoe k pabote (PID

:51 fnp2 fnpl8411: fnp_csd: CepBep NpoBEpPKM KOHTPOSIbHBIX CYMM FOTOB

:51 fnp2 fnpl8431: fnp_authd: Cepepep aBTopuz3auum rotoe k pabore (PID

:51 fnp2 fnpl845]1: fnp_shd: Komanghmiti cepeep rotoe k pabore (PID 84

ctpenka BIIPABO - Ha oauH cumMBOn BRpaBo
ctpenka B/EBO HA OgWH CHMBOM BMEBO
ctpenka BBEPX Ha OfHY CTPOKY BBEpX
ctpenka BHH3 Ha OfgHY CTPOKY BHWUZ
<Home> HAa MNepBbIA CUMBOA CTPOKM
{End> Ha MOCAEAHWIA CHUMBOM CAMON [MIMHHOM CTPOKHW |[Ellez R elTesTi
<Page Up> Ha OAWH 3IKpaH BBEpX po (Eth2)
<Page Doun> HA OAWH 3IKPAH BHUI
<CTRL>+'b"’ K Haudany gakina
<CTRL>+'e’ K KOHUY (arina

po (Eth2)
MOEAA KNABHIIA ANA MPOAONKEHKA. . .|}

pumnca
:39:09 fnp2 fnpl845]1: fnp_shd: (chld_hndlr) lpouecc 3386 zapepumnca
:41:44 Tnp2 fnpl845]1: fnp_shd: (chld_hndlr) lpouecc 3391 zapepuunca
:43:41 Tnp2 fnpl845]1: fnp_shd: (chld_hndlr) lMpouecc 3392 zapepumnca
:28:08 fnp2 fnpL146881: fnp_cryd: flouepHuii npouecc 14689 zapepuuvnca c
Ctpoku: 16-38 uz 51 Ctonbum: 1-80
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PucyHok 3.51: IpocMoTp cUCTEMHbIX COOBLL,EeHUH

3.4.54. nat arp add — dobaeneHue 3anucu e ARP mabnuuy
nat arp add {<Homep>|<uma>} <IP_aapec> <MAC_aapec>

Tpebyemvie npusunecuu — cfg umm pf.
ITapameTpsi:

» ¢unpTpyromuii uaTEpdEiic, ¢ KOTOpHIM OyIeT cBsA3aHa Jo0aBiseMast 3aIuCh
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v <HoMmep> — MOPSAAKOBEIA HOMEp GuIbTpyromero uarepdeiica. Homepa gunsrpyrommx uaTepdeiicon
CCIIT-2 ompenensiroTcst B COOTBETCTBHM ¢ UX MapKHPOBKOi1 (pazaen 2.2, ctp. 7): 0 — Eth0, 1 — Ethl u
T. I.;

v <umMa>— CHMBOJHMYECKOE MM, IPUCBOCHHOE (QHIBTPYIOIEeMy HHTep(eiicy;
e <IP ampec>— IPanpec y3na, nocrynmHoro yepe3 ykazanHbli Gunbrpyrommii uarepderic CCIIT-2;
e <MAC ampec>—MAC azapec ceTeBoro aganrepa ysia, COOTBETCTBYIOIINI ykazaHHOMY [P anpecy.

Komanga nobGaBnsier HOByro 3amuch B craTuyeckyto ARP TaOmuily moacucTeMbl TpaHCISILUH
CETEBBIX aJIPECOB U U3MEHSIET COOTBETCTBYIOILINE HACTPOHKH B TeKymeil koHpuryparuu CCIIT-2.

[TapameTp <IP anpec> ykasbplBaeTcs B opmate, IpUHATOM uis [P afpecoB — XXX . XXX . XXX . XXX,
re XXX — 1IeJI0€ YUCIIO B JUama3oHe oT 0 10 255.

[Tapamerp <MAC ampec> ykasbiBaeTca B Qopmare, npunsirom a1t MAC  agpecoB —
XX XX IXX XX !XX1XX, [JI€ xx — IIeCTHAAIIaTepUIHOC YHCJIO B 1rara3oHe oT 00 mo f££.

@j Cratnyeckass ARP Tabnuua MoxXeT cogepxaTtb He bonee 256 3anuncen.

Cratnyeckas ARP Tabnvua He MOXeT cogep)kaTb HEeCKONbKO 3anucer ¢ oavHakoBbiMu IP nnu
MAC agpecamu

[Ipumepsr:
fnpsh> nat arp add External 192.168.169.158 00:04:23:bd:0b:d1
FNPSH-I-3074-HoBas 3anucb AobaBneHa B ARP Tabnuuy
fnpsh>
fnpsh> nat arp add 0 192.168.169.158 00:04:23:bd:0b:d2

ENPSE—E—lODB—IP ajpec yxe cyuwecTtByeT B ARP Tabnuue (192.168.169.158)
npsh>

3.4.55. nat arp clear — oyucmka ARP mabnuub!
nat art cl[ear]

Tpebyemvie npusunezuu — cfg umm pf.

Komanna ynanser Bce 3anucu u3 cratuueckoil ARP TaGumuIel mojacucTeMbl TPAHCISIMUA CETEBBIX
aJpECcOB M U3MEHSIET COOTBETCTBYIOIINE HACTPOUKHU B TeKylued koHpurypanuu CCIIT-2.

[Ipumep:
fnpsh> nat arp clear
O4YncTuUTb ARP-Tabnuuy? (Y/N) [N]: Y

FNPSH-I-3076-ARP Tabnuua ouwuieHa
fnpsh>

3.4.56. nat arp delete — yGanerue 3anucu u3z ARP mabnuubi
nat arp del[ete] {{<Homep>|<uma>}|<IP_aapec>|<MAC_aapec>}

Tpebyemvie npusunecuu — cfg v pf.
[Tapametpsr:
e <szanuch>— HoMep 3anucu ARP Tabnuipr;
e (unpTpyrommii uHTEpQEiic, C KOTOPHIM CBS3aHa yalseMas 3amuch

v <HoMmep> — MOPSAAKOBEIH HOMEp GuIbTpyromero uarepdeiica. Homepa punbrpyrommx maTepdeicon
CCIIT-2 ompenensiroTcst B COOTBETCTBHU C UX MapKUPOBKOW (pazaen 2.2, ctp. 7): 0 — Eth0, 1 — Ethl u
T. I.;

v <ums> — CHMBOJIMYECKOE UMS, PUCBOCHHOE (DUIHTPYIOMIEMY HHTEP(EICY;

e <IP ampec>—IPagpec, c KOTOpBIM cBA3aHa yAaseMas 3auch;
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e <MAC_ampec>—MAC azgpec, ¢ KOTOPBIM CBs3aHa yAalsieMas 3aIKch.

Komanpa ynanser 3amucu u3 cratmueckod ARP Tabmuubl mojcucTeMbl TPaHCISIUH CETEBBIX
a/IpecoB M U3MEHSET COOTBETCTBYIOIIME HACTPOHKH B TeKyieil koHpuryparmu CCIIT-2.

TL# Pexum yaoaneHusa 3anucemn 3aBUCUT OT YKa3aHHOro napamertpa:

/4

e eCfv B KayecTBe napaMeTpa yka3aH cunbtpyrowmn nHtepdgenc CCIT-2, To n3 ARP tabnuupl
OyayT yaaneHbl Bce 3anvcy, CBA3aHHbIE C 3TUM MHTEPdENCOM;

e ecrnu B KavecTBe napameTtpa ykasaH IP agpec, 1o n3s ARP Ttabnuubl OygeT yaaneHa 3anuch,
cBsizaHHasa ¢ atum IP agpecowm;

e ecnv B Ka4yecTBe napameTtpa yka3aH MAC agpec, 1o n3 ARP Tabnuubl OyaeT yaaneHa 3anuce,
cBsazaHHasa ¢ atum MAC agpecowm;

IIpumepsr:

fnpsh> nat arp delete External

YaanuTe 3anucb <External 192.168.169.158 00:04:23:bd:0b:d1>? (Y/N) [N]: Y
FNPSH-I-3075-3anucb yaaneHa u3 ARP Tabnuupl

YaanuTe 3anucb <External 192.168.169.157 00:04:23:bd:0b:d2>? (Y/N) [N]: Y
FNPSH-I-3075-3anucb yaaneHa u3 ARP Tabnuupl

fnpsh>

fnpsh> nat arp delete 00:04:23:bd:0b:d1

YpanuTb 3anncb <External 192.168.169.158 00:04:23:bd:0b:d1>? (Y/N) [N]: Y
FNPSH-I-3075-3anucb yaaneHa u3 ARP Tabnuupl

fnpsh>

fnpsh> nat arp delete 192.168.169.157

YaanuTe 3anucb <External 192.168.169.157 00:04:23:bd:0b:d2>? (Y/N) [N]: Y

FNPSH-I-3075-3anucb yaaneHa u3 ARP Tabnuupl
fnpsh>

3.4.57. nat arp show — npocmomp 3anuceld ARP mabnuuyp!
nat arp sh[ow]

KoManna BBIBOIUT Ha dKpaH TepMHHANA 3amucu cratmdeckoi ARP Tabmuisl momcucTembl
TPAHCISIMKM CETEBBIX aipecoB. IIpocMoTp 3amuceldil BBHINOIHICTCS B COOTBETCTBUHM C TEKYIIMM PEKUMOM
pocMoTpa aHHbIX komaHHoro nHTepderica CCIIT-2 (pasnen 2.6.6, ctp. 21).

Kaxnas 3anmce ARP Tabmuipl COCTOUT U3 CIETYIOIINX TTOJIEH:
e cuMBONHYecKoe uMs puibTpyromero uatepgeiica CCIIT-2, ¢ KOTOpbIM CBs3aHa TaHHAs 3aIUCh TaOJIHIIbI,
o [P agpec y3na cetu, 1OCTYyIHOTO Yepe3 JaHHbIN QUIbTpyromuil uHTepdeiic;
* MAC aapec cetu, cooTBeTCTBYIOIMMIA JaHHOMY [P ampecy.
[Ipumep:
fnpsh> system fnpsh viewer no

FNPSH-I-3087-Pexum npocmoTpa M3MeHeH
fnpsh> nat arp show

WHTepdenc IP-aapec MAC-ajapec
External 192.168.169.158 00:04:23:bd:0b:d1l
External 192.168.169.157 00:04:23:bd:0b:d2
fnpsh>

3.4.58. nat disable — ebiknioyeHue pexuma NAT
nat dis[able]

Tpebyemvie npusunecuu — cfg vm pf.

Komanpga BeIkmiouaeT pexum TpaHcisinuu ceTeBbix anpecoB (NAT) nakeTHoro gpuiabTpa u U3MEHsET
COOTBETCTBYIOIIME HACTPOHKH B TeKymel koHpurypamuu CCIIT-2.

IIpumep:
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fnpsh> nat disable

OTkMounTb NAT? (Y/N) [N]: Y
FNPSH-I-3069-NAT BbIK/lOYEH
fnpsh>

3.4.59. nat enable — exnio4eHue pexxuma NAT

nat en[able]

Tpebyemvie npusunecuu — cfg v pf.

Komanpma BkITtO9aeT pexuM TpaHCIANHN ceTeBIX anpecoB (NAT) makeTHOro GpuibTpa U H3MEHSET
COOTBETCTBYIOIIHE HACTPOIKH B TeKymien kondurypanuu CCIIT-2.

@ Mepen BknoyeHnem pexxuma NAT He06X0AMMO BbIMOSNHUTL CReayoLmne YyCTaHOBKMN:

e ycTaHoBka IP apgpeca BHyTpeHHero wuHTepdenca NAT — KomaHga nat private ip
(npunoxenwne 3.4.64, ctp. 105);

e ycTaHoBka IP agpeca BHellHero uHtepdgenca NAT — komanga nat public ip (MpunoxeHue
3.4.68, ctp. 107);

e yCTaHOBKa LUMO3a MO yMon4yaHuio ansa BHewHero nHtepdenca NAT — komaHda nat public
gateway (npunoxexue 3.4.67, ctp. 106);

e pobGaBneHne B cratudeckyto ARP Tabnuuy 3anucu o6 IP u MAC apgpecax wrmio3a no
ymonyaHuio ans BHewHero nHtepdenca NAT — komaHda nat arp add (mpunoxeHue 3.4.54,

ctp. 100).

[Ipumepsr:
fnpsh> nat enable
FNPSH-E-10D5-HeponycTumble napameTpbl NAT (aapeca BHYTPEHHEro M BHeWHero uHTepdenca, wWwio3 no
YMOYAHMI0)
fnpsh>
fnpsh> nat enable

FNPSH-I-3068-NAT BKJO4YeH
fnpsh>

3.4.60. nat log disable — ebiknio4eHue peaucmpayuu nakemos, ydansembix NAT

nat log dis[able]

Tpebyemvie npusunecuu — cfg nmm pf.

KomaHga BBIKITIOYAET perucTpanmio NakeToB, 0TOPachIBaEMbIX MOACUCTEMON TPAHCISIIUN CETEBBIX
aapecoB (NAT) 1 U3MeHsET COOTBETCTBYIOLINE HACTPOHKH B TeKyei konurypaunn CCIIT-2.

ITpumep:
fnpsh> nat log disable

FNPSH-I-3071-PerucTpauva nakeToB, YyAasieHHbIX NAT, BbIK/JKYEHA
fnpsh>

3.4.61. nat log enable — exnioyeHue pesucmpauyuu nakemoe, yoansembix NAT

nat Tog en[able]

Tpebyemvie npusunezuu — cfg umu pf.

Komanna BxiIOYaeT perucTpanuio IMaKkeToB, YAAlseMBbIX MOJACHUCTEMOM TPaHCISALUN CETEBbIX
aapecoB (NAT) 1 U3MeHsET COOTBETCTBYIOIINE HACTPOHKH B TeKymei konurypanun CCIIT-2.

B pexvme NAT nakeTbl MOryT yAansiTbCA M3-3a HEBO3MOXHOCTM UX MNepefayn Ha BbIXOAHblE
dunbTpyowmne nHTepdericel. Hanpumep, ARP nakeTtbl He MOryT ObiTb NepeaaHbl U3 BHYTPEHHEN
CETW BO BHELLHIOKW CETb U AEMUMNUTAPU30BAHHYIO 30HY.

—y
- T
=
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[Ipumep:
fnpsh> nat log enable

FNPSH-I-3070-Permcrpaums nakeToB, YyAaNeHHbIXx NAT, BKJYeHa
fnpsh>

3.4.62. nat port— ycmaHoeka duana3oHa nopmoe NAT
nat port <nNOPT_MWUH>-<MOPT_MAKC>
Tpebyemvie npusunecuu — cfg umm pf.
ITapameTpsi
e <nopT MMH> — HWXKHAA I'PaHULA Auana3oHa nopToB NAT;
e <nopT Makc> — BEpPXH:id IpaHulla AuanazoHa nopros NAT.

Komanzaa u3meHsier nuamna3oH HOMEpPOB MOPTOB, MCHONB3YEeMbIH M TpaHCIALMM HOMeEpa HopTa
oOpabaTbiBaeMOro TmakeTa, IIE€pelaBaeéMOro W3 BHYTPEHHEH CeTH BO BHEIIHIOIO CETh  WIN
JeMUJIUTAPU30BaHHYIO 30HY. COOTBETCTBEHHO U3MEHSIOTCS HACTPOUKH Tekymiel korndurypamun CCIIT-2.

—+, [o ymonyaHuio ucnosnb3yetcs avanasoH Homepos noptos 45000-60000.

TpaHcnauus HomepoB NOPTOB BbINONHSAETCH Tonbko Ans TCP n UDP nakeTos.
[nana3oH HoMepoB NOPTOB MOXET yCTaHaBnMBaTbC B npedenax oT 30000 o 65535.

lMepen wnsmeHeHvem Auana3oHa HomepoB MopToB pexuMm NAT gomkeH ObiTb BbIKIOYEH —
KoMaHda nat disable (mpunoxeHue 3.4.58, ctp. 102).

Mocne wusmeHeHus guanadoHa noptoB NAT HeobxoaMMo nepesanyCTuTb MNakeTHbIA OUNBLTP
CCIlT-2 —komaHga filter restart (npunoxeHue 3.4.8, ctp. 58).

IIpumepsr:

fnpsh> nat port 30000-40000
FNPSH-W-2029-HeobXxoanMo OTKIOUYUTbL NAT
fnpsh>

fnpsh> nat disable

OTKMoUNTbL NAT? (Y/N) [N]: Y
FNPSH-I-3069-NAT BbIK/IOMEH

fnpsh>nat port 30000-40000

M3MeHUTb amanasoH nopTtoB NAT? (Y/N) [N]: Y

FNPSH-I-306A-Anana3oH nopToB NAT M3MeHeH. HeobxoAuMO nepe3anycTUTb MNaKeTHbn GUIbTpP
fnpsh>

3.4.63. nat private delete — yoaneHue napamempoe eHympeHHe20 uHmepgelica
NAT

nat prival[te] del[ete]

Tpebyemvie npusunecuu — cfg vmm pf.

Komanna ypanser wnasHaueHnblii [P ampec ¢ BHyTpeHHero uHTepdeiica NAT u wuzMmeHsier
COOTBETCTBYIOIINE HACTPOUKH B TeKymiel koHpurypamuu CCIIT-2.

Mepen yoaneHneM napameTpoB BHYTpeHHEro nHtepdenca pexxum NAT gomkeH ObiTb BbIKMHOYEH
— KOMaHga nat disable (npunoxenune 3.4.58, ctp. 102).

IIpumepsr:

fnpsh> nat private delete
FNPSH-W-2029-Heobx0AnMO OTKAOUUTbL NAT
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fnpsh>

fnpsh> nat disable

OTkMounTb NAT? (Y/N) [N]: Y

FNPSH-I-3069-NAT BbIK/KYEH

fnpsh> nat private delete

YpanuTb IP-aapec BHyTpeHHero uHTeptenca? (Y/N) [N]: Y

;NPSE—I—SOGF—IP aApec BHYTpeHHero uHTepdenca NAT ypaneH
npsh>

3.4.64. nat private ip — ycmaHoeka IP adpeca eHympeHHe20 uHmepghetica NAT
nat privalte] 1ip <IP_aapec/macka>

Tpebyemvie npusunezuu — cfg umm pf.
ITapameTpsr:

e <IP ampec/macka>— IP anpec u macka nojceru, KoTopsle OyayT Ha3HaYeHbl BHyTPEHHEMY HHTEpdeicy
NAT.

Komanpma naznagaer [P agpec m macky moacetn BHyTpeHHeMy mHTepdericy NAT u coxpaHseT 3Tu
HAcTpoKH B Texyeil konpuryparun CCIIT-2.

Mepen ycraHoBkow IP agpeca BHyTpeHHero nHtepderica pexum NAT OormkeH ObiTh BbIKMOYEH —
KoMaHOa nat disable (npunoxexue 3.4.58, ctp. 102).

YctaHoBneHHbl IP agpec BHyTpeHHero uHTepderica NAT gomkeH BbicTynatb B kadectse |P
agpeca Lun3a no yMonyaHuio Ang y3noB BHYTPEHHEN CETU.

'8
-

&

IP agpec BHyTpeHHero uHTepcenca NAT aBngeTcss BUPTyanbHbIM agpecoM, MCMOSb3yeMbIM
TONbKO nakeTHbiM cunbTpoM CCIT-2 gna  peanu3aumm  pexuma NAT. OunbTpytowme
nHtepdencol CCIIT-2 npy aToM NpogosmkaT PyHKUMOHMPOBaTL B 6e3a4peECHOM peEXUME.

[Ipumepsr:

fnpsh> nat private ip 192.168.169.190/255.255.255.224
FNPSH-W-2029-HeobXxoanMo OTKIUYUTbL NAT
fnpsh>

fnpsh> nat disable

OTkMmounTb NAT? (Y/N) [N]: Y

FNPSH-I-3069-NAT BbIK/lOYEH

fnpsh> nat private ip 192.168.169.190/255.255.255.224

FNPSH-I-306E-IP ajpec BHYTpeHHero uHTepdenca NAT M3MeHeH
fnpsh>

3.4.65. nat private mac — ycma+oexka MAC adpeca eHympeHHe20 uHmepgelica
NAT

nat prival[te] mac <MAC_aapec>

Tpebyemvie npusunezuu — cfg umu pf.
[TapameTpsr:
e <MAC ampec>—MAC aapec, koTopblil OyeT Ha3HaueH BHyTpeHHeMy HHTepdelicy NAT.

Komanna nasnauaer MAC aapec BHyTpeHHeMy uHTepdeiicy NAT u coxpaHseT 3T HACTPOWKHU B
texymeit konpurypauun CCIIT-2.

. Mo ymonyaHuio BHyTpeHHemy nHTepdency NAT HasHayeH MAC agpec 02:01:01:01:01:02.

it
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Mepen yctaHoskon MAC agpeca BHyTpeHHero uHtepderca pexxum NAT gormkeH BbiTb BbIKMoYeH
— KOMaHga nat disable (npunoxeHue 3.4.58, ctp. 102).

[lapamerp <MAC agmpec> ykaspiBaercsi B ¢opmare, npuaiaroMm i MAC azapecoB —
XX IXXIXXIXX!IXX!XX, [JI€ xx — IIeCTHAANATSPUIHOE YMCIIO B Juana3oHe ot 00 1o f£f.

IIpumepsr:

fnpsh> nat private mac 03:12:01:03:03:03
FNPSH-W-2029-HeobXxoanMo OTKNOUYUTbL NAT
fnpsh>

fnpsh> nat disable

OTKMoUNTbL NAT? (Y/N) [N]: Y

FNPSH-I-3069-NAT BbIK/IOYEH

fnpsh> nat private mac 03:12:01:03:03:03
]ENPSE—I—3072—MAC ajpec BHYTpeHHero uHTephenca NAT M3MeHeH
npsh>

3.4.66. nat public delete — ydaneHue napamempoe eHewHez20 uHmepgelca
NAT

nat pub[lic] del[ete]

Tpebyemvie npusunecuu — cfg vnm pf.

Komanpa ynanser naznauennelii [P ampec ¢ BHemnero maTepdetica NAT, IP aapec mumo3a mo
yMouaHuio s BHemHero uHrepderica NAT W HM3MEHSeT COOTBETCTBYIOIIME HACTPOMKH B TEKyIIeH
koHurypauuu CCIIT-2.

Mepen yoaneHveMm napamMeTpoB BHeLLUHero uHrtepdgenca pexum NAT gomkeH ObiTb BbIKITHYEH —
KomaHaa nat disable (mpunoxeHue 3.4.58, ctp. 102).

[Ipumepsr:

fnpsh> nat public delete
FNPSH-W-2029-Heobx0AnMO OTKIWUYUTL NAT
fnpsh>

fnpsh> nat disable

OTKMoUUTL NAT? (Y/N) [N]: Y

FNPSH-I-3069-NAT BbIK/IOYEH

fnpsh> nat public delete

YAAnuTb HACTPOMKM BHelHero uHTepdenca NAT? (Y/N) [N]: Y
;NPSE—I—306C—IP ajpeca BHeWHero MHTepdenca NAT U wniw3a yaaneHbl
npsh>

3.4.67. nat public gateway — ycrnaHoeka winio3a no ymondaHuio Ons eHeuwHe20
uHmepgpetca NAT

nat pub[lic] gate[way] <IP_aapec>
Tpebyemvie npusunecuu — cfg vm pf.
[Tapametpsi:
e <IP anpec>—IPagpec numo3a no ymoryanuro i BHemHero uatepgeiica NAT.

Komanna ycranaenupaer IP azapec mumo3a mo ymomuanuto Juisi BHemrHero mHTepgeiica NAT u
U3MEHSET COOTBETCTBYIOIUE HACTPOHKH B Tekymleil koHpuryparmu CCIIT-2.
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Mepen ycrtaHoBkon IP agpeca wno3a No ymonyaHuio Ans BHeLWHero uHTepdperica pexum NAT
OOIKeH ObITb BbIKIIOYEH — KOMaHAa nat disable (npunoxenue 3.4.58, ctp. 102).

IP agpeca wno3a no ymonyaHuio 1 BHewwHero nitepderica NAT gomkHbl HaxoauTbcsa B ogHow IP
nogceTu.

IIpumepsr:

fnpsh> nat public gateway 192.168.169.158

FNPSH-W-2029-Heobx0AnMO OTKIUUTbL NAT

fnpsh>

fnpsh> nat disable

OTKMoUnUTL NAT? (Y/N) [N]: Y

FNPSH-I-3069-NAT BbIK/O4YEH

fnpsh> nat public gateway 192.168.169.158

;NPSE—I—306D—AApec Wwno3a BHeWHero uHTepdenca NAT U3MeHeH
npsh>

3.4.68. nat public ip — ycmaHoeka IP adpeca eHewHe20 uHmepghetica NAT
nat pub[Tic] ip <IP_aapec/macka>
Tpebyemvie npusunezuu — cfg nunu pf.

[Tapametpsr:

e <IP ampec/macka> — IP agpec m mMacka mojcetu, KOTopble OyAyT Ha3HAuY€Hbl BHEIIHEMY HHTepdeicy
NAT.

Komanga nasnauaer IP aapec m macky moncern BHemHemy uHTepdeiicy NAT u coxpansier atu
HacTpoiKu B Texyueil konpuryparun CCIIT-2.

—+, | |P agpec BHewHero nHtepdenca NAT asnseTca BUpTyarnbHbIM agpecoM, UCNOMb3yeMbIM TOMbKO
o naketHbiM dunstpom CCIIT-2 gna peanusauum pexuma NAT. OunbTpylowme MHTEpGENCHI
CCI1T-2 npn 3TOM NpOAOIDKAT PYHKLUMOHMPOBATb B 6€3a4pEeCHOM pexume.

Mepen yctaHoBkow IP agpeca BHewHero mHtepdenca pexmm NAT JOmkeH ObiTb BLIKIMHYEH —
KoMaHaa nat disable (nmpunoxeHue 3.4.58, ctp. 102).

IIpumepsr:

fnpsh> nat public ip 192.168.169.129/255.255.255.224

FNPSH-W-2029-Heo6Xx0auMO OTKIWYUTb NAT

fnpsh>

fnpsh> nat disable

OTKMoUnUTb NAT? (Y/N) [N]: Y

FNPSH-I-3069-NAT BbiK/IOYEH

fnpsh> nat public ip 192.168.169.129/255.255.255.224
;NPSE—I—306B—IP aApec BHewHero uHTeptdenca NAT M3MeHeH
npsh>

3.4.69. nat public mac — ycmaHoeka MAC adpeca eHewHe20 uHmepgetica NAT

nat pub[Tic] mac <MAC_aapec>

Tpebyemvie npusunezuu — cfg umm pf.
ITapameTpst:
e <MAC ampec>— MAC azpec, koTopeiii OyneT Ha3HaueH BHemHeMy uHTepdericy NAT.

Komanga nasnagaer MAC anpec BHemneMmy unTepdeiicy NAT u coxpaHser 3Tu HacTpOHMKH B
Texymeit konpurypauun CCIIT-2.
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—+, [o ymonyaHuio BHewwHemy nHTepdeincy NAT HasHaveH MAC agpec 02:01:01:01:01:01.

£

Mepen yctaHoBko MAC agpeca BHelwwHero uHtepdgenca pexum NAT gomkeH ObiTb BbIKMOYEH —
KoMaHda nat disable (mpunoxeHue 3.4.58, ctp. 102).

[lapamerp <MAC agmpec> ykaspiBaercsi B ¢opmare, npuaiarom i MAC azapecoB —
XX IXXIXXIXXIXX:XX, M€ xx — MeCTHAAUATSPUIHOC YMCIIO B JUana3oHe ot 00 10 ££.
IIpumepsr:
fnpsh> nat public mac 03:12:01:02:02:02
FNPSH-W-2029-HeobXx0aMMO OTK/IOYMTb NAT
fnpsh>
fnpsh> nat disable
OTKMoUUTbL NAT? (Y/N) [N]: Y
FNPSH-I-3069-NAT BbIKJIOYEH
fnpsh>nat public mac 03:12:01:02:02:02

FNPSH-I-3072-MAC ajpec BHewWwHero uHTepdenca NAT M3MeHeH
fnpsh>

3.4.70. nat redirect add — dobaeneHue 3anucu e mabnuyy nepeadpecayuu NAT
nat red[irect] add <BHew_nopT> <IP_aapec> [<BHyTp_nopTt>]

Tpebyemvie npusunecuu — cfg vmu pf.
[Tapamerpsr:

e <BHemw nopT> — HOMEp IPUKIAJHOIO IOPTA, HA KOTOPBIM O0XHUIAIOTCSA 3alpOChl U3 BHELIHEW CETH U
JIeMUIHTapU30BaHHOM 30HEI (DMZ) mitst mepeanpecanini BO BHyTPEHHIOIO CETh;

e <IP ampec> — IP azgpec y3ma BO BHyTpeHHEH CETH, Ha KOTODBIM IlepeaipecyroTcs 3aIpocChl,
MOCTYTIAIOIINE U3 BHENTHEH cetu u DMZ;

e <BHYTp HNOpPT> — HOMEP NPHUKIAJHOIO MOpPTa y3J1a BO BHYTPEHHEH ceTH ¢ ykasaHHbIM IP angpecom, Ha
KOTOPBIM EPEaPECYOTCS 3alPOChl U3 BHEIIHEH cetu 1 DMZ.

—+,. MapameTp <BryTp nopr> HeobasaTenbHbii. 1o ymonyaHuio emy npucBavBaeTcs 3HaveHue
- napameTpa <ehem 1opT>.

Komanpga noGasisier HOBYIO 3anuch B Tabnuiy nepeanpecannd NAT u U3MEHSIET COOTBETCTBYIOLIHE
HACTpOHKH B TeKymier konpurypamnuu CCIIT-2.

B pexxnme NAT Bce 3ampocsl, MOCTyNaronie W3 BHEIMIHEH ceTd 1 DMZ Ha mpukiagHoOi MopT ¢
HOMEPOM <BHew noptT> (gHewHuli nopm), NEPeaapecyoTcst BO BHYTPEHHIOIO ceTh Ha IP agpec <IP ampec>
1 HOMEp NPHUKIJIAIHOTO N0pTa <BHY TP nopT> (GHYMPEHHUL nopm).

—+,. Ana npasunbHoi paboTkl YHKUMK Nepeaapecaumy 3anpocos Heobxoanmo no6aBuTb 3anucn B
E"j ctatnyeckyto ARP Tabnuuy — koMaHga nat arp add (npunoxenue 3.4.54, ctp. 100):

e [J14 BCEX Yy3I10B BHYTpeHHeIZ CeTn Ha KOTOpble nepeagpecyroTca 3arnpochbl;

* [J14 BCeX Yy3Ii0B BHelwHen cetn n DMZ, aBnaiowmxcs MCToYHMKamMm 3arpocoB K MNMpuknagHbiM
cepBucam, pacnosioXXeHHbIM BO BHyTpeHHeI7I CeTu.

@ Tabnuua nepeagpecaumm NAT MoxeT cogepxaTb He 6onee 16 3anucen.

Jonyctumble 3Ha4YeHWs MapameTpoB <BHew NOpT>, <BHYTP OPT> — LEMble 4ucna B
amanasoHe ot 1 go 65535.
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[Ipumepsr:
e @epeaJpecanus 3alpocoB HA MOPT ¢ HOMeEpoM 6443 Ha IP agpec 192.168.169.189, mopt 443:
fnpsh> nat redirect add 6443 192.168.169.189 443
FNPSH-I-3077-HoBaa 3anucb aobasneHa B Tabnuuy nepeaapecauuu
fnpsh>
fnpsh> nat arp add Internal 192.168.169.189 00:11:2f:70:b6:83
FNPSH-I-3074-HoBaa 3anucb aobasneHa B ARP Tabnuuy
fnpsh>
e @epeajpecanus 3alpocoB Ha MOpT ¢ HomepoM 80 Ha IP agpec 192.168.169.189, nopt 80:
fnpsh> nat redirect add 80 192.168.169.189

FNPSH-I-3077-HoBaA 3anucb aobasneHa B Tabnuuy nepeaapecauuu
fnpsh>

3.4.71. nat redirect clear — oyucmka mabnuuybl nepeadpecayuu NAT
nat red[irect] cl[ear]

Tpebyemvie npusunezuu — cfg umu pf.

Komanna ynanser Bce 3anvcu u3 tabmuipl nepeaapecannd NAT v U3MEHSET COOTBETCTBYIOIIHE
HacTpoiKu B Texyueil konpuryparun CCIIT-2.

ITpumep:
fnpsh> nat redirect clear
O4YnCTUTb Tabnuuy nepeHanpaBneHus (Y/N) [N]: Y

FNPSH-I-3079-Tabnuua nepeajpecaumm ouvuuieHa
fnpsh>

3.4.72. nat redirect delete — ydaneHue 3anucu u3 mabnuybkl nepeadpecayuu
nat red[irect] del[ete] <BHeuw_nopT>

Tpebyemvie npusunezuu — cfg umu pf.
[TapameTpsr:

e <BHew nopT> — HOMEP MNPHUKIATHOTO MOpTa, HA KOTOPBIA 0’KHIAIOTCS 3alpoChl W3 BHEIIHEH CETH U
JIEMUIATapU30BaHHOM 30HEI (DMZ) minst mepeaapecaniui BO BHyTPEHHIOIO CETbh;

Komanna ynanser 3anuch U3 Tabmauiel nepeagpecaunu NAT, comepikalylo ykazaHHOE 3HAaUY€HHE
BHEIIHETO TPHUKIATHOrO IMOpPTa, M HM3MEHSET COOTBETCTBYIOIIME HACTPOMKM B TEKyIled KOHQHUTypauuu
CCIIT-2.

ITpumep:

fnpsh> nat redirect delete 6443
YaanuTh 3anucbh <6443 192.168.169.189 443>? (Y/N) [N]: Y
?NPSE—I—3078—3aHMCb yaaneHa u3 Tabnuupl nepeagpecauum

npsh>

3.4.73. nat redirect dmz disable - ebiknio4eHue nepeadpecayuu ¢
uHmepghelicoe DMZ

nat red[irect] dmz dis[able]

Tpebyemvie npusunecuu — cfg nmm pf.

Komanma 3ampemiaer mnepeampecanuio 3ampocoB ¢ QuubTpyrommx wuHTepdeiicoe DMZ Bo
BHYTpeHHIOIO ceTh NAT 1 U3MEHseT COOTBETCTBYIOLINE HACTPOHKH B TeKyuler koHurypauuun CCIIT-2.
ITpumep:

fnpsh> nat redirect dmz disable
FNPSH-I-307B-MNepeagpecauns n3 DMZ BbiK/YeHa
fnpsh>



110 CCIIT-2 - lpunoxeHuns

3.4.74. nat redirect dmz enable — exnioyeHue nepeadpecayuu ¢ uHmepaghelicoe
DMz

nat red[irect] dmz en[able]

Tpebyemvie npusunecuu — cfg unm pf.

Komanna paspemaer mnepeajapecanuio 3anpocoB ¢  QuiubTpyrommx uHrepdericos DMZ Bo
BHYTpeHHIOI0 ceTh NAT 1 H3MEHSIET COOTBETCTBYIOIINE HACTPONKH B TeKymier konurypanuu CCIIT-2.

IIpumep:
fnpsh> nat redirect dmz enable

FNPSH-I-307A-Nepeajpecaumsa n3 DMZ BKYEHA
fnpsh>

3.4.75. nat redirect public disable — ebiknioyeHue nepeadpecayuu ¢ eHeUHe20
uHmepghelica

nat red[irect] pub[lic] dis[able]

Tpebyemvie npusunecuu — cfg vmu pf.

Komanna 3ampemraer mepeagpecanyio 3apocoB ¢ BHEIIHEro MHTepdelica BO BHYTPEHHIOIO CETh
NAT u u3MeHsieT COOTBETCTBYIOIINE HACTPOMKH B TeKylier koHpurypauun CCIIT-2.

IIpumep:
fnpsh> nat redirect public disable

FNPSH-I-307D-Nepeajspecauns C BHeWHero uHTeppenca BblK/IKYEHA
fnpsh>

3.4.76. nat redirect public enable — eknioyeHue nepeadpecayuu ¢ 6HeUWHe20
uHmepgbelica

nat red[irect] pub[lic] en[able]

Tpebyemvie npusunecuu — cfg nmm pf.

Komanna paspemaer nepeajpecaiiio 3alpocoB ¢ BHEIIHEro MHTepdelica BO BHYTPEHHIOI CEThb
NAT u u3MeHsieT COOTBETCTBYIOIINE HACTPOMKH B TeKylier koHdurypauuu CCIIT-2.

IIpumep:
fnpsh> nat redirect public enable

FNPSH-I-307C-Nepeaapecaumnss C BHeWHero MHTeptenca BKWYeEHA
fnpsh>

3.4.77. nat redirect show — npocMomp 3anucel mabnuye! nepeadpecauuu NAT
nat red[irect] sh[ow]

Komanzaa BEIBOIUT HA SKpaH TEPMHHANA COepKUMOoe Tabmuibl mepeaapecarmu NAT.
BeiBoz TabnuIIBI IEpeaapecaiii COAEPAKUT TPU CToJIONA:

e BHewHMiI NOPT — HOMEp NPHUKIAJAHOTO MOPTA, HA KOTOPBIA OXKUAAIOTCS 3alpOoChl U3 BHEUIHEW CETH U
JEeMHUITUTapU30BaHHOM 30HbI (DMZ) 1uis mepeaapecanyy BO BHYTPEHHIOK CETh;

e Buyrpenumwit IP-ampec — IP ampec y3ma Bo BHYTpeHHEH CETH, Ha KOTOPBIM MepeagpecyoTCsl 3apOChl,
MOCTYTIArOIIME U3 BHENIHEHR cetn 1 DMZ;

e BHyTpeHHWV NOPT — HOMEpP MPUKIAJAHOTO MOPTa y3Jia BO BHYTPEHHEH ceTu ¢ ykazanHbIM [P aapecom, Ha
KOTOPBII NIEPEASPECYIOTCS 3aIIPOChl U3 BHEIIHEH cetu 1 DMZ.

[Ipumep:

fnpsh> nat redirect show
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BHEWHWN NOpPT  BHYTPeHHMN IP-aapec  BHYTpPEeHHUA nopT
0 192.168.169.189 80
6443 192.168.169.189 443

fnpsh>

3.4.78. nat show — npocmomp napamempoe NAT

nat sh[ow]

Komanja BEIBOAMT Ha SKpaH TepMHUHAIA HACTPOHKHM MapaMeTpoB Tekyiueil konpurypamuu CCIIT-2,
WCTIOJIb3yEMbIE B TAKETHOM (DPUIBTPE AJISl peKMMa TPAHCIISIIMKU CETEBBIX aIPECOB.

Ons 0003Ha4YeHns (anpryroumx I/IHTep(beIZCOB MCMNOJIb3YyKHTCA NX CUMBOJIMYECKNE NMEHA.

£

~at &
T

ITpumep:

fnpsh> nat show

TpaHcnsauua ceTeBbiX aapecoB (NAT): BKJIIOYEHO

PervcTpaums OTOPOWEHHbIX NAaKeTOoB: BKJIIOYEHO

[vana3oH MopToOB: 30000-40000

BHEWHWN UHTepdenc: External
MAC-aapec: 03:12:01:02:02:02
IP-ajpec: 192.168.169.129
Macka noaceTu: 255.255.255.224
IP-aapec wiw3a Mo YMOJYAHWUIO: 192.168.169.158
Nepeagpecauns: BKJIOYEHO

BHYTPEHHUN WHTepdenc: Internal
MAC-ajapec: 03:12:01:03:03:03
IP-ajpec: 192.168.169.190
Macka noaceTu: 255.255.255.224

WHTepdencel DMZ: Mirror
Nepeagpecauns: BKJIOYEHO

fnpsh>

3.4.79. reserv config synchronize — HeMeOneHHasa CUHXPOHU3aUuUs mekyujel
koHgbuaypayuu CCIl1T-2 e pexxume 8bICOKOU 20mosHOCMU

rese[rv] conf[ig] sync[hronize]

Tpebyemvie npusunecuu — cfg nm ha.

Komanga BeimonHsier cuHXpoHHM3auuio Tekymied koHdurypauuum CCIIT-2 — HemeaneHHyro
nepeaady napameTpoB TeKylei koHpuryparmu Ha cmexxubii CCIIT-2.

Ha cmexHbin CCIT-2 6ygyT nepedaHbl BCe MapameTpbl TeKyllerh KoHdurypauum 3a
UCKIIOYEHNEM:

e HacTtpoek ynpaenstoLliero Ethernet nHtepdenica;

e HacCTpoeK hunbTPYOLLUMX NHTEPENCOB;

® HaCTpOeK NnogcUCTeMbl BbICOKOW rOTOBHOCTH.

[Ipumep:
fnpsh> reserv config synchronize
CMHXpOHM3MpOBaTb KoHpurypaumw? (Y/N) [N]: vy

FNPSH-I-30B1-CUMHXPOHM3ALNA KOHOUIYpaLUX BbINOJSIHEHA
fnpsh>

3.4.80. reserv default - ycmaHogka napaMempoe pexuma 6bICOKOU
20MoeHOCMU 8 3Ha4YeHUS N0 YMONYaHUIo

rese[rv] defl[ault]

Tpebyemvbie npusunecuu — cfg wiu ha.
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Komanga ycranaBmuBaer mapamerpbl Tekyuied koHpurypauun CCIIT-2, ucmonmp3yembie ams
peXMMa BBICOKOM TOTOBHOCTH, B 3HAUYEHUS 110 YMOJIYaHHUIO.

3HaueHHUs MO YMOJYAHMIO IAPAMETPOB DPEXKHMMa BBICOKOH TOTOBHOCTH COOTBETCTBYIOT BBIBOIY
KOMaHZbl reserv show (), IPUBEIEHHOMY HIXKE:

fnpsh> reserv show

Pe3epBUpOBaHME: OTKJIOYEHO
PeXUM : He onpejaeneHo
CMexHoe YCTPOWCTBO:

IP-ajpec: He onpejaeneHo

Pexum: HeT WHpopmauum
WHTepdencol Ans MASTER, BALANCE: 100baseTX / full-duplex
WHTepdercl ana SLAVE, SOFTWARE FAILURE: 10baseT/UTP / half-duplex
fnpsh>

IIpumep:

fnpsh> reserv default

YCTaHOBUTb MapaMmeTpbl pe3epBUMpOBaHMA B 3HauvyeHus no ymondaHuw? (Y/N) [N]: Y
FNPSH-I-3082-NapameTpbl pe3epBMPOBAHUS YCTAHOBJ/IEHb MO YMOJTYAHUIO

fnpsh>

3.4.81. reserv disable — ebiknio4yeHue pexuma 8bICOKOU 20moeHOCMU
rese[rv] dis[able]

Tpebyemvie npusunecuu — cfg vnu ha.

Komanga BbIKIIIOYAET pEXUM BBICOKOH TOTOBHOCTH M H3MEHSAET COOTBETCTBYIOLIME HACTPOHKHU B
texymei konurypauuun CCIIT-2.

Ecnn Ha MOMEHT BLINOSTHEHUSA KOMaHAbl reserv disable pPeXnm BbICOKOW rOTOBHOCTM yxe ObIn
BbIKITHOUEH, TO Er0 COCTOsIHME OCTaHeTCHA 6e3 N3MEHEHWIA.

IIpumepsr:
fnpsh> reserv disable
OTKMUYNTb pe3epBupoBaHue? (Y/N) [N]: y
FNPSH-I-3080-Pe3epBMpoBaHME OTKJ/IOYEHO
fnpsh>
fnpsh> reserv disable

FNPSH-W-2013-Pexum pe3epBUPOBAHUA YyXe OCTaHOB/EH
fnpsh>

3.4.82. reserv enable — eknio4eHuUe pexuma ebICOKOU 20moeHoCmu
rese[rv] en[able]

Tpebyemvie npusunezuu — cfg nnm ha.

Komanga BbIKIIIOYaeT pekMM BBICOKOH TOTOBHOCTH M MU3MEHSET COOTBETCTBYIOIIME HACTPOMKHU B
texymei kondurypanuun CCIIT-2.
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I'Iepe,u, BKIo4HeHnemMm pexunma BbICOKOW T[OTOBHOCTU HeEOOXOAMMO BbIMOMHUTL cnepgymwouine
YCTAHOBKMU:

e HasHadeHue [P apgpeca ynpasnswowemy wuHTepcency CCIIT-2 — komaHga interface
control address (npunoxeHue 3.4.22, ctp. 65);

e ycTtaHoBka IP apgpeca cmexHoro CCIIT-2 — komaHaa reserv neighbour (NpUMoXeHue
3.4.85, ctp.114);

e ycTaHoBka ctatyca CCIIT-2 ana pexuma BbICOKOW FOTOBHOCTM — KOMaHAa reserv mode
(npunoxenwne 3.4.84, ctp. 114).

ECJ‘II/I Ha MOMEHT BbINOJIHEHNA KOMaHObl reserv enable pe>|<v|M BblCOKOI7I FOTOBHOCTU y>Ke 6le'|
BKJTHOYEH, TO €ro COCTOsiHMEe OcTaHeTcs 6e3 N3MEeHEeHUN.

[Ipumepsr:
fnpsh> reserv enable
FNPSH-E-10E6-HeaonycTuMble HAaCTPOMKU pexuMma pe3epBuMpoBaHUA
fnpsh>
fnpsh> reserv enable

FNPSH-I-307F-Pe3epBMpoOBaHNE BKJIOYEHO
fnpsh>

3.4.83. reserv interface — Hacmpolka pexumoe pabombl ¢hunbMpyULUX
uHmepghelicoe Ons pexuma 8bICOKOU 20moeHOCMU

rese[rv] interfl[ace] {active|blocked} {dup[lex] {half|ful[1]}|med[ia]
{101100|1000}}

Tpebyemvie npusunecuu — cfg nnu ha.
[TapameTpsbi:
* OJIWH M3 BO3MOXHBIX pexkxuMoB padotel CCIIT-2:
v active — peXHUM BeIymiero (OCHOBHOTO) YCTPOICTBA;
v blocked — pexXuM BEIOMOTO (PE3EPBHOTO) YCTPOICTBA;
e duplex — HAacTpoOHKa pekuMa nepeaadu GuiIbTPYIOMKUX HHTEPEHCOoB:
v half — NOIXyAYIJIEKCHBIN PEXUM MEpeaayu;
v full — NOJHOAYIJIEKCHBIN PEXUM MEpeaayu;
» media — HacTpo¥iKa CKOPOCTH Tepeaadn (GUIBTPYIOMUX HHTEP(HEHCOoB:
v 10— ckopoctb niepenadn 10 Mowur/c;
v 100 — ckopocTs niepemadn 100 Moéur/c;
v 1000 — ckopocth nepenauu 1000 Mourt/c.

Komanga nacTpamBaeT CKOpPOCTh M PeXHM Iepenaud ymnpasisttouiero Ethernet mnarepdeiica mms
pe’KuMa BBICOKOW TOTOBHOCTH.

YKOMMNIEKTOBaHHbIX CETEBbIMW  MHTepdencamu, nogaepkusatowmmm TexHonornwo  Gigabit

@ Ckopoctb nepegaun 1000 MouT/cek MoxeT ObiTb ycTaHoBneHa Tonbko ana CCIIT-2,
Ethernet.
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—+, [Mo ymomnyaHmio HacTPOMKM CKOPOCTU U pexuma nepeaadn unbTpyowmx UHTEPGENcoB MMetoT
2 ©7 chedylolme 3HauYeHus:

e [Ns pexvMa BeLyLLEro YCTPOWCTBA:

v cKopocTb nepegayn — 100 MéwuT/c;

v PEeXum nepenayv — NnorHoAYNeKCHbIN;
e [ns pexvMa Be4OMOro YCTPOMCTBa:

v CcKopocTb nepegayn — 10 Méwut/c;

v PEXUM nNepenayn — nony.qynneKchlﬁ.

IIpumepsr:
fnpsh> reserv interface active media 1000
FNPSH-I-30AC-CKOpPOCTb (UAbTPYIWMX MHTEPPEeNnCcoB Mpu pe3epBUMPOBAHUM U3MEHEeHa
fnpsh>
fnpsh> reserv interface active duplex full

FNPSH-I-30AD-PexvuM nepegauu ¢GunbTpylwmx UHTephercoB nNpu pe3epBUPOBAHUU W3MEHEH
fnpsh>

3.4.84. reserv mode — ycmaHoeka cmamyca CCIlIT-2 Ons pexuma ebICoKoU
2omoeHocmu

rese[rv] mod[e] {bal[ance]|mas[ter]|sla[ve]|stp}
Tpebyemvie npusunecuu — cfg vm ha.
[TapameTpsr:
e oauH U3 BO3MOXKHBIX cTarycoB CCIIT-2 mist pesknMa BBICOKOI TOTOBHOCTH:
v balance — peXuM OallaHCUPOBKH Harpy3KH;
v master — PeXKUM BeayIero (OCHOBHOTO) YCTPOICTBA;
v slave — peXHM BEIOMOTO (PE3EPBHOTO) yCTPOICTBA;
v stp—pexuM Spanning Tree.

Komannma ycranaBmuBaer cratyc CCIIT-2 nmms pexkuMa BBICOKOM TOTOBHOCTH W H3MCHSET
COOTBETCTBYIOIINE HACTPOUKH B Tekyuiel koHpurypamuu CCIIT-2.
IIpumepsr:
fnpsh> reserv mode balance
FNPSH-I-307E-Pexum pe3epBUPOBAHUA WU3MEHEH
fnpsh>
fnpsh> reserv mode slave

FNPSH-I-307E-Pexum pe3epBUPOBAHUA WU3MEHEH
fnpsh>

3.4.85. reserv neighbour — ycmaHoeka IP adpeca cmexHozo CCIlIT-2 ons
pexuma ebICoKol 20moeHocmu

rese[rv] ne[ighbour] <IP_aapec>
Tpebyemvie npusunecuu — cfg unm ha.
ITapameTpsi:
e <IP anpec>—IPagpec cmexnoro CCIIT-2, noctynHoro uepes ynpasistomuii Ethernet nnrepcgeiic.

Komanna ycranaBmuBaer IP agpec cmexxnoro CCIIT-2 mns pekuma BBICOKOW TOTOBHOCTH U
W3MEHSIET COOTBETCTBYIOIINE HACTPOWKH B Tekyliel koHpuryparwm CCIIT-2.
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IP agpeca ynpasnsowmx nHtepdencoB cmexHblix CCIT-2 gormkHbl npuHagnexatb O4HOW U TON
xe IP nogcetn.

[Ipumepsi:
fnpsh> reserv neighbour 192.168.169.246
FNPSH-W-2015-CMexHoe YyCTPOMCTBO BHe ynpaBnswwen IP ceTu
fnpsh>
fnpsh> reserv neighbour 192.168.169.252

FNPSH-I-3081-IP-aapec CMEXHOro YCTPOWCTBO WM3MeEHeH
fnpsh>

3.4.86. reserv rule synchronize — HemeOneHHasi CUHXPOHU3AUUS MmeKyuie20
Habopa npasun e pexume 8bICOKOU 20moeHOCMU

rese[rv] rul[e] sync[hronize]
Tpebyemvie npusunecuu — cfg nnu ha.

KomMaHsia BBINOMHSET CHHXPOHM3AIMIO TEKyIIEro Habopa MpaBWJI — HEMEAJICHHYIO Iepenady
Tekymiero Habopa npaswi Ha cMexxHbrit CCIIT-2.

ITpumep:
fnpsh> reserv rule synchronize
CMHXpoHM3npoBaTb npaBuna? (Y/N) [N]: vy

FNPSH-I-3086-CUMHXpOHM3aumMa nNpaBua BbiNOHEHA
fnpsh>

3.4.87. reserv show — npocMomp napamempoe pexuma ebICOKOU 20mo8HoOCMU
rese[rv] sh[ow]

Komanpia BEIBOIUT Ha SKpaH TepMHUHANIA HACTPOUKH MapaMeTpoB Tekymen konpurypauun CCIIT-2,
UCTIOJIb3YEeMBbIE IS PEKUMa BBICOKOH TOTOBHOCTH.

ITpumep:

fnpsh> reserv show
Pe3epBUpOBaHUE: OTKJ/IO4YEHO
Pexum: MASTER (aKTWBHbIN)
CMeXxHoe YCTPONCTBO:

IP-ajppec: 192.168.169.252

Pexum: HeT WHhopMaLuu
WHTepdencsl ans MASTER, BALANCE: 100baseTXx / full-duplex
?HTeﬁ¢eﬁCH ana SLAVE, SOFTWARE FAILURE: 10baseT/UTP / half-duplex

npsh>

3.4.88. rule add — dobaeneHue npaesuna ¢hunbmpayuu e mexkyuiuli Habop
rul[e] add <onpeaeneHue_npasuna>

Tpebyemvbie npusunezuu — rules.

[TapameTpsr:

e <omnpepenenue npaeusia> — TEKCTOBOE oIpeaeneHue mnpasmiaa ¢uistpammu, VLAN rpynnsl uian
MHTepBaja BpeMeHH. CUHTaKCHUC TEKCTOBBIX ONPEAETICHUMN MPUBOJUTCS B MIPUIIOKEHUH .

Komanma mobGapisier HOBoe mpaBuio ¢uubrpammu, VLAN Tpymiy winm WHTEpBAI BPEMEHU B
TEKyIINi Ha0Op B COOTBETCTBHU C YKa3aHHBIM TEKCTOBBIM OIPEICIICHUEM.
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M3meHeHus B TeKyliem Ha60pe BCTynawT B CUIly Cpady Xe nocre YycnewHoro BbIMNOJIHEHUA
KOMaHAbl rule add.

He ponyckaeTcs cyluiecTBoBaHME HA OOHOM W TOM e YPOBHE HECKOSbKUX MpaBui hunbTpaLuu,
Bkntoyas VLAN rpynnbl U MHTEpBanbl BpEMEHMW, C OAMHAKOBLIMU HOMEPaMMU.

L, [na BOccTaHOBMEHUs rMpeablayLlero COCTOSHWA Tekywlero Habopa npasun Heobxoaumo
ucnonb3oBaTb KOMaHay rule rollback (MpunoxeHune 3.4.97, ctp. 121).

Ny

IIpumepsr:
o nobOasnenvie VLAN rpyIisl ¢ yke CyIIeCTBYIOIIMM HOMEPOM:
fnpsh> rule add vlan:100:214:”214th VLAN”
FNPSH-E-1044-VLAN rpynna yxe cCywecTByeT
fnpsh>
o nobasnenue VLAN rpymnmnsl Homep 200:
fnpsh> rule add vlan:200:214:”214th VLAN”
FNPSH-I-3008-VLAN rpynna pobaeneHa (200)
fnpsh>
e no0aBiieHHe UHTEPBaja BpeMEHU HOMep 30:
fnpsh> rule add time:30:jul:1-15:any:any:”First half of July”
FNPSH-I-300D-UHTepBan BpemeHu aobasneH (30)
fnpsh>
o nobaenenue IP npaBuna punsTpanuu HOMEp 255:
fnpsh> rule add ip:255 action=accept in=Internal out=External srcip=192.168.169.125
srcport=1024-65535 dstport=80 protocol=tcp log=yes comments="WEB services”

FNPSH-I-300B-IP npaBuno aobaeneHo (255)
fnpsh>

3.4.89. rule copy — konupoeaHue npasuna ¢ghunbmpayuu e mekyuiem Habope
rul[e] copy <Tun> <CTapbiM_HOMEp> <HOBbI_HOMep>

Tpebyemvie npusunecuu — rules.
[Tapametpsi:
e <rum>— 0003HAYCHHE KaTErOpHHM MpaBuiia (GUIIBTPAIMK WM HHTepBajia BpemeHH (pa3aen 1.4.1, ctp. 2):
v mac — MAC npaBuiio GuIbTpaLnu;
v arp — ARP npasuno ¢punsrpanumy;
v ip— IP npaBwuno ¢punsTpanum;
v ipx — IPX mpaBuio ¢uisTpanuu;
v ap — AP npasuno ¢punsrpanuuy;
v time — MHTEPBaJ BPEMEHHU;

e <cTapeii HoMep> — HOMEp NpaBwia (QUIbTpalMU yKa3aHHOW KaTErOpuHM WIM WHTEpBajla BPEMEHH U3
TEKyIIero Habopa;

e <HOBBUI HOMep> — HOBBIH HOMEp, C KOTOPbIM OyIyT CKONHPOBaHBI B TEKylleM Habope yKa3aHHOE
NPaBHUIIO (GHUIBTPALIMN FITH MHTEPBAJ BPEMEHH.

Komanpga xomupyer B TeKymeM Habope MpaBuiio GUIBTPALUU YKa3aHHON KaTerOPUH UM UHTEpBaI
BPEMEHH C IIPUCBOCHUEM HOBOI'O HOMEDPA.
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@

He ponyckaeTtca konvpoBaHue VLAN rpynn B BUAY TOro, YTO OAMH U TOT e naeHtudukatop VLAN
MOXET BXoaAnTb Tonbko B oaHy VLAN rpynny.

He 00nyCKaeTCA KonmposaHue rnobanbHbIX npasun (*)I/IﬂpraLl,VII/I.

MameHeHns B TeKyLllem Ha60pe BCTYyNnakwT B CUIly Cpaldy Xe Mnoclie YycCnewHoro BbINOJIHEHUA
KOMaHAbl rule copy.

[ns BoccTaHOBMEHWS nNpedbiayliero COCTOSHUA Tekywlero Habopa npaswuin Heobxoaumo
ncnonb3oBaTb KOMaHay rule rollback (mpunoxeHune 3.4.97, ctp. 121).

ITpumepsr:

* KOIIMPOBaHWE MHTEpBaJIa BpeMEHU 30 B UHTEPBAJI BpEMEHH 500:

fnpsh> rule copy time 30 500
FNPSH-I-3099-UHTepBan BpemMeHM CKOMUPOBAH

» konupoBanne MAC npasuia ¢puisTpanyu 100 B MAC npasuiio 1500:

fnpsh> rule copy mac 100 1500
FENPSH-I-308F-MAC npaBuio CKOMMPOBAHO

fnpsh>

* HCAOIYCTUMBIC OIICpallN:

fnpsh> rule copy vlan 100 1500
FNPSH-E-10F9-HeBO3MOXHO KOMMpoBaTb VLAN rpynny

fnpsh>

fnpsh> rule copy ip 0 500
FNPSH-E-10F8-HeBO3MOXHO KonupoBaTb (MepeHoCcUTb) rnobasbHoe NpaBuno

fnpsh>

3.4.90. rule default — ycmaHoeka mekyuije2o Habopa npaeun 8 cocmosiHue no
YMONNYaHUIO

rul[e] defl[ault]

Tpebyemvie npusunecuu — rules.

Komanpma ycranaBnmBaeT COCTOSTHUE 110 YMOIYaHUIO T TeKyIero Habopa mpaswt CCITT-2.

Mo ymonyaHuio B TeKywuin Habop mpaBuil BXOASAT TONbKO robanbHble npasuna cunbTpauum,
3anpeLLaroLime NpoxXoXxaeHue nakeToB Yepes unbTpytowmne nHrepdercel CCIT-2.

M3meHeHns B TeKyLlem H860pe BCTYyNnakwT B CUIly Cpa3dy Xe Mnoclie YycnewHoro BbINOJIHEHUA

KOMaHabl rule default.

3anycka CCIT-2.

ncnonb3oBaTb KOMaHay rule rollback (mpunoxenune 3.4.97, ctp. 121).

[Ipumep:

fnpsh> rule default

YCTAHOBUTb NpaBuna no ymonyanuw (yaaneHne Bcex naketoB)? (Y/N) [N]: Y
FNPSH-I-304A-Tabnuua ceccun ouulyeHa

FNPSH-I-30A0-YCcTaHOB/AEHb NpaBuaa MO YMOJYAHUIO

fnpsh> rule show

TeKyWwuin akTUBHbIM Habop npaBwun:

mac:0
arp:0

:drop:nolog
:drop:nolog

ip:0:drop:nolog

ipx:0

:drop:nolog

fnpsh>

L TeKYLLI,VIVI Ha60p npasuilt yctaHaBJINBa€TCA B COCTOAHME NO YyMON4YaHUKO BO BpeEMA MMepBoro

[na BOCCTaHOBMNEHUA MNpeabldyllero CoCTOAHMS TeKyllero HaGopa npaBun HeobXoaumo
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3.4.91. rule delete — yGaneHue npaeuna ¢hunbmpayuu u3 mekyuje2o Habopa
rul[e] del[ete] <uaeHTUdMKaTOp_npaBuna>

Tpebyemvie npusunecuu — rules.
[Tapamerpsr:

* <umeHTudMkaTop nparBwia> — TUI U HOMEP yJAIieMOro mpaBuia (QUIbTpaLuH, HHTEpBajla BPEMEHH
nin VLAN rpynmer. [lapamerp nmeet crnenyromuii popmar:

<TUN>: <HOMep>
rIe

v <Ttun> — 0003HaueHHWE Kareropuu mnpaswia Guiabrpand VLAN Tpynmbl WiH HHTEpBaIa BPEMECHU
(paznen 1.4.1, ctp. 2):

+ mac — MAC npaBuio GuibTpaImu;
+ arp— ARP npasuno ¢punerpanum;
+ ip— [P mpaBuno ¢punpTpanum;
¢ ipx—IPX npaBuno ¢punsTpanmu;
+ ap— AP npaBuno ¢unsrpanuy;
¢+ vlan— VLAN rpynmna;
¢ time — HHTEpBaJ BPEMEHU;
v <HoMmep> — HOMEp yaaiseMoro npasuia punsrpannu, VLAN rpynmsl nin uHTEpBajia BpeMEHH.

Komanpa ynanser u3 tekymiero Habopa ykazaHHOe mpaBuio ¢uibrpanmu, VLAN rpymmy wiu
HMHTEPBAJl BPEMEHHU.

He ponyckaetca yganeHue VLAN rpynnbl nnv nHTepsana BpEMEHU, NCMONb3yeMbIX B MpaBuiax
dunbTpaymu.

&

YaaneHue rnobanbHbIx NpaBuil uibTpaLum 3anpeLleHo.

M3meHeHus1 B Tekyllem Habope BCTynawT B CWMly Cpasy e MOCfe YCMEeLHOro BbIMOSTHEHUS
KOMaHObl rule delete

—-,. [na BoccTaHoBNeHUs npeabiaylero CocTosHMS Tekywero Habopa npasun Heobxoanmo
- ncrnonb3oBaTb KOMaHAy rule rollback (mpunoxenune 3.4.97, ctp. 121).

[Ipumepsr:
e yHIaJIcHHe MHTEpBajia BpeMeHH 500:

fnpsh> rule delete time:500

YaanuTb uHTepBan BpemeHn? (Y/N) [N]: Y
FNPSH-I-301B-UHTepBan BpemeHu ypaneH (500)
fnpsh>

o ynanenue MAC npasuna 1500:

fnpsh> rule delete mac:1500

yaanuTb MAC npasuno? (Y/N) [N]: Y
FNPSH-I-3017-MAC npaBuno yaaneHo (1500)
fnpsh>

e HENOIIyCTHMBIE OIICPALIAHN:

fnpsh> rule delete vlan:100

;NPSH—E—1067—VLAN rpynna ucnonb3yeTcs B npaswnax ¢unbTpaumum (IP npasuna)
npsh>

fnpsh> rule delete ip:0
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FNPSH-E-106A-TnobanbHoe nNpaBwuio He MOXeT b6biTb yaaneHo
fnpsh>

3.4.92. rule edit — usMeHeHue cyuecmeylouie20 npaeuna unbmpayuu e
mekyuieM Habope

rul[e] ed[it] <onpeaeneHue_npasuna>

Tpebyemvie npusunecuu — rules.
[TapameTpsr:

* <ompepenenue npaeusia> — TEKCTOBOE olpeaeneHue mnpasuiaa (uistpanuu, VLAN rpynnsl uau
MHTepBaja BpeMeHH. CHHTaKCHUC TEKCTOBBIX ONPEAEICHUI MPUBOJUTCA B MIPUIIOKEHHUH .

Komanja usmensieT cymiectpymoiiee npaswio ¢puibtpaiun, VLAN rpymiy wuid uHTepBal BpeMeHH
B TEKyIlleM Ha0Ope B COOTBETCTBHH C YKa3aHHBIM TEKCTOBBIM OIPE/ICIICHUEM.

M3ameHeHus B Tekyllem Habope BCTynawT B CuUMy cpasy Xe Mocne YCMneLHOro BbIMNOMHEeHUS
KOMaHObl rule edit.

[ns BOCCTaHOBNEHWs NpefbiayLlero COCTOSIHAS Tekywlero Habopa npaewuin Heobxoaumo
ncnonb3oBaTtb KOMaHAay rule rollback (mpunoxenune 3.4.97, ctp. 121).

S
A

[Ipumepsi:
e mmeHenne VLAN rpymmst 200:
fnpsh> rule edit vlan:200:526-540:"Range of VLAN tags"
M3MeHuTb rpynny VLAN? (Y/N) [N]: Y
FNPSH-I-300F-VLAN rpynna u3MmeHeHa (200)
fnpsh>
e wm3meHeHue IP mpasuia 255:
fnpsh> rule edit ip:255 dstport=80,443
U3MeHuTb IP npaBuno? (Y/N) [N]: Y

FNPSH-I-3012-IP npaBuno u3aMeHeHo (255)
fnpsh>

3.4.93. rule list— npocmMomp cnucka dononHuUmMenbHbix Habopoe npaeun
rulle] Tis[t]

KOMaHI[a BbBIBOAMT Ha J3KpaH TCPMHUHAJTA CIHCOK CYHICCTBYIOIIUX OOMOJHUTCIBHBIX Ha60pOB
ImpaBuUJI. HHH KaXXJ1010 AOIMOJITHUTCIIBHOT'O Ha60pa IIpaBUJI BBIBOJUTCA €T0 UM U BPEMA CO3JaHMA.

[Tpumep:

fnpsh> rule 1ist
CNUCOK AOMOJIHUTENbHbBIX HAabOpOB NpaBun:

nmsa Bpemsi co3aaHus
default_accept 13.04.2007 07:10:09 (GM™MT)
default_drop 13.04.2007 07:10:09 (GMT)
fnp2_ag 31.07.2007 12:41:02 (GMT)
Bcero: 3 cBobopgHo: 13
fnpsh>

3.4.94. rule load — 3a2pyska dononHumenbHo20 Habopa npasun
rulle] Tol[ad] <wuma_nabopa_npaBun>

Tpebyemvbie npusunezuu — rules.

[Tapametpsr:
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° <MMF[_Ha60p a_npaBui> — UM IIPEABAPUTEIILHO COXPAHCHHOI'O JOIIOTHUTEIBHOTO Ha6opa ImpaBuUJI.

Komanpa 3arpyxaer npasuna ¢punsrpanuu, VLAN rpynnsl 1 HHTEpBabl BpEMEHH, COIEPKaIIUeCs]
B JONOJHUTEIFHOM Ha0Ope MpaBUII C YKa3aHHBIM UMEHEM, B TEKYIUi Ha00p MpaBuIL.

Copgepxumoe Tekyllero Habopa npaBun OydeT 3aMEHEHO COAEPXKMMbIM — 3arpy)kaeMoro
OOMOSIHUTENbHOro Habopa npaBwn.

—,  [InAa BOCCTaHOBMEHMS1 Npeabloylero COCTOSAHUS Tekyllero Habopa npasBunn HeobXxoauMo
o3 ncnonb3oBaTtb KOMaHay rule rollback (mpunoxeHune 3.4.97, ctp. 121).

IIpumep:
fnpsh> rule load fnp2_ag
3arpy3uThb AOMONIHUTENbHLIM Habop npaBun (pexum ynpasnenus ceccuammn)? (Y/N) [N]: Y
FNPSH-I-304A-Tabnuua ceccun ouueHa

FNPSH-I-301E-[ONOJIHATENbHbIA HAabop NpaBWa 3arpyxeH
fnpsh>

3.4.95. rule move — nepeHoc npasuna ghunbmpayuu e mekyujeM Habope
rul[e] mov[e] <Tun> <cTapbi_HoMep> <HOBbLIN_HOMep>

Tpebyemvie npusunecuu — rules.
[Tapametpsi:

e <Tun>— 0003HaUeHNE KaTeropun npaeuia Gunberpanuu, VLAN rpynmsl nin HHTEpBalia BpeMEeHH (pazient
1.4.1, ctp. 2):

v mac — MAC npaBuiio GuIbTpanny;
v arp — ARP npasuno ¢punsrpanumy;
ip — I[P npaBuno punsrpanuy;

ipx — IPX mpaBuio ¢unsTpanuu;
ap — AP mpaBuio ¢unerpanmu;

vlan — VLAN rpynna;

R X < < <«

time — MHTEPBAJI BPEMCHU,

e <crapeui HoMep> — HOMEp IpaBuia (GpUIbTpaluu yka3aHHOH kareropuu, VLAN rpynmsl wiM UHTepBaia
BpPEMEHU M3 TEKyIero Habopa;

e <HOBBHII HOMep> — HOBBII HOMEp, ¢ KOTOPBIM OyIyT IEepEeHECEHbI B TEKYIIeM Habope yKa3aHHOE MPaBHIIO
¢wupTpanuu, VLAN rpymnna nin MHTEpBajil BpEMEHH.

Komanna mepeHocHT B Tekymem Habope mpaswio ¢uiabrpanuu,VLAN Tpynmy WM HHTEpBaI
BpPEMCHH C HOBLIM HOMEPOM.

He ponyckaetcs nepeHoc VLAN rpynnbl unu MHTEpBana BpPEMEHMW, UCMONb3yeMbIX B NpaBuiax
dunbTpaymu.
MepeHoc rnobanbHbix NpaBun GUNbLTPaLMK 3anpeLLEH.

N3meHeHusa B TeKyLllem H360pe BCTYynakwT B CUIy Cpady e Mocle YyCnewHOro BbINMOJIHEHUA
KOMaHAbl rule move.

—+, [Ana BoccTaHoBneHus npeAblayluiero CocTosHMS Tekywiero Habopa npasun Heobxoanmo
lz ":7 ucnonb3oBaTb KOMaHay rule rollback (MpunoxeHune 3.4.97, ctp. 121).
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[Ipumepsr:
* TICpEHOC MHTEpBajla BpEMEHU 30 B MHTEPBaJI BpeMEHU 1300:
fnpsh> rule move time 30 1300
FNPSH-I-309A-UHTepBaN BpEMeHU nepemMeleH
fnpsh>
e mepeHoc I[P npaBuna 255 B IP npaBusio 10:
fnpsh> rule move ip 255 10
FNPSH-I-3094-IP npaBuno nepeMeleHo
fnpsh>
e HEIOIyCTHUMBIE OIICPALIAHN:
fnpsh> rule move vlan 100 1000
FNPSH-E-1067-VLAN rpynna ucnofib3yeTcs B npaeunax ¢unbTpauun (IP npasuna)
fnpsh>
fnpsh> rule move arp 0 780

FNPSH-E-10F8-HeBO3MOXHO KonupoBaTb (NepeHOCUTb) rnobanbHoe npaswuso
fnpsh>

3.4.96. rule remove — ydaneHue dononHumenbHo20 Habopa npaeun
rul[e] rem[ove] <umsa_Habopa_npaBun>

Tpebyemvbie npusunecuu — rules.
[Tapametpsr:
e <yMsa Habopa mnpaswi> — UM JIONOJHUTENBHOr0 Habopa mpaBuil.
Komanpa ynansier qomoTHATENbHEIN Ha0Op MPaBWII ¢ yKa3aHHBIM UMEHEM.
ITpumep:
fnpsh> rule remove fnp2_ag
YaanuTb AONONHUTENbHbIM Habop npasun? (Y/N) [N]: y

FNPSH-I-3020-[ononHuTenbHblr Habop npaBun yaaneH
fnpsh>

3.4.97. rule rollback — eo3epam k npedbidyuieMy COCMOSAHUI0 MmeKyule20
Habopa npaeun

rul[e] roll[back]

Komanma oTMmeHser mocnenHee W3MEHEHHWE B TeKymeM HaOope IpaBmil, BO3Bpamas ero K
MPEABIIYIIEMY COCTOSHUIO.

lNocnepoBatensHOE BbLINOMIHEHME KOMaHAbl rule rollback npmBoAUT K YepenoBaHUO OBYX
nocrneaHnx COCTOSIHUN TeKyLiero Ha60pa npaBurl.

- L
= T
/4

ITpumep:
fnpsh> rule rollback
BOCCTAHOBUTb Npeabiaywmi Habop npaeun (pexum ynpaBneHus ceccusmm)? (Y/N) [N]: Y
FNPSH-I-304A-Tabnuua ceccun ouulyeHa

FNPSH-I-3021-Npeablayliee COCTOSIHME TeKywero Habopa npaBwu/ BOCCTAHOBJ/IEHO
fnpsh>

3.4.98. rule save — coxpaHeHue mekyuje2o Habopa npaeun ¢ A0NONHUMENbLHOM
rul[e] sav[e] <wuma_nabopa_npaBun>

Tpebyemvbie npusunecuu — rules.

[Tapametpsr:
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* <ums nHabopa npaswir> — UMs JOHOJIHUTENBHOIO Habopa MpaBull.

Komanga BeimonHsier coxpaneHue Tekyuiero Habopa mpaBun CCIIT-2 B JONOTHHUTENBHBIA C
yKa3aHHbIM uUMeHeM. Ecin nomonHuTenbHbI HAOOp NpaBWII C YKAa3aHHBIM HMEHEM YXe CYIIECTBYET,
KOMaH/ia BBITIOJTHEHA HE OY/eT.

—+, [Ona nepesanucu yxe CyLLEeCTBYIOLLEro AOMNOSHUTENbLHOro Habopa npaBun ero Heobxoanmo
4 npeaBapuUTENbHO YAanuTb, UCNOMb3yS KOMaHAy rule remove (NpunoxeHue 3.4.96, ctp. 121).

B CCIT-2 cywlecTBylOT criefyloliMe orpaHMYeHnst Npu paboTe ¢ OOMOMHUTENbHBIMKU Habopamu
npaswn:

¢ CCIIT-2 MoXeT xpaHuTb He boree 16 gononHUTENbHBLIX HAOOPOB NPaBWIT;
* LMSA OOMONHUTENBHOro Habopa npaBun AOMKHO OTBEYaTh CreayoLWmMM TpeboBaHNSM:
v AnvHa nmeHn — ot 1 Ao 32 cumMBoOoB;

v OOMNyCTUMbIE CUMBOJIbI B UMEHU — JTAaTUHCKUE OYKBbI, LiMcpbl 1 CAMBOS NOoAYePKMBaHUA
('_"). Ums mononHuTensHoM KOHUrypaumm AoMKHO HauMHaTbCA ¢ BykBbl MO0 € LUMdpbI;

* ULMA OOMOJIHUTESIbHOIo Ha6opa npasui ABNAETCA permcTpoBoO-3aBUCUMbIM.

[Ipumepsr:

fnpsh> rule save fnp2_ag
FNPSH-I-301F-JONONHUTE/bHbIN HAbOp nNpaBui COXpaHeH
fnpsh>

fnpsh> rule save fnp2_ag
FNPSH-E-107D-J10NONHUTENbHbIN HAbOp NpaBun yxe cCyuwecTByeT
fnpsh> rule save fnp2_AG

FNPSH-I-301F-JO0NONAHUTE/bHbIN HAboOp NpaBui CoXpaHeH
fnpsh>

3.4.99. rule show — npocmomp mekyuie2o unu AononHUMenbHo20 Habopoe
npaeun

rul[e] sh[ow] [<umsa_Habopa npaBun>] [<kpuTepum_oTbopa>]

[TapameTpsi:
e <ymsa nHabopa npabswi> — UM JIONOJHUTEIBHOTO HabOpa MpaBuiT;

e <xpurepuu orbopa> — HEOOS3aTEIbHbIN MapamMeTp, HO3BOJIIOLUIMKA BBIIOJIHATE POCMOTP TOJIBKO TEX
npaBuil GUIBTpauy U3 Habopa, KOTOPhIE yIOBIETBOPSIOT BBEJACHHBIM KPUTECPHSIM.

Komanga BBIBOAMT Ha 3KpaH TePMHHANA COJIEPKHUMOE TEKYIIETO MJIM JOMOJHUTEIBHOr0 HabOpOB
npasui. Mst nonoiaHuTensHOrO HaOopa MpaBuil YKa3bIBaeTCs Yepe3 MapaMeTp <vmsa Habopa NpaBuir>.

—'~}‘ Ecnn nma pononHuTenbHOro HaGOpa npasun He YyKas3aHO, Ha 3KpaH TepMuHana BbIBOOUTCA
4 cogepXKnmMmoe TekyLliero Ha6opa npasu.

ITpocMoTp HabOpa MPaBHJI BBIMOIHIETCS B COOTBETCTBHHU C TEKYIIMM PEKHAMOM IIPOCMOTPA JaHHBIX
koManaHoro unrepdeiica CCIIT-2 (pazmen 2.6.6, ctp. 21).

Kpurtepun or6opa npasui ¢puiabtTpanuu. [lapamerp <xpureprn ortopa> NPEACTaBIAET COO0M
CIHMCOK MMEHOBAaHHBIX Iap, pa3AeiCHHBIX MPOOeIoM, BUA:

<UMS_KpuUTepusa>=<3HadyeHune>[ ...]

He nmomyckaercsi ykas3piBaTh B CIHCKE OJIMH M TOT K€ KpUTepud oTOopa Oosiee omHoro pasza. B
pe3yabTaTe BBIIOIHEHHs] KOMaHIbl OyayT otoOpansl mpasuia ¢uibTpanud, VLAN rpynmsl ¥ HHTEpBaJIbI
BPEMEHHU, YJIOBJICTBOPAIOLLUIE 6CeM KpUmMepuam omoopa, YKA3aHHbIM 8 CRUCKE, 8 COGOKYNHOCMU.
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lMpu oTcyTCcTBUM KpuTepueB OTOOpa kOMaHAa rule show BbIBOAWUT BCe MpaBuna urbTpauum,
l; 7 VLAN rpynnbl v UHTEpBarbl BPEMeH! AaHHOro Habopa.

B criucke kpurepueB or60pa npaBui QUIBTPALUH APAMETP <MMs KpUTEepus> MOKET HIPUHUMATh
OJIHO U3 CJIEAYIOIINX 3HAUECHUM:

e action— oTOOp HO AEHCTBHIO HAJl IAKETOM;

* active — oTOOp MO aKTUBHOCTH MpaBHJ (PUIBTPALINY;

e in— oTOOp MO BXOJIHBIM HHTep(eiicam;

* mode — (hopmar BeiBojia TipaBuil GpuibTpanyu, VLAN rpynn v HHTEpBajIoB BpEMEHH;

e out — oTOOp MO BBEIXOJHBIM HHTEpdetcam;

e rnum— 0TOOp MO HOMepaM npasui unsTpanmu, VLAN rpynmn u HHTepBajIOB BpEeMEHH;
e type — OTOOp MO KaTEropHH MPaBHIT;

* viewer — PeXHUM IMPOCMOTpa AaHHBIX KoMaHaHOTO nHTEpPeiica CCIIT-2.

OT6op 1o neiictBuI0 HaJ nMakeToM. Kpurepuii action mo3BoMNsSET BBIOpATh IpaBwiia PHIIbTPALIHAH,
UMEIOIMe yKa3aHHOE JIeficTBUE, BBHIMONIHSEMOEe HajJ oOpabaTeiBaeMbIM makeToM. Kputepuit orOopa mmeer
CJICYIOLINI CUHTAKCHC:

action={accept,drop,pass}

3HayeHue KpUTEpHs — ACHCTBHE, BHIIOIHAEMOE HaJl IAKETOM B COOTBETCTBHU CHAHHBIM IPABUIIOM
¢unpTpanuu (mogpoduee — pazgen 1.4.1, cp. 2):

* accept —HOPOMyCTUTDH ITAKET,
¢ drop — yJaJuTh NAKCT,

® pass — IICpeaarhb MakKkerT.

HerictBne kputepuss otbopa action He pacnpocTpaHseTrcd Ha rnobanbHble npaswnia
dunbtpauun, VLAN rpynnbl 1 nHTEpBanbsl BpEMEHW.

ITpumep:
fnpsh> rule show fnp2_ag action=drop

OT100p no akTUBHOCTH NpaBuJ ¢puiabTpauuu. Kputepuii active mo3BosseT BHIOpATh MpaBHiia
(GuIBTpaNK C yKa3aHHBIM 3HaueHHEeM (1ara akTuBHOCTH. Kpurepuii otr6opa nmeeT ciaeayomunii CHHTaKCUC:

active={yes,no}
3HaueHUe KPUTEPUS — COCTOSIHUE (hrara aKTHBHOCTH MpaBuia (GUIbTPAIIH:
* yes — BBIBOJ| aKTUBHBIX MTPaBUJI (PUIBTPALINY;

* no — BBIBOJ HEAKTUBHBIX IPABUWJI (PHIIBTPALIIH.

HelictBne Kputepuss otbopa active He pacnpocTpaHseTrcs Ha rnobanbHble npasuna
dunstpauumn, VLAN rpynnbl  nHTEpBansl BpeMeHW.

ITpumep:
fnpsh> rule show active=no

Ot10op no BxogHbIM MHTepdeiicam. Kpurepuii in mosBosiser BeIOpaTh HpaBwia (QUIBTpaLUH,
UCTIONB3YIONINE yKa3aHHBI crucok ¢unbTpytommx wuHTepdeiicoB CCIIT-2 B kauecTBe BXOJHBIX
nnTepdeiico. Kpurepuit ordbopa nMeeT crieAyomnuii CHHTAaKCHUC!
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in={<uma_uHTepdenca>}[,...]
3HavyeHue Kputepus oToopa — crnucok punpTpytomux uarepdeiicos CCIIT-2:

e <umsa mHTepderica> — CHMBOJIMYECKOE UM, IPHCBOCHHOE (DUiIbTpyromeMy HHTepQency.

@ OOvH 1 TOT e UNbTPYIOLWNIA MHTEPMEC HE MOXET MPUCYTCTBOBaTb B CrKCKe Gornee ogHOro
pasa.

[enctBne kputepmst oTOopa in He pacnpoCTpaHseTcs Ha rnobanbHble npasuna unbTpauunu,
VLAN rpynnbl U MHTepBasibl BpEMEHM.

IIpumep:
fnpsh> rule show in=External,Mirror

®opmar BbIBOAA mpaBui. Kpurepuil mode Mmo3BoisieT 3a7ath (GopMmar s BEIBOJA OTOOPaHHBIX
mpasun  ¢unpTpan, VLAN rpynn u uHTEpBanoB BpeMmeHH. Kpurepmit orbopa nMeeT clemyromuit
CHUHTAKCHC:

mode={detail|line}
3HaveHue KpUTepHs — ycIoBHOE 0003HaYeHHE opMaTa BIBOJA:

e detail — moapoOHBI GopMaT BbIBOAa. BBIBOA KakaOro mpaBuja 3aHMMAET HECKOJIBKO CTPOK, KaKaas
CTpOKa COJICP’KUT HAUMECHOBAHME M 3HAYCHHE OJHOTO mapaMeTpa npaBwia ¢unsTpanun, VLAN rpymmsl
WM HHTEepBaia BpeMeHu. Hampumep:

IP npasuno 200 - "Laptop to WEB":
JencTtBue: accept (nepepaya Ha BbIXOAHble MHTepGhENCh)
BxoaHble MHTepdenco: Internal
BbIXOAHble UHTepdenchl: External
MHKanCynMpoBaHHble MPOTOKOJbI: tCp
IP-aapeca uUcToyHmka: 192.168.169.122
MopTbl uctoyHnka: 1024-65535
MopTel npuemHuka: 80,8080
Ceccun: CO34aNTCA NO YMOJYAHUKW; TaMMAayT HEAKTMBHOCTM: MO YMOJIYAHUI
MpuknagHsle npaesuna: 100
VLAN rpynna: 100 (naeHtugmkaTopbl 217)
PerncTpaums nakeToB: BKJ/INYEHO; CECCUM: BKJ/IOYEHO

e line — TEKCTOBOE OINpeJeNeHHEe TNpaBWwiIa B (OpMaTe CTPOKH C Pa3NeNUTEIAMHU (ucnoav3yemcs no
ymonuanuio). CHHTaKCHC TEKCTOBBIX OINPEIEICHUI NPUBOIUTCS B IpriioxkeHny . Hanpumep:

ip:200:accept:logpkt,Togses:1:0:0:tcp:192.168.169.122:1024-65535:any:80,8080:
any:any:any:any:any:any:active:"Laptop to WEB":100:defses:deftout:100:noalarm

IIpumep:
fnpsh> rule show fnp2_ag mode=detail

OT160p 1o BeIX0AHBbIM HHTepeiicam. Kpurepnii out mo3BonsieT BEIOpaTh MpaBuiia (GUIBTPAIIHH,
WCHONB3YIOIINE yKa3aHHBI crmucok ¢(uisTpytommx wuHTepdeiico CCIIT-2 B kayecTBE BBIXOJHBIX
unrepdeticoB. Kpurepuii oT0opa nmeer clieAyonnii CHHTAKCHC:

out={<umsa_uHTtepdenca>}[,...]
3HadyeHue Kputepus oToopa — cnucok punprpytomux uarepdeiicos CCIIT-2:

¢ <uma_ mHTepderica> — CUMBOJIIMYECKOE UMs, IIPUCBOCHHOE dunsTpyromeMy uatepdericy.

@ OOvH 1 TOT e UNbTPYIOLWNIA MHTEPMEC HE MOXET MPUCYTCTBOBaTb B ChKCKe Gonee ogHOro
pasa.

[HevictBne kputepus otbopa out He pacnpoCTpaHAeTCs Ha rnobanbHble npaeuna unbTpaumm,
VLAN rpynnsl n nHTepBarnbl BPEMEHM.

IIpumep:
fnpsh> rule show out=Internal

Ot160p no Homepam npaBuia. Kpurepuil rnum no3Bossier BIOpaTh npasuia ¢unprpauun, VLAN
IpYIIIBl U MHTEPBaJIbl BpEMEHU € yKa3aHHbIMU HoMepamu. Kpurepuii oTOopa umeeT cienyronui CHHTaKCHC:
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rnum={<Homep> | <HOMEpP_MUH>-<HOMep_MaKC>}
3HaueHne KpuTepus 0T00pa — OIMHOYHBIA HOMEp MPaBUIIA WIH WHTEPBaJ HOMEPOB:

e <HoMep> — OJIMHOYHBLIA HOMep mpaBwia ¢uibrpanud, VLAN rpymisl uim WHTEpBana BpeMeHU. bynyT
BHIOpaHBI IPaBUIIa, HOMEPa KOTOPBIX COBIAAAIOT C YKa3aHHBIM 3HAYEHUEM;

e <HOMep MMH>-<HOMEp Makc> — HHTepBal HOMepoB mnpasBui ¢unbTpauud, VLAN rpynn wim
WMHTEPBaJIOB BpeMEHHU. by 1yT BEIOpaHbI MpaBuiia, 3HAYCHUS HOMEPOB KOTOPBIX HAaXOJATCA B AWANa30HE OT
<HOMep MMH> 0 <HOMep Makc> BKIIFOYUTEIBHO.

@ [eicTtBue Kputepusi oT60pa rnum He PaCcNpPOCTPaAHSETCS Ha rnobanbHble Npaeuia MUNbTPaLMN.

ITpumep:
fnpsh> rule show rnum=200-350

O16op mo kareropum mnpaBui. Kpurepmii type TO3BOJSET BBHIOpATh MpaBWIa YKa3aHHBIX
kareropuii. Kpurepuii oTOopa uMeeT cieayouiuii CHHTaKCHC:

type={mac|arp|ip|iptmp|ipx|ap|vlan|time}[,...]
3HaueHne KpuTepus 0T0opa — CIUCOK KaTeropHuil MPaBuiIL:
* mac — MAC npaBuia puibTpanumy;
* arp— ARP npasuna punsrpanny;
e ip— IP npaBuna punsTpanuy;
e iptmp — BpemeHHbIe [P npaBuia GunbTpaiuu (monvko 0 mekyuje2o Habopa);
e ipx— IPX npaBuna ¢unbrpanuu;
* ap— AP npaBuna ¢unbrpanuu;
¢ vlan— VLAN rpynmnsl;

* time — HHTEpPBAJIBl BPEMEHH.

@ OpgHa u Ta xe KaTeropuda npasuit He MOXeT NPUCYyTCTBOBATb B CrNCKe 6onee ogHoro pasa.

[Ipumep:
fnpsh> rule show fnp2_ag type=ip,time

Pe:xxum mpocmoTpa gaHHbIX KoMaHaHOro nHTepgeiica CCIIT-2. Kpurepuil viewer mo3Boniser
W3MEHHUTh PEXHUM MPOCMOTpa AaHHBIX KoMaHaHoro uHtepdeiica CCIIT-2 (pasmen 2.6.6, ctp. 21) Ha Bpems
BBITIOJTHEHHSI KOMaHABI rule show. Kpurepuii oTbopa nMeeT cieayIonii CHHTaKCHC:

viewer={int|more|no}

rae
e int — MOJHO3KPaHHBIN PEXUM MIPOCMOTPA TAHHBIX;
* more — PEXKUM MMOCTPAHUYHOTO MPOCMOTPA JAHHBIX;
* no— PEeXUM CIUIOIIHOTO BbIBOJIA JJAHHBIX.

ITpumep:
fnpsh> rule show viewer=more

B xomaHzne rule show MOXHO YKa3bIBaTh HECKOJIBKO pa3iuyHuiX KpuTepues orOopa. Hampumep
Ui BeiBoza 1P mpaBumi guinbsTpany 1 MHTEPBAJIOB BPEMEHH M3 TEKYIIEro Habopa O 3HAYEHUSIMH HOMEPOB
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oT 200 10 350, UCHOJIB3YS PEKUM CILIONTHOTO BBIBOJA JaHHBIX KoMaHHOro nHTEpdeiica CCIIT-2, cnemxyer
BBITIOJTHUTH KOMAaHTY

fnpsh> rule show type=ip,time rnum=200-350 viewer=no

3.4.100. rule stats clear — cbpoc cmamucmuku mpagbuka no mekyuiemy Habopy
npaeun

rul[e] stats cl[ear]

Tpebyemvie npusunecuu — pf.

Komanpa Bemonsser cOpoc cratuctuku Tpaduka nakerHoro ¢uiubsrpa CCIIT-2 mo mpaBuiam
¢dunpTpanuy Texyuiero Habopa.

Cratuctuka Tpadmka no npasunam unbTpaumm Tekyllero Habopa cbpacbkiBaeTca Takke npu
OocTaHoBe W nepesanycke nakeTHoro ¢unbtpa CCIT-2 — komanapl filter stop (NpunoxeHue
3.4.11,c1p. 61) M filter restart (NnpunoxeHue 3.4.8, cTp. 58).

IIpumep:

fnpsh> rule stats clear

OYUCTUTb CTATUCTUKY ucnonb3oBaHusa npasun? (Y/N) [N]: Y
FNPSH-I-30AA-CTAaTUCTMKA MNpaBWI ouueHa

fnpsh>

3.4.101. rule stats show — npocMomp cmamucmuku mpaguka no meKyuemy
Habopy npaeun

rul[e] stats sh[ow]

KoMmaHa BBIBOJUT Ha 3KpaH TEPMHUHAJA JIAHHBIC CTATUCTHKU MCIIOJBL30BAHUS MPaBWII (DUIIBTPAIK
B naketHoM (punbTpe CCIIT-2. CtatrcTrka BEIBOIUTCS B BUJIC TAOIHIIBI, COACPIKAIICH CIICAYIONIUE TTOJIS:

e IlpaBuna — THUI W HOMEp TMpaBWia (QUIBTpANMK TeKyllero Habopa B Qopmare <Twum>:<Homep>
(mpunoxenue 3.4.91, ctp. 118);

e IlocnenHee wu3MeHeHMe — JaTa U BPEMs CO3[aHMs WM TOCIEIHEr0 W3MEHEHHWs aHHOrO IpaBHJIa
¢dbubTpanuy;
e IlaxkeTe — KOJMYECTBO MaKeTOB, 00paboTaHHbIX makeTHbIM ¢mibTpoM CCIIT-2 mo nanHomy mnpaBuily
¢$bunpTpanmmy;
e BariTe — CyMMapHas JJIMHa MakeToB, 00paboTtanHbIX MakeTHbIM puiabTpoM CCIIT-2 mo naHHOMY mpaBHTy
¢dbuapTpanmmy.
[IpocMmoTp cratuctuku Tpaduka Mo TeKylemMy HaOOpy MpaBUJ BBITIONHSAETCS B COOTBETCTBUH C
TEKYIIUM PEKUMOM MTPOCMOTpPa JaHHBIX komaHgHoro uHTepdetica CCIIT-2 (pasaen 2.6.6, ctp. 21).

fnpsh> system fnpsh viewer no
FNPSH-I-3087-PexuM npocMOTpa W3MEHEH
fnpsh> rule stats show

NpaBuna NocneaHee u3MeHeHue  MaKeThl BanTbl
mac:0 01.08.2007, 10:05:52 8877k 8141M
mac:100 01.08.2007, 10:05:52 O 0
arp:0 01.08.2007, 10:05:52 1525 27K
ip:0 01.08.2007, 10:05:52 4192k 3888Mm
ip:10 01.08.2007, 10:06:54 O 0
ip:100 01.08.2007, 10:05:52 O 0
ip:200 01.08.2007, 10:05:52 O 0
ip:250 08.08.2007, 12:22:11 4682K 4071M
ip:300 01.08.2007, 10:05:52 O 0
ap:100 01.08.2007, 10:05:52 O 0
ipx:0 01.08.2007, 10:05:52 O 0
ipx:100 01.08.2007, 10:05:52 O 0

fnpsh>
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3.4.102. session ap disable — ebiknO4YeHUe ucnonb3oeaHus AP npaeun
¢unbmpayuu

ses[sion] ap dis[able]

Tpebyemvie npusunecuu — cfg nnu pf.

Komanna BeIKITIOUaeT (GMIBTPALUIO MAKETOB HA NMPUKIAJHOM YPOBHE CETEBOTO B3aMMOAEHCTBHUS U
W3MEHSIET COOTBETCTBYIOIINE HACTPOUKH B TeKyIel koHpurypamuu CCIIT-2.

—
= T
i

Mo ymonuaHuio, nocne nepsoro 3anycka CCIIT-2, ucnonb3oBaHve AP npasun dunbTpauuu
BbIKITHOYEHO.

[Ipumep:
fnpsh> session ap disable
OTK/NUYNUTb Ucnonb3oBaHue AP npasun? (Y/N) [N]: Y

FNPSH-I-3040-Ucnonb3oBaHne AP MnpaBwW BbIKJIOYEHO
fnpsh>

3.4.103. session ap enable - eknoyeHue ucnonb3oeaHua AP npaeun
gunbmpayuu

ses[sion] ap en[ablel]

Tpebyemvie npusunecuu — cfg wm pf.

Komanga BkimodaeT (puibTpaluio MAaKeTOB Ha MPUKIAJHOM YPOBHE CETEBOTO B3aUMOJCHCTBUS U
WU3MEHSIET COOTBETCTBYIOIINE HACTPOUKHU B TeKyIued koHpurypanuu CCIIT-2.

[Ipumep:
fnpsh> session ap enable

FNPSH-I-303F-Ucnonb30oBaHue AP NpaBUN BKJIWYEHO
fnpsh>

3.4.104. session disable — ebiknio4eHue ynpaeneHus ceccusiMu
ses[sion] dis[able]

Tpebyemvie npusunecuu — cfg vmm pf.

Komanga BbIKIIOUaeT MOJCUCTEMY YINpPaBIEHHUS CECCHAMHU ITaKETHOrO (UIbTpa W HM3MEHSET
COOTBETCTBYIOIIHNE HACTPOIKH B Tekylier konurypauuun CCIIT-2.

@j BbIkntoyeHre ynpaBneHust ceccusiMm BrieveT 3a coboii:

e OTKMOYEHUe unbTpauuM MakeToB Ha MPUKNagHOM YPOBHE CETEBOro0 B3auMOAENCTBUS
(ncnonb3oBaHve AP npasun unbtpaumm);

e OTKMOYeHUe pexnma obHapyxeHus flood-atak.

[Ipumep:
fnpsh> session disable
OTK/OYUTbL ynpaBneHue ceccuamn? (Y/N) [N]: Y

FNPSH-I-303C-PexvMm ynpaBiieHUsa CEeCCUAMU BbIK/IYEH
fnpsh>

3.4.105. session enable — exnioyeHue ynpaeneHus ceccusmu

ses[sion] en[able]

Tpebyemvie npusunecuu — cfg nmm pf.



128 CCIIT-2 - lpunoxeHuns

Komanga BBIKIIOUAET MOJCUCTEMY YINpPaBIEHHs] CECCHAMU IIaKETHOro (UIbTpa W H3MEHSET
COOTBETCTBYIOIINE HACTPOUKH B TeKyiiel koHpurypamuu CCIIT-2.

—; Mo ymonyaHuio, nocne nepsoro 3anycka CCIT-2, ynpaBneHve ceccusiMmn BKITIOYEHO.

/.

IIpumep:
fnpsh> session enable

FNPSH-I-303B-Pexum ynpaBieHUs CeCCUAMU BKJIOYEH
fnpsh>

3.4.106. session flood alarm disable - ebiknO4YeHUe cusHanusayuu
obHapyxeHus flood-amak

ses[sion] fl1[ood] ala[rm] dis[able]

Tpebyemvie npusunecuu — cfg vm pf.

Komanga Bwikmrouaer curHanuzauuio oOHapyxeHust flood-arak u HM3MEHSIET COOTBETCTBYIOLIHE
HACTpOHKH B Tekyuiei koHpuryparun CCIIT-2.

—+, Mo ymonyanuio, nocne nepsoro 3anycka CCIT-2, curHanusauma obHapyxeHus flood-atak

= BbIKIMlO4EeHa.

IIpumep:
fnpsh> session flood alarm disable
OTK/UYNTb CUrHanu3aumw obHapyxeHua flood-atak? (Y/N) [N]: Y

FNPSH-I-30A2-CurHanusaumusa obHapyxeHus flood-aTak BbiKJK4YeHaA
fnpsh>

3.4.107. session flood alarm enable — eknioYeHue cusHanu3ayuu obHapyXeHus
flood-amak

ses[sion] f1[ood] ala[rm] en[able]

Tpebyemvie npusunecuu — cfg vmm pf.

Komanna BeIkmIOdaeT curHanmuzanmio oOHapykeHus flood-arak W WM3MEHSET COOTBETCTBYIOIIHEC
HACTpOWKH B Tekyiei konpuryparmn CCIIT-2.

- CurHanusaums obHapyxeHus flood-ataku 3aknovaetcd B HOPMMPOBaHUM W perucTpauumn

b CUCTEMHOro coobuieHus. Hanpumep, npu obHapyxeHun flood-atakm no npotokony ICMP ot
uctouvHuka c IP agpecom 192.168.169.125 6ynet chopmMnpoBaHO CUCTEMHOE COObLLEHNE

Aug 6 10:36:47 fnp2 fnp[12720]: fnp_filtd: Flood-aTaka obHapyxeHa u
3abnokupoBaHa - source 192.168.169.125 icmp

MpPOCMOTP CUCTEMHbIX COOBLLEHUI BBIMOMHSETCS MO KOMaHAe log syslog show (MPUMoXeHune
3.4.53, ctp. 99).

IIpumep:

fnpsh> session flood alarm enable
]ENPSE—I—30A1—CmrHanM3au.vm obHapyxeHus flood-aTak BkAW4YeHa
npsh>

3.4.108. session flood disable — ebiknioyeHue pexuma 6nokupoexu flood-amak
ses[sion] fl1[ood] dis[able]

Tpebyemvie npusunecuu — cfg vm pf.
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Komanga otkmrouaer pexxum OnmokupoBku flood-arak B makeTHOM (UIBTpE H  HU3MEHSET
COOTBETCTBYIOLINE HACTPOIKH B TeKyuier konpurypauuun CCIIT-2.

Mo ymonuanuio, nocrne nepsoro 3anycka CCIIT-2, pexwum 6nokvpoBku flood-atak B makeTHoMm
OUNbLTPE BLIKIMIOYEH.

/.

~a &
T

ITpumep:
fnpsh> session flood disable

OTK/MOYNTbL obHapyxeHue flood-atak? (Y/N) [N]: n
fnpsh>

3.4.109. session flood enable — eknioyeHue pexuma bnokupoeku flood-amak
ses[sion] f1[ood] en[able]

Tpebyemvie npusunecuu — cfg nmm pf.

Komanga Bkirouaer pexum OnokupoBku flood-arak W M3MEHsIET COOTBETCTBYIOIIUE HACTPOUKH B
texymeit konpurypauun CCIIT-2.

Kaxpas obHapyxeHHas flood-aTaka GrokvpyeTcd nytem cosgaHus BpemMeHHoro IP npaswuna,
3anpeLuatoLlee NpoxoxaeHne naketos Yepes unbtpyrowme nHtepdgencel CCIT-2 oT MCToYHMKa
obHapyxeHHon flood-ataku. Hanpumep, no BpemeHHomy IP npasuny

iptmp:1:nolog:1:60:icmp:192.168.169.125:any:any:any:"Blocked flood
attack":noalarm

6nokmpyetcs flood-ataka no npotokony ICMP ot uctouynuka c IP agpecom 192.168.169.125.

ITpumep:
fnpsh> session flood enable

FNPSH-I-30A3-06HapyxeHne flood-aTak BKJOYEHO
fnpsh>

3.4.110. session flood rule comments — u3MeHeHue KOMMeHMapus Oonsa
epemeHHO20 IP npaeuna, bnokupytouje2o flood-amaky

ses[sion] fl1[ood] rul[e] com[ments] <kommeHTapuu>
Tpebyemvie npusunecuu — cfg nmm pf.
[Tapametpsr:
e <xoMMeHTapwit> — HOBBII KOMMEHTapuii 1y BpeMeHHbIX [P npaswui, 6iokupyromux flood-araky.

Komanma m3MmeHseT KOMMEHTapwii Juisi BpeMeHHbIX [P mpaBui, co3gaBaeMbIX [UTsl OJOKHPOBKH
flood-arak, u n3MeHsEeT COOTBETCTBYIOIINE HACTPOHKH B TeKyliel koHpurypamuu CCIIT-2.

B CCIT-2 cyLlecTBytoT crieaytoLume orpaHuYeHnst Ans KOMMEHTapMEB K NpaBuiam unbTpaumu:
e [OnuHa koMMeHTapus — oT 0 oo 31 cumBona (gonyckaeTcsl OTCYTCTBUME KOMMEHTapUS);
e [OMyCcTUMble CUMBOJIbI — BCE MeYaTaeMble CUMBOJIbI, UCKIOYas CUMBON ABoeTouns ':';

e KOMMEHTapun, cogepXxalimn cuMmBonbl Npobena, B KOMaHAHON CTPOKE AOSMKEH 3aKNiovaTbCA
B ABOWHbIE KaBbI4YKKU ',

[Tpumepsr:

fnpsh> session flood rule comments Flood_detected_by_FNP-2
FNPSH-I-30A8-KOoMMeHTapuin BpeMeHHOro IP npaBwuia M3MeHeH
fnpsh>

fnpsh> session flood rule comments "Flood detected by FNP-2"
FNPSH-I-30A8-KOoMMeHTapuin BpeMeHHOro IP npaBuia M3MeHeH
fnpsh>
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3.4.111. session flood rule lifetime — HacmpoLlika epeMeHuU Xu3HU epemMeHHo20 IP
npaeuna, bnokupytouje2o flood-amaky
ses[sion] fl1[ood] rul[e] 1if[etime] <Bpemsa>
Tpebyemvie npusunecuu — cfg unm pf.
ITapameTpsi:
* <BpeMs> — HOBOE 3HAUYEHHE I BpeMEHH XHU3HU BpeMeHHOro [P npasuna, 6mokupytomiero flood-araky.

Komanga ycranaBnuBaeT HOBOE 3HAu€HME BpPEMEHM JKM3HM JUIl BpeMeHHbIX [P mpaBwmi,
cozaBaeMblx aJsl OnokupoBkd flood-arak, W M3MEHAET COOTBETCTBYIOIIME HACTPOWKHM B TEKyILEH
koHuryparuu CCIIT-2.

—+, Mo ymonuaHuio Bpems xu3Hn BpemeHHoro IP npasuna, 6nokupytouero flood-ataky, coctaeBnser

- 60 cekyHz.

Bpewmsi xun3Hu BpemeHHoro IP npaBuna, 6nokupytowero flood-ataky, MoXeT ObiTb M3MEHEHO B
npegenax ot 10 o 3600 cekyHA BKITHOUUTENBHO.

IIpumep:
fnpsh> session flood rule lifetime 180

FNPSH-I-30A9-BpemA XU3HW BpPeMeHHOro IP npaBuia U3MEHEHO
fnpsh>

3.4.112. session flood rule log disable — ebiknioyeHue pesucmpauyuu nakemoe
60 epemeHHOM IP npaeune, bnokupytouwem flood-amaky

ses[sion] fl1[ood] rul[e] Tog dis[able]

Tpebyemvie npusunecuu — cfg vm pf.

KoManza oTkmrodaeT perucrpanyio MakeTOoB BO BpeMeHHbIX [P mpaBunax, co3naBaeMbIX Ais
onoxupoBku flood-arak, 1 ©3MEHSIET COOTBETCTBYIOIINE HACTPOMKH B TeKymier koHpurypauuu CCIIT-2.

—, Mo ymonuaHuio, nocne nepsoro 3anycka CCI1T-2, pernctpauus naketoB BO BpeMeHHbIX IP

- npasunax, onokupyrowmx flood-ataku, BeiknoyeHa.

IIpumep:
fnpsh> session flood rule log disable
OTK/IUYNTb pernctpaumiw BpemeHHoro IP npasuna? (Y/N) [N]: Y

FNPSH-I-30A7-Permcrpaums BO BpeMeHHbIX IP npaBuiax BbIKJKWYEHA
fnpsh>

3.4.113. session flood rule log enable — eknioyeHue peaucmpayuu nakemoe 6o
epemeHHOM IP npaeune, 6nokupytouwem flood-amaky

ses[sion] fl1[ood] rul[e] Tog en[able]

Tpebyemvie npusunecuu — cfg vmm pf.

KomaHna BKITIOYAET pErHCTpaIMio0 MAKeTOB BO BpeMEHHBIX I[P mpaBmiax, co3mgaBaeMbIX s
onokupoBkH flood-arak, u ©3BMEHSIET COOTBETCTBYIOIIHME HACTPOMKH B TeKymier kordurypauuun CCIIT-2.

—- pocMOTp 3aperucTpupoBaHHbIX MaKeTOB BbLINOIHSETCA MO komaHae log packet show
2 7 (npunoxeHue 3.4.49, cTp. 81).
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[Ipumep:
fnpsh> session flood rule log enable

FNPSH-I-30A6-Perncrtpaumsa BO BpPeMEHHbIX IP npaBuiax BKAWYEHA
fnpsh>

3.4.114. session flood threshold default — ycmaHoeka nopoz2oe obHapyXeHusn
flood-amak @ 3Ha4YeHuUs1 N0 YMONYaHUIo

ses[sion] f1[ood] thr[eshold] def[ault]

Tpebyemvie npusunecuu — cfg vmu pf.

Komanna ycranasnuBaeT noporu ooHapyxenus flood-arak B 3HaYSHUS 0 YMOTYAHUIO ¥ M3MEHSET
COOTBETCTBYIOIIHME HACTPOIKH B TeKymier korndurypanuun CCIIT-2.

Mo ymonyaHuto noporu obHapyxeHus flood-atak MMelOT crnieayloLme 3HaYeHus:

e ansa npotokona ICMP — 300 nakeToB B CEKYHAY;
e ansa npotokona UDP — 500 nakeToB B CEKyHAY;

e ansa npotokona TCP — 1000 nakeToB B CEKyHAY.

[Ipumep:
fnpsh> session flood threshold default
YCTaHOBUTb MOPOroBble 3HAYeHua no ymondanuw? (Y/N) [N]: Y

FNPSH-I-30A5-MNoporoBoe 3HayeHWe WU3MEHEHO
fnpsh>

3.4.115. session flood threshold icmp — ycmaHoeka nopoz2a obHapyxeHus flood-
amak ona npomokona ICMP

ses[sion] fl1[ood] thr[eshold] icmp <nopor>
Tpebyemvie npusunecuu — cfg vm pf.
[Tapametpsr:
e <nopor> — HOBOE 3HaueHue rnopora ooHapyxenus flood-arak s nporokona ICMP B makerax B CeKyH/y.

Komanna ycranainuBaer HOBoe 3HaueHue nopora ooHapysxenus flood-arak jns nporokona ICMP u
W3MEHSIET COOTBETCTBYIOIINE HACTPOUKHU B TeKyued koHpurypamuu CCIIT-2.

-+, | Tlo ymon4yaHuio 3Ha4yeHue nopora obHapyxeHus flood-atak gnst npotokona ICMP coctaensiet 300
NMakeToB B CEKYHAY.

crieayroLyx npeaenax:

@j 3HayeHne nopora obHapyxeHus flood-atak ana npotokona ICMP moxeT ObiTb M3MEHEHO B

¢ MUHMMarnbHOe 3HaveHne — 10 nakeToB B CeKyHay;

e MakcumarnbHOE 3Ha4YeHMe — B YUCIOBOM BbIPaXEHUN paBHAETCS NOMOBUHE pa3mMepa
Tabnuubl ceccuin. Pasmep Tabnuubl ceccuii MOXHO y3HaTb, UCMOSb3yA KOMaHAy session
show (npunoxenve 3.4.122, ctp. 134).

ITpumep:

fnpsh> session flood threshold icmp 6000
1ENPSE—E—lllS—He.u,onyC'l'l/lmoe noporoeoe 3HayeHue (OxMpawTCs 3HavyeHus M3 amanasoHa 10-4096)
npsh>

fnpsh> session flood threshold icmp 100
FNPSH-I-30A5-MNoporoBoe 3HayeHUe WN3MEHEHO
fnpsh>
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3.4.116. session flood threshold tcp — ycmaHoeka nopoz2a obHapyxeHus flood-
amak ons npomokona TCP

ses[sion] fl1[ood] thr[eshold] tcp <nopor>

Tpebyemvie npusunecuu — cfg unm pf.
ITapameTpsi:
e <nopor> — HOBOE 3HauUeHue mnopora ooHapysxenus flood-arak qms nporoxona TCP B makeTax B CEKyHIY.

Komanna ycranaBnuBaeT HOBOe 3HaueHUe nopora oOHapysxeHus flood-arak mnsa npotokona TCP u
H3MEHSIET COOTBETCTBYIOIINE HACTPOWKH B Tekyluel koHpurypamuu CCIIT-2.

—+, Mo ymonuaHuio 3HaveHne nopora o6HapyxeHus flood-atak ans npotokona TCP coctasnset 1000

- MakeToB B CEKyHAY.

3HaveHne nopora obHapyxeHus flood-atak gns npoTtokona TCP MOXET ObiTb U3MEHEHO B
cnepylowmx npegenax:

*  MUHMManbHoe 3HaveHne — 10 nakeToB B CeKyHay,

* MakCuMmarbHOe 3HayeHWe — B YUCIIOBOM BbIPaXEHWM paBHSIETCS MOJSIOBMHE pa3mepa
Tabnuubl ceccuin. Pasvep Tabnuubl CECCUN MOXHO Y3HaTb, MCMOMNb3ys KOMaHAy session
show (npunoxeHue 3.4.122, ctp. 134).

IIpumep:

fnpsh> session flood threshold tcp 6000
FNPSH-E-1115-HeponycTumoe noporoBoe 3HayeHue (oxupawTcs 3HavyeHus m3 amanasoHa 10-4096)

fnpsh>
fnpsh> session flood threshold tcp 800

FNPSH-I-30A5-MNoporoBoe 3HayeHUEe WM3MEHEHO
fnpsh>

3.4.117. session flood threshold udp — ycmaHoeka nopoza obHapyxeHus flood-
amak ona npomokona UDP

ses[sion] fl1[ood] thr[eshold] udp <nopor>

Tpebyemvie npusunecuu — cfg nmm pf.
[TapameTpsi:
e <nopor> — HOBOE 3HaueHue rnopora ooHapysxenus flood-arak ms nporokona UDP B nakerax B CEKyHIYy.

Komanpga ycranapnuBaeT HOBOe 3HaueHHe nopora ooHapyxkenus flood-arak ans nporokona UDP u
M3MEHSET COOTBETCTBYIOIINE HACTPOUKH B TeKytier koHpurypamuu CCIIT-2.

—+, Mo ymonuaHuio 3Ha4eHune nopora obHapyxeHus flood-atak ana npotokona UDP coctasnsiet 500
- NakeToB B CEKyHAY.

3HayeHne mnopora obHapyxeHus flood-atak gns npotokona UDP moxeT ObiTb U3MEHEHO B
crnepywoLmx npegenax:

¢  MUWHMManbHoEe 3Ha4yeHne — 10 NakeToB B CEKYHAY;

* MakcummalribHoe 3HadeHne — B YUCIIOBOM BblpaXXeHUU paBHAETCA MOJIOBUHE pa3mepa
Tabnuubl ceccur. Pasmep Tabnuvubl CECCUN MOXHO Yy3HaTb, MCMOMb3ys KOMaHAy session
show (npunoxexue 3.4.122, ctp. 134).

IIpumep:
fnpsh> session flood threshold udp 6000



CCIT-2 - lpunoxeHuns 133

;NPSH—E-lllS-HernyCTMMoe noporosoe 3HayeHue (OxMpawTCA 3HavyeHus M3 amanasoHa 10-4096)
npsh>

fnpsh> session flood threshold udp 1000
FNPSH-I-30A5-MNoporoBoe 3HayeHue WU3MeHEeHO
fnpsh>

3.4.118. session ip disable — ebikno4eHuUe co30aHUs No yMon4aHulo cecculi ons
IP npaeun ¢hunbmpayuu
ses[sion] ip dis[able]

Tpebyemvie npusunezuu — cfg umu pf.

KomaHna OTKITIOWaeT pexuM CO3JaHus M0 yMOJYaHWio ceccuil just [P mpaBun dunbrpamuu u
W3MEHSIET COOTBETCTBYIOINE HACTPOUKHU B TeKyued koHpurypamuu CCIIT-2.

OTKIMoYEHNE peXnMa Co3faHus Mo yMomnyaHuio ceccuid ans IP npaBun cunbTpauun Bne4veT 3a
coboli:
e OTKIOYEHME CO3[aHMS CEeCCUI Ans nakeToB, 06paboTaHHbIX No rnobansHomy IP npasuny;

e OTKIIOYEHWE CO3[aHMSA CEeCcCUMi Ans MakeToB, obpaboTaHHbix no |IP npaBunam, B KOTOPbIX
napameTp session UMEET 3HauyeHue default (Unu defses).

Ceccun 6ynyT cosfgaBaTbCsl TONBbKO ANsi MakeToB, 06paboTaHHbIX Mo IP mpaBunam, B KOTOpPbIX
napameTp session UMEET 3Ha4YeHne yes (Unu ses).

ITpumep:
fnpsh> session ip disable
OTK/YNTb CO3JaHMe ceccur no ymonyanuw ana IP-npaeun? (Y/N) [N]: Y

FNPSH-I-3042-Ceccun He ByAyT CO34aBaTbCs NO YMONYaHUW Ans IP npaBun
fnpsh>

3.4.119. session ip enable — exnoyeHue co3daHus No ymon4yaHuto cecculi ons IP
npaeun ghunmpayuu
ses[sion] ip en[able]

Tpebyemvie npusunezuu — cfg wmu pf.

KomaHja BKIIOUaeT peXUM CO3JaHUs MO YMONYaHHIO ceccuid juis [P mpaBun ¢unbTpanuu u
M3MEHSET COOTBETCTBYIOIINE HACTPOUKH B TeKymien koHpurypamun CCIIT-2.

-, | Tlo ymonuaHuto, nocne nepsoro 3anycka CCI1T-2, co3gaHne no ymonyaHuto ceccun anga IP
- npaBun uUnbTPaLMN BKITHOYEHO.

OyayT co3gaBaTbCA:

@ |_|pI/1 BKIMIOYEHHOM peXnmMme co3faHuA rno ymon4vaHutio ceccun ansa IP npasun CpMJ'IpraLl,I/II/I ceccumn

e [OnsA nakeToB, 06paboTaHHbIX Mo rrnobansHomy IP npasuny;

e [ONnsa nakeToB, obpaboTaHHbiX Mo IP npaBunam, B KOTOpbIX MNapamMeTp session WUMEET
3HayeHve default (UM defses);

e [ONA nakeToB, obpaboTaHHbix Mo IP npaBunam, B KOTOpbIX NapameTp session KMMeeT
3HayeHue yes (UK ses).

Ceccun He b6yayT co3pmaBaTbCH A1 MakeToB, obpaboTaHHbiXx Mo IP npaBunam, B KOTOPbIX
napameTp session MMEET 3Ha4YeHne no (UK noses).

ITpumep:

fnpsh> session ip enable
FNPSH-I-3041-Ceccun byayT co3aaBaThCs MO yMmMon4YaHuwo ans IP npasun
fnpsh>
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3.4.120. session log disable - ebiknOYeHUe peaucmpayuu nakemos,
0mMbpPOWEeHHbIX ceccusamu

ses[sion] log dis[able]

Tpebyemvie npusunecuu — cfg unm pf.

Komanpja BBIKIIIOYAaET PErMcTpaLUIO NAKETOB, OTOPOIIEHHBIX MEXAHW3MOM YIPABJICHUS CECCUAMU
MaKeTHOTO (GUITBTPA, M H3MEHSIET COOTBETCTBYIOIINE HACTPOWKH B Tekyled koHpuryparuu CCIIT-2.

—, Mo ymonuaHuio, nocne nepeoro 3anycka CCIIT-2, peructpauus nakeToB, OTOPOLUEHHbIX
- MEXaHW3MOM YMNPaBIIEHNS CECCUAMU, BbIKITHOHYEHA.

IIpumep:

fnpsh> session log disable
FNPSH-I-303E-Peructpauna IP nakeToB, OTOPOWEHHbIX MeXaHW3MOM ynpaBfieHUs CeCcCUsMM, BblKYEeHa
fnpsh>

3.4.121. session log enable -
0m6pOoWeHHbIX ceccusiMu

6K/I04YeHUe pez2ucmpayuu nakemoe,

ses[sion] log en[able]
Tpebyemvie npusunecuu — cfg nmm pf.

KOMaHIIa BKJIIOYACT PETUCTpalrIO ITaKCTOB, OT6pOIHeHHBIX MEXaHU3MOM YIIPABJICHUA CECCUSAMU
MaKeTHOTO (PHIIBTPa, M U3MEHSET COOTBETCTBYIOIINE HACTPONKH B TeKymieil koHpuryparmm CCIIT-2.

-+, [NpocmMOTp 3aperncTpupoBaHHbIX MaKeTOB BLIMOMHAETCA NO KOMaHAe log packet show
(npunoxenwne 3.4.49, ctp. 81).

I'IpquHa yoaneHuna naketa MexaHu3MoM yhnpaBlieHNUA CeCCUM yKa3biBaeTCA B peFI/ICTpaLlI/IOHHOVI
3anuncu o6 aTom nakeTe.

IIpumep:
fnpsh> session log enable

FNPSH-I-303D-Perncrpauua IP NakeToB, OTOPOWEHHbIX MeXaHW3MOM YNpPaBNEeHUS CeCcCUsMU, BKIYEHA
fnpsh>

3.4.122. session show — npocmMomp napamempoe ynpaeneHus ceccusmu
ses[sion] sh[ow]

Komanga BBIBOAMT Ha 3KpaH TepMHHAla TEKyIHe MapameTpbl (YHKIMOHHUPOBAHUS MEXaHU3Ma
yhpaBiieHHs ceccusimu nakeTHoro gunsrpa CCIIT-2.

IIpumep:

fnpsh> session show

YnpaB/ieHne CceccusMu: BKJIlOYEHO
PerncTpauusa oTbpolleHHbIX NaKeToB: BKJIOYEHO
Mcrnonb30BaHWe MPUKAAAHbIX NpPaBUN: BKJIlOYEHO
co3paHue ceccuh ans IP-npaBun MO YMONYAHUIO: OTKJI0YEHO
Pa3mep Tabnuupl ceccun: 8192

TanMayTbl HeakKTUBHOCTU ceccun (cek):
CocTosiHMe TCP SYN:
CocToAHMe TCP ESTABLISED:
CocTosiHMe TCP FIN:
CocToAHMe UDP SYN:
CocTositHMe TCP ESTABLISHED:
CocToAHuMe ICMP SYN:
CocTositHne ICMP ESTABLISHED:
ObHapyxeHune flood-aTak:
reHepauunsa coobueHus alarm:

Moporoeoe 3HayeHune ans TCP (nakeTbl/cek):

5 (no ymonyaHuw)
86400 (no ymonyaHuw)
600 (no ymon4aHui)

5 (no ymonyaHuw)

10 (no ymonyaHmi)

5 (no ymonyaHuw)

20 (no ymonyaHmio)
BKJII0YEHO

BKJ/IIOYEHO

800
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NMoporoBoe 3HayeHue Ans UDP (makeTbl/cek) : 1000
NMoporoBoe 3HayeHue ans ICMP (nakeTbl/ceK): 100
Bpems XM3HM BpemeHHOro IP npaBwuna (cek): 180
NapamMeTp pervcTpauMmM BpemMeHHOro IP-npaBuia: BK/YEHO
. EommeHTapmﬁ Ans BpemeHHOro IP npaBuna: "Flood detected by FNP-2"
npsh>

3.4.123. session table clear — oyucmka mabnuuybi cecculi
ses[sion] tab[le] cl[ear]

Tpebyemvie npugunecuu — pf.

Komanpma ynanser Bce 3amncu u3 Tabnunbl ceccuit maketHoro ¢unbrpa CCIIT-2.

OuuncTka TabnuuUbl ceccuil O3Ha4yaeT yadaneHue BCeX CECCUi, CyLLeCTBOBAaBLUMX Ha MOMEHT
BbIMOMHEHUA KOMaHObl session table clear.

lMocne ypanenus ceccum m3 Tabnuvubl BCE MaKeTbl, BXOASALWME B KOHTEKCT OAHHbIX CECCUI U
npogospKaroLme noctynaTb Ha ounbTpytowme nitepdericel CCIMT-2, 6yayT yaanaTbCcA.

[pumep:
fnpsh> session table clear
ouncTuTb Tabnuuy ceccun? (Y/N) [N]: Y

FNPSH-I-304A-Tabnuua ceccui ouuileHa
fnpsh>

3.4.124. session table delete — ydaneHue ceccuu u3 mabnuusl ceccull
ses[sion] tab[le] del[ete] <HOmep_ceccuun>

Tpebyemvie npusunecuu — pf.
[TapameTpsbi:
e <HOMep_ ceccuu>— HOMEp yJIalIieMOl ceccHU B TabIMLE ceccuil.

Komanpa ynanser 3anmmch 0 cecCuu ¢ yKazaHHBIM HOMEPOM U3 TaOJHIBI CECCUi MTaKeTHOTO (QUIIBTpa
CCIIT-2.

-, Homepa ceccuin BbIBOAATCA NpW MPOCMOTPe Tabnuiubl CECCUWM, UCMONb3yd KOMaHAy session
table show (npunoxexue 3.4.125, ctp. 135).

npogoskaroLme noctynaTb Ha unsTpytowwme nitepdericel CCIMT-2, 6yayT yaansaTbeA.

@j Mocne ymaneHusi ceccun M3 Tabnuubl BCe MaKeTbl, BXOASLIME B KOHTEKCT AaHHOM ceccun u

ITpumep:
fnpsh> session table delete 4062
Ypanutb ceccuio 40627 (Y/N) [N]: Y

FNPSH-I-304B-Ceccua ypaneHa
fnpsh>

3.4.125. session table show — npocmMomp mabnuuybl cecculi
ses[sion] tab[le] sh[ow] [<kpuTepuu_oTbopa>]

[TapameTpsr:

e <xpurepuy orbHopa> — HEOOS3aTeNbHBII HapaMeTp, MO3BOJSIOUIMN BBITOIHATH MPOCMOTP TOJBKO TeX
CeCCHUl, KOTOpHIE YIOBIETBOPSIOT BBEICHHBIM KPUTEPUSIM.

Komanpma Bemomaser mpocmotp Tadmuibl ceccuii makeTHoro ¢uinbsrpa CCIIT-2. Kaxnmas ctpoka
BBIBOJIA COJIEPIKUT MH(OpManuio 00 OTHON ceccHu:
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e HOMep ceccu (cTonber “Homep™);
» Homep [P mpaBma, Ha 0OCHOBE KOTOPOTO cOo3AaHa ceccus (cToaber “Npasuno’);

e BpeMs CO3JaHMs CECCHM, BpPEMS KM3HH CECCHHM, BpPEMs HEaKTUBHOCTH ceccudu (CTOJIOIBI “CTapTt”,
“ypanenve” u “TaimayT’ COOTBETCTBEHHO);

o wuaeHtudukarop VLAN, Kk KOTOpOU NpWHAIUIekKAT MAKEThI TAHHOH ceccuU (3HaYeHHE —1 O3HAaYaeT, 4To
VLAN He ucnons3yercsi) (cronber “VLAN);

e arpuOyThl KiIMeHTa — HoMmep ¢uubTpyomero uHTepdetica CCIIT-2, IP agpec kiueHTa U HOMEp
MPHUKIIaTHOTO TIopTa (0152 npomoxonoe TCP u UDP) (cTonbern “KnvenT”);

e artpulOyTsl cepBepa — Homep ¢unbrpyromero wuHTepgetica CCIIT-2, IP aapec cepBepa u Homep
MPHUKIIaTHOTO TIopTa (0122 npomoxoaoe TCP u UDP) (cTonbern “Cepsep”);

* THUIBI MPOTOKOJIOB TPAHCIIOPTHOTO U MPHUKIATHOTO YpOBHEH (cTonber “npoTtokons”);
e TEKyIIee COCTOSHUE CeCCHU (CTONO T “CocTosHue”);
e KOJIMYECTBO MAKETOB, IEPEJAHHBIX B KOHTEKCTE TAHHOU ceccuu (cTonberr “NakeTs”);

e KOJMYECTBO OAlT B MaKeTax, MepPelaHHbIX B KOHTEKCTE JJAHHOU cecCUU (CTonoe “baiTsl”).

—+,  Tpun oTcyTCTBMM KpUTepreB oTOOpa koMaHAa session table show BbIBOAWT BCE 3anvcu u3
o Tabnumubl CEeccui.

Bpems coznanus ceccuu BRIBOIUTCS B popmare:
Yy :MM:CC
rue:
e YUY — yacel B 24-yacoBoM ¢opmare;
e MM — MHUHYTBI;
e CC — CeKyH/IBL

BpeMH JKM3HU CECCHUU IMOKA3BIBACT KOJIMYECTBO CCKYHI, OCTAaBIIMUXCA OO YAAJICHHUSA CCCCUHU B TOM
cjiy4dae, €CJIi HE 6y,Z[€T MPUHATO HU OJHOI'O IMAaKE€Ta B KOHTCKCTE JIAaHHOM CECCHH.

Mpu NnpocmoTpe Tabnuupbl ceccuin BO3MOXHbI Crlyvaun, Korga ans HEKOTOPbIX CECCUIN BPEMS >KU3HU
ABMSETCA OTpuuaTenbHbiM 3HavyeHveMm. 3OTO O03HayaeT, 4YTo ceccuss OyaeT aBTOMAaTUYECKU
yoaneHa naketHelM unstpam CCI1T-2 Ha cnegytowem Lmkne obpaboTku Tabnuubl ceccum.

BpeMH HEAKTUBHOCTU CECCHUU IMOKA3bIBACT KOJIUYCCTBO CEKYHI, NPOMIEAIINX C MOMCHTa BPEMEHU,
Koraga OBLI OpUHAT HOCHCI[HI/Iﬁ IaKET B KOHTCKCTC )IaHHOﬁ CECCHH.

Kaxnas ceccus oTpakaeT CETEBOE B3aUMOJECKUCTBHE MEXAY ABYMs y3llaMu ceTd. MHunmarop
Hayaja CETEeBOr0 B3aUMOJEHCTBMS HA3bIBACTCSl KIUEHMOM, APYras CTOPOHA CETEBOr0 B3aUMOAEHUCTBUA —
cepeepom. ATpruOYTHI KIIMEHTA U CEpBepa BHIBOAATCA B (hopMmare:

<MHTepdenc>:<IP_aapec>[:<nopT>]
rae:
e <uHTepderic> — HOoMep (uabTpytomero uHTtepdeiica CCIIT-2, Ha KOTOpPBIM MPUHUMAIOTCS MAKETBHI,
BXOZSIIIIUE B KOHTEKCT CECCHH, OT JAHHOM CTOPOHBI CETEBOTO B3aUMOCHCTBHS — KIIMEHTA WITH CEPBEPa;
e <IP ampec>— IP agpec CTOPOHBI CETEBOrO B3aUMOJCHCTBHS;

e <mopT> — HOMEpP TNPHUKIATHOTO IIOPTAa CTOPOHBI CETEBOTO B3aWUMOAEUCTBUS (moabKko 045 ceccull,
oazupyrowuxcsa na mpancnopmuolx npomorxonax TCP u UDP).

Hcnonp3yemble TPOTOKONBI OTPaXkalOT HMMEHA MPOTOKOJIOB TPAHCIOPTHOTO W MPUKIATHOIO
YPOBHEH, Ha KOTOPBIX Oa3upoBasiach NaHHAs ceccusl. [I[pOTOKOIBI MPUKIAAHOTO YPOBHSI YKa3bIBAIOTCS TOJIBKO
IUTsL ceccui, 0a3upyrouuxcs Ha TpancnopTHbIX npotokoiax TCP u UDP.
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Ilo mepe 00pabOTKH MaKETOB Kak[aasi CECCHsI MOXKET MOCIIeOBAaTeIbHO HAXOJUTHCSI B HECKOJIBKUX
cocmosanusax. HaOop BO3MOXHBIX COCTOSIHMM IS CECCHid, 0a3MPYIOLIMXCS Ha Pa3sHbIX THUIAX MPOTOKOJIOB
(ICMP, UDP unu TCP), paznuunslii. Habop coctosiHmii u ux onucanue ais npotokonos ICMP, UDP u TCP
npuBoauTca B Tabnuuax 3.7, 3.8 u 3.9 cooTBETCTBEHHO.

Tabauua 3.7: CocTosiHusa ICMP-ceccuun

‘ CocrosiHue ‘ OnuncaHune
SYN ICMP-ceccust yctaHaBnuBaeTcs — nonydeH ICMP axo-3anpoc (echo request) oT knneHTa
ESTABLISH ICMP-ceccusa yctaHoBneHa — nony4deH ICMP axo-oTteeT (echo reply) oT cepsepa
Tabaunua 3.8: CocTosHus UDP-ceccum
CocrosiHue OnuncaHne
SYN UDP-ceccus ycTaHaBMBaeTCs — NOAYYEH MakeT OT KMeHTa
ESTABLISH UDP-ceccusa ycTaHoBsIeHa — MOJSly4YeH NakeT OT cepBepa
Tabauua 3.9: CocTosiHus TCP-ceccum
CocrosiHune OnuncaHne
SYN BupTtyanbHoe TCP-coeamMHeHune ycTaHaBnuBaeTcs — nonydyeH SYN-nakeT OT KineHTa
SYNACK BupTtyanbHoe TCP-coeamMHeHWe ycTaHaBIMBaETCs — NojlydeH oTBETHbIM SYN-nakeT oT cepBepa
ESTABLISH BupTtyanbHoe TCP-coeguMHeHMe YyCTaHOBAEHO. B 3TOM COCTOSAHMM MNPOUCXOAUT repepaya
AaHHbIX MPUKIAAHOIO YPOBHS MeXAy K/IMEHTOM U CepBEpPOM
FIN OpaHa 13 CTOPOH CoeAWHEHUS NpekpaTuaa nepeaady AaHHbIX — OT Hee nonyyeH FIN-naker
FINFIN 0O6e CTOpOHbI CoeaAMHEHMUSI NpeKkpaTUan nepegady AaHHbiX — nonydyeHbl FIN-nakeTbl oT o6enx
CTOPOH, HO €eLle HW OAUH U3 HUX He NOATBEPXAEH
FINACK OgHa 13 CTOpOH CcoeaMHeHWs npekpaTuia nepepady AaHHbIX WM apyrass CTOpOHa 3TO
noaTresepauna — ot Hee nony4veH ACK-naker
FINFINACK Ob6e CTOpOHbI CoeaAnHEeHUs NpekpaTuaM nepegadvy AaHHbIX — nony4deHbl FIN-nakeTbl oT 06eunx
CTOPOH M OT OAHOW M3 CTOPOH COeAMHEHWUS Nony4vyeHo noaTeepxaeHue — ACK-naker.
TIMEWAIT 0Ob6e CTOpOHbl COEAMHEHUS MpeKpaTuAM nepefady AaHHbIX M NOATBEpAMAN 3To. OxunpaHue
3ano3aaBLinX MaKeToB.
RESET OpHa 13 CTopoH cbpocunia coeaMHeHMe, OTnpaBuB Apyron ctopoHe RST-nakert. OxuaaHue
cepun RST-nakeToB (xapakTepHO A/151 HEKOTOPbIX MPUIIOKEHMI)
CLOSED Ceccusa 3akpbiTa

<KJIMeHT>-<CcepBep>,

KonunuecTBo nakeToB/0aiToB, MepelaHHbIX B KOHTEKCTE CECCUU BRIBOIATCS B hopmare:

rac:

<KJIMEeHT> — KOJMYECTBO MAKETOB/0aTOB, TIepe/IaHHbIX B HANPABICHUU OT KIIMEHTA K CEPBEPY;

<cepeep> — KOJIMYECTBO MTAKETOB/0aTOB, EPEIaHHBIX B HAIIPABIEHUH OT CepBepa K KIHEHTY.

s mpocMoTpa TabnMIbl CeCCUil UCHOMB3YIOTCS KJIABUILN M YIIPABIIIOIINE [T0CIIEI0BATEIbHOCTH,
nepedrcienHsie B Tabmuue 3.10.

Ta6anua 3.10: YnpaBaeHue NpocMoTPOM TabBAULLbI ceccum

YnpaBneHuune HazHayeHne
<> MNepemelyeHne Ha oAHY CTPOKY Tabnuubl ceccuin BBEpPX
<> MNepemelleHne Ha o4HY CTPOKY Tabnuubl ceccuii BHU3
<€> MepemelyeHne BNeBO Ha OA4HY NO3MLMIO
<>> MNepemelleHne BNpaBo Ha OAHY MO3MLMIO
<Home> MNepemelleHne K NepBOM NO3ULMKN CTPOK Tabnuubl ceccui
<End> MNepemelleHne K NocCneaHEN NO3nLMK CTPOK Tabnunupl ceccuii
<Page Up> Mepexoa K npeablayluen cTpaHuue BbiBoga Tabnuvubl ceccui
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Ha3zHayeHne

<Page Down>

Mepexoa K creaylollen cTpaHuLe BbiBoaa Tabnuubl ceccuin

<R> O6HoBNeHne nHbopmMmauum o Tabnmue ceccui

<1> CkpbITb/nokasaTb ctonbeu “MpaBuio” Tabnuubl ceccuit

<2> MocneaoBaTenbHO CKpbITb/MOKasaTh cTonbubl ‘YaaneHue”, “CTtapt” v “TanmayT”
Tabnuubl ceccui

<3> CkpbITb/nokasatb ctonbeu “VLAN” Tabnuubl ceccmi

<4> CkpbITb/NoKasaTb ctonbeu “KamMeHT” Tabnuubl ceccui

<5> CkpbITb/NokasaTb ctonbeu “CepBep” Tabnuubl ceccui

<6> CkpbITb/nokasaTb ctonbeu “MPOTOKO/MbI” Tabnuubl ceccui

<7> CkpbITb/noka3aTb cTonbey “"COCTOAHUE"” Tabnunubl ceccui

<8> CkpbITb/noka3aTb cronbey “MakeTbl” Tabnuubl ceccmm

<9> CkpbITb/MoKasaTb cTtonbeu “BanTbl” Tabnuubl ceccui

<H> BblBOA MoACKasKM MO KfhaBuvwaM yrpaBieHUs NpocMOTPoM Tabnuubl ceccuit (PUCYHOK
3.53)

<F10>, <Q> 3aBepLUeHmMe BbIMOSHEHUS KOMaHAbI

[Tpumep BrIBOsA TabMUIBI ceccuit makeTHoro Guibrpa CCIIT-2 npuBoauTcs Ha pucyHke 3.52.

Tabnuua ceccuin

Homep [lpaeuno Yganenwe YLAN KaunenT Cepeep

1334
1511
1610
1826
2023
2047
2091
2349
3894
4141
4476
4716
5163
5419
5675
5682
5704
7757
7936

1234567

260
250
260
260
250
260
260
260
260
260
260
260
260
260
260
260
260
260
250

89

86351 -1 1:192.168.169.123:1213 0:217.174.97.73:80
85569 -1 1:192.168.169.125:58515 0:192.168.169.126:22
3 -1 1:192.168.169.123:1231 0:213.243.80.53:80
86389 1:192.168.169.123:1223 0:72.14.217.93:80
86389 1:192.168.169.124:58860 0:192.168.169.126:139
86332 :192.168.169.123:1186  0:195.208.113.129:445
3 :192.168.169.123:1232 0:217.174.97.84:
86400 :192.168.169.123:1233 0:217.174.97.82:
86353 :192.168.169.123:1207 0:217.174.97.73:
86399 :192.168.169.123:1224 0:217.174.97.82:
:192.168.169.123:1226 0:217.174.98.3:
:192.168.169.123:1225 0:81.19.66.
:192.168.169.123:1228 :217.174.97.
:192.168.169.123:1229 :217.174.97.
:192.168.169.123:1230 :217.174.97.
:192.168.169.123:1227 :88.212.196.
:192.168.169.123:1198 :217.174.97.
:192.168.169.123:1190 :217.174.97.50:
:192.168.169.123:1026  0:192.168.169.126:445 tcp

I e A P Ty ST =Y

Bubpano/ecero ceccuii: 19719 Tekywaa/scero crpanuuy: 171

PucyHok 3.52: MpocmoTp TabGAULLbI ceccumn
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ctpenka BIPABO - na oguH cumeon Bnpaeo

ctpenka BMEBO - nHa oguH cumeon Bneso

ctpenka BBEPX - nHa ogHy cTpoky BeBepx

ctpenka BHH3 - Ha ogHy cTpoky BHMZ

<Home> — Ha NEPBLIA CHUMBOS CTPOKH

<End> — Ha MNOCAEAHWI CUMBOM CTPOKH

<Page Up> — Ha OAWH 3IKPAaH BBEPX

<Page Doun> - Ha OAWH 3IKPaH BHUI

<R> — 0BHOBWUTE WHjOpMAaLMl

<1> — ckpbiTb/nokazate ctonbey '[lpaBuno’
<2> - ckpwTb/nokazarts crtonbeuy 'Tahmayrt/AkTHBHOCTL'
<3> - ckpwTb/nokazarts ctonbey 'YLAN'

<4> - ckpwTb/nokazaTte ctonbey 'Kauent'
<5> - ckpwTb/nokazaTte ctonbeuy 'Cepeep’
<6> - ckpwoTb/nokazaTte ctonbeuy '[lpotokonm’
7> - ckpwnTb/nokazaTte ctonbey 'Cocrtoanue’
<8> - ckpwnTb/nokazaTte ctonbeuy '[lakeTwm’
<9> - ckpwoTb/nokazarts ctonbeuy 'baiiTm’
NUBEAA KNABHIIA 19 NPOAONKEHHKA. . .

PucyHok 3.53: YnpaBAeHHe NpoCcMOTPOM TaBAULLbI ceccui

Kputepun orGopa 3amuceit n3 tabmauusl ceccuil. Ilapamerp <xpurepun orGopa> MPEACTABISLET
co0OM CIMCOK MMEHOBAHHBIX Map, Pa3AeiIeHHBIX IPOOEIoM, BUAA:

<UMSI_KpUTepua>=<3HadyeHne>[ ...]

He momyckaercsi ykas3pIBaTh B CIHCKE OJMH M TOT K€ KpHTepuil oTOopa Oonee omHoro pasza. B
pe3yJbTaTe BBHITIOJIHEHUS] KOMaHABI OyIyT OTOOpaHbl 3alKuCH U3 TaONHIBI CECCHi, YOBJIECTBOPSIOIINE 6CeM
Kpumepuam omoopa, YKa3aHHbIM 8 CNUCKe, 8 COBOKYNHOCU.

B crnucke kputepueB oTOopa 3ammcedl M3 TAOMULBI CECCHIl MapaMeTp <uMa KpuTepusa> MOXKET
MPUHUMATH OJTHO U3 CJICAYIONINX 3HAUCHHUI:

* aproto— oTO0p MO NPOTOKOIY NPHUKIATHOTO YPOBHS;

e ip—ot6op mo IP anpecam kak KIMEHTA, TaK U CEPBEPa;
e ipcl—otbop no IP agpecam kinueHTa;

e ipsrv—otbop no IP agpecam cepBepa;

* rule — orOop nmo HoMepy IP mpaBuna ¢unsrpanuy;

e state— 0TOOp IO COCTOSIHHIO CECCHUU;

* tproto— 0TOOp MO MPOTOKOIY TPAHCIIOPTHOTO YPOBHS;
e vlan— otbop no uaenrtupukaropy VLAN.

OT160p no NMpoTOKOJy NPUKJIATHOTO YPoBHA. Kputepuit aproto mo3BoisieT BHIOpATh 3alHCH O
ceccusix, 0a3UpyrOIIMXCs Ha TpaHCHOPTHBIX mpoTokojax TCP u UDP, ¢ ykazaHHBIM HOMEPOM WJIM UMEHEM
MPOTOKOJIA MPUKJIAJHOTO YPOoBHs. Kpurepuii 0T00pa MMEET CIICIYIOIINNA CHHTAKCHC:

aproto={<uma_npoTokona> | <Homep_npoToKkona>}
riue
¢ <¥MA_ NpOTOKOJIa> — CTAHJAPTHOE CUMBOJIHMYECKOE UMsI IMIPOTOKOJIA (HaHpI/IMep, ftp, smtp, http);

e <HOMEp NpOTOKOJIa> — CTAaHAAPTHBIH HOMEP IPHUKIAJHOTO IIOPTA, COOTBETCTBYIOIIUN JaHHOMY
NpoTOKONy (Hampumep 21, 25, 80).

Kputepuii otbopa aproto MMeeT CMbICH TOMbKO AN ceccui, 6asmpylolmxcs Ha NpoToKonax
TpaHcnopTHoro yposHa TCP nmm UDP.
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[Ipumepsr:
fnpsh> session table show aproto=http
fnpsh> session table show aproto=445

Ot16op nmo IP agpecam. Kpurepun ip, ipcl, ipsrv HO3BOJSIOT BHIOpAaTh 3alHCH O CECCHSX C
ykazanabiMu [P agpecamu knnenTta u cepsepa. Kpurepuu ot0opa HMEIOT CieIy IO CHHTAKCHUC!

{iplipcl|ipsrv}i={<IP_appec>[/<macka>]}[,...]
rae
e ip—otbop ceccuii mo IP agpecam kak KIMeHTa, TaK U CEPBEPA;
e ipcl— otbop ceccwuii o IP angpecam knneHTa;
e ipsrv—otbop ceccuii o IP ampecam ceprepa.

3nauyeHue kpurepus otoopa — crucok [P moxcereit u IP anpecos, pasneneHHbix 3amstoil. [Tlapamerp
<IP_ agmpec> yKa3bplBaeTcs B opmare, MpuHATOM Ui IP azpecoB — XXX . XXX .XXX.XXX, TOe XXX — IeJoe
YHUCJO B AUamnaszoHe oT 0 Ao 255.

[Mapametp <macxa> ykassiBaeTca nubo B popmate [P agpeca, unu B popmare CIDR (konmmuectBo
ennHMIHBIX OuT [P agpeca, orBeneHHBIX oA agpecanuto [P moaceTn B memom) — 1eoe 9ncio B THana3oHe OT
1 10 32. 3HaueHUE MAaCKH JOHKHO COOTBETCTBOBATh MpaBuiiaM pa3ouenus IP ceTeit Ha moaceru.

@ Cnncok IP nogceten n IP agpecoB MoXeT cogepxaTtb He bonee 8 anemMeHToB.

IIpumepsr:
» BbIOpaTh 3anmcu o ceccusix ¢ [P agpecamu kiveHTa nim cepBepa 192.168.169.124:
fnpsh> session table show ip=192.168.169.124

e BbIOparh 3amucu 0 ceccusix ¢ IP aapecom kmmeHta w3 moacetw 192.168.170.0 ¢ mackoit CIDR 25
(255.255.255.128) Mn 192.168.169.123:

fnpsh> session table show ipc1=192.168.170.0/25,192.168.169.123
e BBIOpaTh 3amucH o ceccusx ¢ [P agpecom cepBepa u3 moacetn 192.168.169.0/255.255.255.128:
fnpsh> session table show ipsrv=192.168.169.0/255.255.255.128

OT160op no Homepy IP mpaBuna ¢unbrpanumn. Kpurepuii rule MO3BOMSET BHIOpPATH 3al¥CH O
ceccusiX, CO3JaHHbIX Ha ocHoBe [P mpaBuna ¢unbTpanuu ¢ ykasanHeiM HoMepoM. Kpurepuii otbopa nMeer
CJICAYIOIIMI CUHTAKCHC!

rule=<Homep_npasunas,
rae

e <HOMep mpabBusa> — LEJoe YUCIOo B quana3zoHe or 0 1o 65535 BriltounTeNnbHO.
IIpumep:

fnpsh> session table show rule=250

OT160op mo cocrosiHMI0 ceccuu. Kpurepuii state MO3BONSET BHIOpATh 3alMCA O CECCUSAX C
YyKa3aHHbIM cocTosiHueM. Kputepuii 0TOOpa MMeeT CIIeAyIOUINi CHHTAKCHUC!

state={close|establish|fin|finack|finfin|finfinack]|reset|syn|synack|timewait},

3HaueHue KpuTepusi 0T00pa — HAMMEHOBAHNE COCTOSHUS CECCHH B COOTBETCTBHUH C Tabmumamu 3.7,
3.8,3.9.

IIpumep:

fnpsh> session table show state=timewait
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OT10op M0 NMPOTOKOJIY TPAHCIIOPTHOTO YPoBHs. Kputepuii tproto Mo3BoJsIeT BEIOPATh 3aMKCH O
CECCHsX C YKa3aHHBIM HOMEPOM WJIM UMEHEM IMPOTOKOJIa TPaHCIOPTHOTO ypoBHs. Kpurepuii otbopa mMeer
CIEAYIOIIHNI CHHTAKCHC:

tproto={<nma_npoTokona> | <Homep_npoToKona>}

3HavyeHne KpUTepHus oTOOpa — CTaHAapTHOE MMS MPOTOKoJa WiM ero Homep. Ilockonbky ceccun
CO3JAIOTCA TOJIBKO AJIs1 MPOTOKONOB TpaHcnopTHoro ypoHs TCP, UDP u ICMP, 3HaueHuem kpurepus
otOopa tproto MOXeT ObITh:

e <uMaA_ HOpoTokoja> — tcp, udp WIX icmp,

e <uomep mpoToxomna> — 6 (mporokon TCP), 17 (mpotokon UDP) unu 1 (mporokosn ICMP).
[Tpumepsr:

e BBIOpATH 3amKCH O ceccusix, bazupyromuxcs Ha mpotokone TCP:

fnpsh> session table show tproto=tcp

* BBIOpATH 3aITUCH O CeCCUsIX, Oaszupyroniuxcs Ha nmporokosie [CMP:

fnpsh> session table show tproto=1

OT160op no uaentudpuxaropy VLAN. Kpurepmii vlian HO3BOISET BHIOpPATh 3allUCH O CECCHSIX,
nakeTbl KOTOphIX mnpuHamiexar VLAN c ykasanHeM wuzaeHTH(dukatopoM. Kpurtepuii orbopa umeer
CIEAYIOIINI CUHTAKCHC:

vlan=<vlan_tag>,
rae

e <vlan tag>— IEJ0€ YUCJIO B AUaNa3oHe OT 0 10 4095, win -1 AJs ceccuii, He ucnosb3yromux VLAN.
[Ipumepsr:

e BBIOpATH 3aITUCH O CECCHUSX, MTAKEThI KOTOPHIX HE MPUHAJICKAT HU K oHON VLAN:

fnpsh> session table show vlan=-1

* BBIOPATH 3aIKCH O CECCUSIX, MAKeThl KOTOpoi npuHaiexar kK VLAN c uneHTHdUKaTOpOM 214:

fnpsh> session table show vlan=214

3.4.126. session table size — usmeHeHue pasmepa mabnuyb! ceccull
ses[sion] tab[le] siz[e] <pa3mep_Tabnuupi>

Tpebyemvie npusunezuu — cfg umu pf.

[TapameTpsr:

<pasmep Tabmmupr> — HOBBIM pa3mep Tadnuipl ceccuit nakernoro ¢uisrpa CCIIT-2.

Komanga wusmenser pasmep Tabmunpl ceccudd maketHoro ¢uubtpa CCIIT-2 u  u3MeHseT
COOTBETCTBYIOIIHME HACTPOIKH B TeKyuler konurypaunun CCIIT-2.

—-,  Pasmep Tabnuupbl ceccuii onpegensieT MakcuMmarnbHOe KONMYeCTBO 3anncen O Ceccusix, KoTopble
o MOryT OblTb B HEE MOMELLEHDI.

Mo ymon4yaHuio pasmep Tabnumubl ceccun coctaBnaeT 8192 sanucu.

BKITHOYNTETIBHO.

@j Pasmep Tabnuubl ceccuii MoxeT ObiTb u3aMeHeH B npegenax ot 1024 pgo 65536 3anuvcein

[Mocne mn3mMeHeHus Tabnuubl ceccui HEOBXOAMMO nepes3anycTuTb nakeTHbi unbtp CCIIT-2,
ncnonb3ysi komangy filter restart (npunoxexue 3.4.8, ctp. 58).

[Ipumep:

fnpsh> session table size 16384
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FNPSH-I-3049-Pa3mep Tabnuupl ceccuim msaMeHeH. Heobxoammo nepe3anyCTUTb NaKeTHbI GUAbTP
fnpsh> filter restart

Nepe3anycTuUTb nakeTHbh dpunbTp? (Y/N) [N]: Y

FNPSH-I-3062-MakeTHbI GuAbTP nepesanyueH

fnpsh>

3.4.127. session timeout default — ycmaHoeka maliM-ayma HeakmueHocmu
ceccull 8 3Ha4eHUA N0 yMON4YaHuIo

ses[sion] timeo[ut] def[ault]

Tpebyemvie npusunezuu — cfg vmm pf.

KoMmanpa ycraHaBnuBaeT TaliM-ayT HEAaKTHBHOCTH CECCUH B 3HAUEHUS MO YMOIYAHUIO M U3MEHSET
COOTBETCTBYIOIINE HACTPOWKH B TeKkyuiel koHpuryparuu CCIIT-2.

—,  Tanm-ayT HeaKTMBHOCTW CECCUM — 3TO MAKCUMarbHOe BPEMS CYLLECTBOBaHWNSA CEeccun B CeKyHaaXx,

"“ B T€YEHME KOTOPOro He ObINo NPUHATO HXU OQHOrO MakeTa, COOTBETCTBYHOLLErO KOHTEKCTY OaHHON
ceccuu. Mo ucteyeHun TarMM-ayTa HEaKTMBHOCTU CECCUS aBTOMaTUYeCKWU yAansieTcs nakeTHbIM
dunbTpom CCIIT-2.

Tarim-ayT HEaKTMBHOCTW CeCcCui pasnuyaeTcs AN pasHbIX MPOTOKONOB W cocTosHuM. [lo
YMOMYaHUIO 3Ha4YeHNe Tanm-ayTa HEaKTUBHOCTU CECCUA COCTaBMSIEeT:

e nana ICMP ceccuii:
v anga coctosHus SYN — 5 cekyHf;
v ana coctosHus ESTABLISH — 20 cekyHz;
e nansa UDP ceccuit:
v anga coctosHus SYN — 5 cekyHf;
v ana coctosHus ESTABLISH — 10 cekyHz;
e ana TCP ceccuit:
v anga coctosHus SYN — 5 cekyHf;
v ansa coctosHuss ESTABLISH — 86400 cekyHa (1 cyTku);
v anga coctosaHusa FIN — 600 cekyH.

npOCMOTpeTb TeKyline 3HavYeHusa Ta|7|M-ayTa HEeaKTUBHOCTWN CEeCCUin MOXHO, UCMOJIb3ysA KOMaHOy
session show (npunoxeHve 3.4.122, ctp. 134).

IIpumep:
npsh> session_timeout default
YCTAHOBUTb TaWMayTbl CECCUA B 3HayeHus no ymondanuw? (Y/N) [N]: Y

FNPSH-I-304C-TanmMayT HEAaKTUBHOCTM CECCUN YCTAHOBJ/IEH MO YMOSYaHWUI0
fnpsh>

3.4.128. session timeout icmp — ycmaHo8ka maliM-ayma HeakmueHocmu Ons
ICMP ceccuti

ses[sion] timeo[ut] icmp {syn|est[ablished]} <tamm_ayTt>
Tpebyemvie npusunecuu — cfg umm pf.
ITapameTpsi:
e coctosiHue ceccuu (Tabmmma 3.7, ctp. 137):
v syn— cocrossaue SYN;
v established— cocrosgnue ESTABLISH;

e <TayM ayT>— HOBOE 3HaU€HMA TaiiM-ayTa HeakTuBHOCTH U1t ICMP ceccuii.
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Komanna yctaHaBnuBaeT HOBOE 3HAu€HUE TalM-ayTa HEAKTUBHOCTU A cocTossHMM SYN wmnm
ESTABLISH ceccuii, 6azupytomuxcs Ha nporokoie ICMP, u u3MeHseT COOTBETCTBYIOLINE HACTPOWKU B
Texymeit konpurypamun CCIIT-2.

Mo ymonyaHuio 3HayeHune TanM-ayTa HeakTuBHocTu ICMP ceccuin cocTtaBnserT:

e ansa coctosHusa SYN — 5 cekyHp;

-
=
/4

e ansa coctosHns ESTABLISH — 20 cekyHf;

lMpocmoTpeTb TeKkylumMe 3HaveHus Tanm-ayta HeakTuBHocTu ICMP ceccui MOXHO, MCNonb3ys
KOMaHAy session show (mpunoxenue 3.4.122, ctp. 134).

Tanm-ayT HeaktmBHoCcTM anst ICMP ceccuii MoxeT ObiTb yCTaHOBREH B npegenax ot 1 oo
4294967295 cekyHA BKIHOYUTENBHO.

[Tpumep:
fnpsh> session timeout icmp syn 60
FNPSH-I-3045-TanMayT HeakKTUBHOCTM ICMP cecCuM WU3MeHeH
fnpsh> session timeout icmp established 3600

FNPSH-I-3045-TanMayT HeakKTUBHOCTM ICMP ceccCuM WU3MeHeH
fnpsh>

3.4.129. session timeout tcp — ycmaHoeka matiM-ayma HeakmueHocmu ons TCP
ceccul

ses[sion] timeo[ut] tcp {syn|est[ablished]|fin} <Tanm_ayT>
Tpebyemvie npusunezuu — cfg umu pf.
[TapameTpsr:
* cocTosiHue ceccuu (Tabmuua 3.9, ctp. 137):
v syn — cocrossane SYN;
v established— cocrosaue ESTABLISH;
v fin— coctosiaue FIN
e <TarM_ ayT>— HOBOE 3HAYCHHUs TaliM-ayTa HeakTuBHOCTH U1 TCP ceccuil.

Komanna ycranaBiuBaeT HOBOE 3HAYCHHE TalM-ayTa HEAKTUBHOCTH JUIsi cocTostHMM SYN,
ESTABLISH wmu FIN ceccuii, 6aszupyromuxcss Ha mporokone TCP, u H3MeHsSeT COOTBETCTBYIOIINE
HACTpOHKH B Tekymei koHpuryparmn CCIIT-2.

Mo ymonyaHuio 3HayeHne TarM-ayTa HeakTuBHocTn TCP ceccuii cocTaBnsieT:

e ansa coctosHusa SYN — 5 cekyHp;

e ans coctosiHua ESTABLISH — 86400 cekyHa (1 cyTkn);
e ana coctosaHus FIN — 600 cekyHa.

[MpocmoTpeTb Tekyline 3HayeHus Tanm-ayTa HeakTuBHoCTUM TCP ceccuit MOXHO, MCMOMb3ys
KOMaHAy session show (mpunoxenue 3.4.122, ctp. 134).

@j Tanm-ayT HeakTMBHOCTM anst TCP ceccuii MOXeT ObITb YCTaHOBIEH:
e ansa coctoaHui SYN n FIN — B npegenax ot 1 oo 4294967295 cekyHf, BKMOUYNTENBHO;

e ana coctosHua ESTABLISHED - B npegmenax oTr 0 (malm-aym HeakmueHocmu
omcymcmeyem) no 4294967295 cekyH BKITOUUTENBHO.

[Ipumep:

fnpsh> session timeout tcp syn 10
FNPSH-I-3043-TanMayT HeakTMBHOCTM TCP ceccunm M3MeHeH
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fnpsh> session timeout tcp established 172800
FNPSH-I-3043-TanmMayT HEaKTUBHOCTU TCP ceCcCuUM MU3MeHeH
fnpsh> session timeout tcp fin 300
FNPSH-I-3043-TanmMayT HeaKTUBHOCTU TCP ceCcCuUM MU3MeHeH
fnpsh>

3.4.130. session timeout udp — ycmaHoeka malm-ayma HeakmueHocmu Ons
UDP ceccut

ses[sion] timeo[ut] udp {syn|est[ablished]} <Tanm_ayT>
Tpebyemvie npusunezuu — cfg vmm pf.
[Tapametpsr:
* coctosiHue ceccnu (Tadmmma 3.8, ctp. 137):
v syn — cocrogaue SYN;
v established— cocrossuue ESTABLISH;
e <raiiM ayT>— HOBOE 3HaYCHHs TaliM-ayTa HeakTUBHOCTH 111 UDP ceccuit.

Komanpa ycranaBmmBaeT HOBOE 3HAU€HHE TalM-ayTa HEAKTUBHOCTH Mg cocTossHUM SYN wmim
ESTABLISH ceccuii, 0a3zupytomuxcs Ha nporokone UDP, u u3aMeHseT COOTBETCTBYIOLIME HACTPOMKH B
tekymen koHpurypannn CCIIT-2.

E_—LT._ lNo ymonyaHuio 3HaveHne Tanm-ayTa HeaktuBHocT UDP ceccuin coctaBnser:
e ana coctosiHna SYN — 5 cekyHp;
e ansa coctosiHnss ESTABLISH — 10 cekyHa;

lMpocMoOTpeTb Tekywmne 3HavyeHuss TauM-ayTa HeaktuBHocTM UDP ceccum MOXHO, MCNONb3ys
KOoMaHay session show (npunoxeHue 3.4.122, ctp. 134).

Tanm-ayt HeaktmBHocTM gnss UDP ceccuin moxeT ObiTb yCcTaHOBNEH B npegenax ot 1 go
4294967295 ceKkyH, BKINIOYUTESBHO.

IIpumep:

fnpsh> session timeout udp syn 15
FNPSH-I-3044-TanmayT HeakTUBHOCTU UDP ceCCUM WU3MeHeH
fnpsh> session timeout udp established 600
;NPSE—I—3044—Ta|7lmayT HeaKTUBHOCTM UDP ceccum U3MeHeH
npsh>

3.4.131. system fnpsh history clear — oyucmka 6yghepa ucmopuu KomaHO
sys[tem] fnpsh his[tory] cl[ear]

Komanna ouwnmiaer Oydep wcTopu KOMaHJ JJIs TEKYIIEro ceaHca paOOThI IMOJIb30BATENs B
komangHoMm untepdeiice CCIIT-2.

IIpumep:
fnpsh> system fnpsh history clear
ouncTuTb bydep uctopum komaHa? (Y/N) [N]: Y

FNPSH-I-3022-Bydep MCTOpUM KOMAHA OuUMLeH
fnpsh>

3.4.132. system fnpsh history show — npocmomp codepxumozo byghepa
ucmopuu koMaHo

sys[tem] fnpsh his[tory] sh[ow]
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Komanma BEIBOIUT Ha 3KpaH TepMUHANIA CONEpKUMOe Oydepa UCTOPUHM KOMaH]| TeKyIIero ceaHca
paboTs! onb30BaTens B komanaHoM unatepderice CCIIT-2.

@j B 6ydepe ncropum KomaHg MOXeT XpaHUTbcHa He 6onee 100 paHee BBeOEHHbIX KOMaHA,.

ITpumep:

fnpsh> system fnpsh history show
Byhep MCTOpPUM KOMAHA:

1 - system password
2 - user password admin
3 - interface control address 192.168.169.253/255.255.255.248
4 - gateway set 192.168.169.254
5 - rule Tist
6 - rule load default_accept
fnpsh>

3.4.133. system fnpsh timeout — ycmaHoeka maliM-ayma HeakmueHocmu Ons
koMaHOHO20 uHmepghetlica CCIIT-2

system fnpsh timeout <Tamm_ayTt>

Tpebyemvbie npusunecuu — cfg unm sys.
[Tapametpsr:
e <TalimM-ayT> — HOBOE 3HAYCHHE TalM-ayTa HEAKTUBHOCTH JJis1 KoMaHaHoro untepderica CCIIT-2.

Komanga ycraHaBiuBaeT HOBOE 3HAueHHE TaliM-ayTa HEaKTHMBHOCTU JUIsI CEaHCOB palOTEI
nosb3oBarensi B koManaHoM uHTepdeiice CCIIT-2 u n3MeHsieT COOTBETCTBYIOIINME HACTPOMKH B TEKyIIeH
koH(purypamun CCIIT-2.

—+, | Tlo ymon4yaHuo TarkM-ayT HEAKTMBHOCTU AN koMaHgHoro nHtepdenca CCIT-2 coctasnset 600
o cekyHg (10 MUHYT).

Tanm-ayT HeakTMBHOCTM KoMaHaHoro nHtepderica CCIT-2 moXeT ObITb USMEHEH B Npefenax oT
10 go 3600 (1 4ac) cekyHA.

lMpocmoTpeTh Tekyllee 3HavYeHue TarM-ayTa HEaKTUBHOCTM MOXHO, MCMONb3ya KOMaHAy system
show (npunoxenue 3.4.139, ctp. 149).

ITpumep:
fnpsh> system fnpsh timeout 180

FNPSH-I-3088-TanMayT HeaKTUBHOCTU KOMaHAHOIO WHTepdenca M3MeHeH
fnpsh>

3.4.134. system fnpsh viewer — ycmaHoeka pexuma npocmompa OaHHbIX 6
koMaHOHOM uHmepgelice CCI1T-2
sys[tem] fnpsh v[iewer] {intern[al]|mor[e]|no}
[Tapametpsr:
*  PEXKUM IPOCMOTpPA JAaHHBIX:
v 1internal — HOJ'IHOBKpaHHI)If/i PEKUM IMPOCMOTPA AAHHBIX;
v more — YNPOIIECHHbINA PEKUM ITIOCTPAHUYHOTO IIPOCMOTPA JAHHBIX;

v Nno — PCKHUM CIUIOIIHOI'O BbIBOAA JAHHBIX HAa JKpaH TEpMHHAJa 6e3 BO3MOKHOCTH IMOCTPAHUYHOI'O U
MOCTPOYHOTO TIPOCMOTPA.
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Komanpga ycranaBnnBaer peskuM MpoCMOTpa AaHHBIX IS TEKYIIETo ceanca paboThl MOJIb30BaTENs B
komangHoM unTepdeiice CCIIT-2.

IIpumep:
fnpsh> system fnpsh viewer more

FNPSH-I-3087-PexuM npoCcMOTpa WU3MEHEH
fnpsh>

3.4.135. system halt — ebiknioyeHue CCIl1T-2
sys[tem] halt

Tpebyemvle npugunecuu — Sys.

Komanna BEITIONHSET OCTAaHOB OIEPAIIMOHHOMN CUCTeMBI U BhIKItouaeT nmutanue CCIIT-2.

BblKNtoyaTenb nutaHus Ha kopnyce CCIIT-2, NockonbKy 3TO MOXET MPUMBECTU K CEepPbe3HbIM

@j He pekomeHgyetcsa Bblknoyate CCIIT-2 6e3 ocTtaHoBa OnepauyoOHHOW CUCTEMbI, MCMONb3ys
HapyLLEeHUAM LenocTHocTu dannoson cuctembl CCIT-2.

IIpumep:
npsh> system halt

Bbik/o4nTb ycTponcTtBo? (Y/N) [N]: Y
FNPSH-I-3006-YCTpONCTBO bByAeT BbIK/YEHO 4Yepe3 ABe MUHYTbl. BbiIXog,

3.4.136. system icheck - npogepka uenocmHocmu NPO2PaMMHO20
obecneyverus CCIIT-2

sys[tem] ich[eck]

KomaHnma BBIONMHAET NPOBEPKY MEIOCTHOCTH KOMIIOHEHTOB —OIEPAIlMOHHOM CHUCTEMBI U
nporpammHuoro obecriedenws CCIIT-2.

[lepeueHr KOMIIOHEHTOB OMNEpAMOHHOW cHucTeMbl W TporpamMmHoro obecmeyenusi CCIIT-2,
LIEJIOCTHOCTh KOTOPBIX KOHTPOJIUPYETCS, MPUBOAUTCS B Tadbmuie 3.11.

Ta6auua 3.11: PaiiAbl, KOHTPOAUPYEMbIE MOACUCTEMOMN KOHTPOAS LLeAocTHocT CCNT-2

HUms caiina OnuncaHmne

HeusmeHsiemble ¢aitnbl

kernel ®ann aapa onepaunoHHON CUCTEMBI

libc.s0.6 daiin craHpapTHOW pa3sgenseMoint 6ubnuoTekm GyHKUMI  onepaunoHHOMN
CUCTEMBI

libkvm.so.3 Qann pasgensiemoirr 6ubnuotekn wuHTepderica AocTyna K namMaTu  sapa
onepaumMoHHON CUCTEMbI

login YTunuTta aBTopM3aunm CUCTEMHOrO NoMb30BaTeNs

ntpdate YTunmta CMHXpoHMU3aUnmM CUCTEMHOTO BpeMeHu no npotokony NTP

telnetd TELNET cepBep

fnpsh daiin koMaHaHOro uHTepnpetaTopa CCMT-2

fnpinfo dann yTunuThl BbiIBOAA CUCTEMHON MHDOPMaLmm

fnp_logftp dann yTunuTbl BbIFpy3ku annos peructpauunm Ha FTP cepsep

fnp_authd ®dawnn cepsepa asTopusauum CCMNT-2

fnp_cryd ®anin cepsepa TepMuHanbHoro gocryna CCMT-2

fnp_csd dann cepBepa NPOBEPKN KOHTPOJIbHbIX cyMM CCIT-2

fnp_filtd ®ann naketHoro dunbtpa CCMAT-2

fnp_had dann cepBepa BbiCOKOM rotoBHocTn CCMT-2
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HUms caiina OnucaHune
fnp_logd daunn cepsepa permnctpaunn CCMNT-2
fnp_shd dann koMaHaHoro cepsepa CCMNT-2
libfnp.so.1 dann pasgensieMoit 6ubnmoTekn cepBUCHbIX MyHKUnin CCMAT-2
libfnpcrypt.so.1 ®ann pasgensemon 6ubnmotekn kpuntorpadumyeckmx gyHkumin FNPCrypt

N3meHsieMble daiinbl

master.passwd dann yyeTHbIX 3anncer nonb3oBaTesiel onepaunuoHHON CUCTEMDI
fnp.cf dann napameTpoB KoHdurypaumnm CCMT-2

fnp_passwd dann yyeTHbIX 3anucen nonb3osatenen CCIMT-2

mac.cf ®ann MAC npaBun Tekyliero Habopa

arp.cf ®ann ARP npasun Tekywero Habopa

ip.cf ®avin IP npaBun Tekywero Habopa

ipx.cf ®ann IPX npaBun Tekywero Habopa

ap.cf ®avin AP npaBun Tekywero Habopa

vlan.cf ®ann VLAN rpynn Tekywero Habopa

time.cf daiin MHTepBanoB BpeMeHu Tekyliero Habopa

Ecnmu HapylieHUs: KOHTPOJBHBIX CyMM (aijioB He OOHApYKEHO, BBIBOJUTCS HH(DOPMAIMOHHOM
CcOO0O0IIIeHnE

FNPSH—I—30AD—ﬂpOBepKa LeNoCTHOCTU BbINOJ/IHEHA,

Jlajiee ciiefyeT BbIBOJ Ha dKpaH TEpMHUHaja CIIMCKa MMEH (aijoB yKa3aHHBIX KOMIIOHEHTOB U IEpBble 6
CHUMBOJIOB KOHTPOJILHBIX CYMM, COOTBETCTBYIOIIUX 3TUM (paiiiam.

B cnyyae oOHapykeHUs HApYIIEHHS] KOHTPOJIBHBIX CYMM BBIBOJIUTCS COOOIIeHHE 00 OMMOKe BUIa
FNPSH-E-1106-HapyweHa KOHTponbHas cymma ¢anna. MakeTHbln GuabTp ocTaHoBneH (<uma_dannas>),
rae

e <umsa_odarna> — uMs (aitna B cooTBeTcTBUU ¢ Tabuuiel 3.11, 1eI0cTHOCTh KOTOPOro Oblila HapyIlIeHa.

-, Bo Bpemsa pa6botbl CCI1T-2 aBTOMatn4eckn BbINOMHAETCA Nepuoanyeckas npoBepka LieniocTHOCTH
- NporpaMMHOro obecneyeHns cepBepoM NPOBEPKN KOHTPOIbHbIX cymm CCIT-2.

B OQHONONb30BaTeNbCKUN pexnm paGOTbI. B atom pexnme:

@j B cnyyae HapyLLeHust KOHTPOJSIbHOM CyMMbI No6oro 13 npoeepsiembix arnos CCIT-2 nepexoant

e nakeTHbI punbTp CCIIT-2 ocTaHOBNEH;

* [0OCTyn K YynpaBJi€eHUo CCIT-2 BO3MOXEH TONbKO C CUCTEMHOW KOHCONIM W TOJIbKO and
nosfib3oBaTtend admin.

[Ipumepsr:

fnpsh> system icheck
FNPSH-I-30AD-lMNpoBepKa LEeNOCTHOCTMU BbIMOSIHEHA
eff19d.

kernel ..
1ibc.so0.6 ddOe48. ..
Tibkvm.so.3 3354bb. ..
login e7769%. ..
ntpdate 9a679c...
telnetd 67ecde. ..
fnpsh 27daca...
fnpinfo 6dfaof. ..
fnp_logftp 2a303b...
fnp_authd 885411...
fnp_cryd 27bbe5. ..

fnp_csd 395f78...
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fnp_filtd 9e4446. ..
fnp_had £23022...
fnp_logd 9d5d71...
fnp_shd 2391b1...
Tibfnp.so.1 25flac...
Tibfnpcrypt.so.1l 9bab56...
master.passwd 90cceS8. ..
fnp.cf O0ef196...
fnp_passwd 538519...
mac.cf cdb82d...
arp.cf 7a837b. ..
ip.cf e99c74...
ipx.cf 771a76. ..
ap.cf £1385b...
vlan.cf c77135...
time.cf 46f62d. ..
fnpsh>

fnpsh> system icheck
;NPSE—E—llOG—HapymeHa KOHTpO/IbHas cyMMa tanna. MNakeTHbn GunbTp ocTaHoBneH (fnp_passwd)
npsh>

3.4.137. system password — usMeHeHue nNapossi CUCMEeMHO20 Nonb3o8amens
sys[tem] pass[word]

Tpebyemvle npusunecuu — user (TOJIBKO MOIB30BATENh admin).

Komanga wu3MmeHsleT maposib CHCTEMHOTO TIOJIb30BaTelst fnpsh [UId  YPOBHS CHCTEMHOM
aBTOPU3ALIUH, UCTIOJIB3YEMOH TSI MHTEPAKTUBHOTO pexuMa komanaHoro untepgeiica CCIIT-2 (pazgen 2.5.1,
cTp. 9).

@ M3meHWTb napornb CUCTEMHOTO MOSb30BaTENS UMEET NPaBO TOSLKO Nofb3oBaTeNb admin.
B CCIIT-2 cywecTBylOT orpaHu4eHus Ha oopmMaT naposisi Nosib3oBaTens:

e [OnuvHa napons — ot 6 o 128 cMMBOOB;

e [OMYyCTUMbIE CUMBOJIbI — TONIbKO NevaTtaemblie ASCll-cumBonbl.

CHavanma KOMaHfa 3allpOCUT BBOJ TEKYIIEro Mapoyisi CUCTEMHOTO TMOJNb30BaTeNsd. 3aTeM, eciu
TEeKYIIMA TapoJib BBEJECH BEPHO, KOMaHJa 3allpOCHT BBOJ HOBOTO mapoiisi. HoBelid maposb HE0OXOAMMO
BBOJWTH JIBXK/BI, YTOOBI HMCKJIIOYMTH OINEYATKHA TPHU BBOJAE Mapoyii C KIaBUATyphl. BBoj maponeir Ha
TEPMHHAJIC HE 0TOOpaKaeTCsl.

IIpumep:
fnpsh> system password
CTapblii Naponb:

HOBbIN Naposib:
HOBbIM Naposb NOBTOPHO:

FNPSH-I-309E-MNaponb CUCTEMHOrO MNOJIb30BAaTeNs U3MeHeH
fnpsh>

3.4.138. system reboot — nepe3sagpy3ska CCI1T-2

sys[tem] reboot

Tpebyemvle npugunecuu — Sys.

Komanpa BemosnasIeT nepesarpy3ky oneparontoit cuctemsr CCITT-2.

He pekomeHpyetcsa nepesarpyxatb CCIIT-2, ncnonb3ys KHOMKy annapaTHoro cbpoca (Reset),
MOCKOJSIbKY 3TO MOXET MPUBECTU K CEPbE3HbIM HapyLUEHUSIM LIeNOCTHOCTU (DanrioBO CUCTEMbI
CCnT-2.

IIpumep:

fnpsh> system reboot
Neperpy3nTb yctponcteo? (Y/N) [N]: Y
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FNPSH-I-3007-YCTpoicTBO byaeT nepe3arpyxeHo yepes3 [Be MUHYTbl. BbIXOA

3.4.139. system show — 61800 UHGhOpMayUU O NPo2paMMHOM U annapamHoOM

obecneyeruu CCIl1T-2

sys[tem] sh[ow]

Komanzma BBIBOOWT Ha 5SKpaH TepMHHAIA HH()OPMALMIO O XapaKTePUCTHKAX W COCTOSHHUU
nmporpaMmmHoro u anmnapaTtHoro obecneuennss CCIIT-2.

[TosicHeHUS K CTPOKaM BBIBOJIa KOMAH/Ibl system show MPUBOIATCS B Tabmwmie 3.12

Ta6auua 3.12: UHcbopmauma o NPOrPAMMHOM M annapaTtHomM obecne4venun CCIMT-2

CTpoka BbiBOAa

LleHTpanbHbIN Npoueccop:

OnucaHune

XapaKTepucTnku LeHTpaabHOro npoueccopa — TUM M TaKTOBas 4acroTa, Tak
KaK 3TO pacrno3HaeTcs onepaunoHHon cuctemon CCMT-2

OnepaTtuBHasa NamsAThb:

O6beM ycTaHOBNEHHOW onepaTMBHOM NaMsaTH

Bcero unHtepdericos:

OunbTpyroWMX nHTEpdEncos:

YnpaBnsawowun nHtepdelic:

Obuwee konuyecTtso Ethernet nHtepdelicos, ycTaHOB/IEHHbLIX B CUCTEME

Obwee konnyectso hunbTpyowmx nHTepdencos CCMT-2 1 cMMBonnyeckne
MMEeHa KaXAaoro m3 HuUx

CocTtosiHMe un Hactporku IP agpeca ynpasnstouwero Ethernet vHTepdeiica
ccnT-2

Bepcus MO CCMNT-2:

MNakeTHbIN HUNLTP:

CepBep aBTopu3aumu:

CepBep NpoOBEpPKWN KOHTPOJIbHbIX CYMM:
CepBep BbICOKOI FOTOBHOCTW:

CepBep perncrpayum:

KomaHaHbIW cepBep:

CepBep TepMUHAIbHOro AOCTYyNna:

CvMBONIMYECKOE WMMS WUCMOJSIb3yeMOW BepcUMM MporpaMMHOro obecrnedyeHus
CccnT-2

CocTosiHMe nakeTtHoro ¢punbtpa CCMT-2

CocTosiHne cepsepa asTopusaumu CCIIT-2

CocTosiHMe cepBepa NPOBEPKWN KOHTPOJbHbIX cyMM CCIT-2
CocTosiHMe cepBepa BbICOKOW rotoBHocTn CCIT-2
CocTtosiHme cepsepa peructpaummn CCMT-2

CocTosiHne koMaHaHoro cepsepa CCIT-2

CocTosiHMe cepBepa TepMMHanbHoOro goctyna CCMT-2

WEB uHTepdeiic:
TarimayT HeakTuBHOCTM FNPSH:

MpocMoTpLWMK NO yMOonYaHuio FNPSH:

CocTtosiHne WEB uHTepdeica CCMT-2
TariM-ayT HeaKTUBHOCTM AN KOMaHAHoro uHtepderica CCMNT-2

PexxuM npocMoTpa [AaHHbIX ANns  TeKylwero ceaHca nofib3oBaTens B
KOMaHAHOM MHTepdernce CCMT-2

ITpumep:

fnpsh> system show

LleHTpasbHbIA Mpoueccop:

onepaTMBHAs NaMATb:

BCero MHTepthencoB:
SUNbTPYWMX UHTEpPHEeNnCcoB:
YNpaenswouwmin UHTepdenc:

Bepcma MO CCNT-2:

NakeTHbIK GUABLTP:

CepBep aBTOpU3aLMUU:

CepBep MPOBEPKU KOHTPOJSIbHbIX CYMM:

CepBep BbICOKOW MOTOBHOCTU:
CepBep peruncrpauuu:

KOMaHAHbIN cepBep:

CepBep TepMUHANILHOrO AO0CTYyna:
WEB-uHTeptenc:

TanMayT HEaKTUBHOCTU FNPSH:
NMPOCMOTPWMK MO YMOAYAHWMIO FNPSH:
fnpsh>

Intel(R) Celeron(R) CPU 2.40GHz
250802176 6ant (239m)

4

3: External,Internal,Mirror
BKJ/OYeH,192.168.169.253/255.255.255.248
FNP2_RELEASE_1_1

3anylueH

3anylueH

3anyluieH

3anylueH

3anyluieH

3anylueH

3anyluieH

OCTaHOBJEH

600 cekyHp

BHyTpeHHUn (internal)

3.4.140. system status — 6bI800 UuUHGhOpMauuu O COCMOSAHUU Pecypcoe
onepayuoHHoU cucmemsbl CClT-2

sys[tem] statul[s]
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KoMaHnaa BEIBOJUT Ha SKpaH TepMHHATA WH(OOPMAIMIO O COCTOSHUU U XapaKTEPUCTHKAX PECYPCOB
onepaunoHHou cuctembl CCIIT-2.

ITosicHeHMs K CTpOKaM BBEIBOAA KOMAaHABI system status IPUBOAATCS B Tadmmie 3.13.

Ta6anua 3.13: UHcpopmaLmg O COCTOSSHUM PeCypPCOB onepalMoHHon cuctemsl CCMT-2

CTpoka BbiBOAa OonucaHume

Wcnonb3oBaHue LeHTpanbHOro npoueccopa: | COOTHOWEHWE BpEMEHW WCMONb30BaHWS LEHTpasbHOrO npoueccopa
MeXAY PasfIMYHbIMKU aKTUBHbIMW MpoOLEecCaMn — MOJIb30BaTEbCKUMHU,
BbICOKOMPUOPUTETHLIMW,  CUCTEMHBIMM U npoueccamun  06paboTku
npepbiBaHUm

Mcnonb3oBaHmne onepaTMBHOW NaMATU: PacnpegeneHne ob6bemMa onepaTMBHOW nNaMaATM - B a@KTUBHbIX
CTpaHuLax, B HEaKTMBHbIX CTpaHuuax, cBobogHas namaTb, BCEro
YyCTaHOB/IEHO.

CoctosiHue flash-namaTu: NHdopmaunsa o pasgenax dannoBblX CUCTEM — 3@aHSATOE MPOCTPAHCTBO,

cB0b60AHOE NPOCTPaHCTBO, 06K 06beM hanoBON CUCTEMBI:

e Pa3gen 0 - ocHOBHOW pa3aen Ha AWCKOBOM HaKomMuTesne;

e Pa3gen 1 - cneuvancHas dainosBas cuctema ycrtponcTs (devfs -
Device File System), wucnonb3yetrcas TONbKO OMepauuoHHOWN
cucrtemon CCNT-2;

e Paspen 2 - ¢aiinosas cuctema B onepatuBHoi namstn (RAM-
ANCK), NCNoNb3yeTca AN XpPaHEeHUS BPeMeHHbIX dalinos

IIpumep:
fnpsh> system status

Mcnonb30BaHME LEeHTpPasbHOrO npoueccopa:
Monb3oBaTenbCkmMe npouecco: 23,3%

MpMoOpUTETHbBIE NPOLLECCHI: 0,0%
CUCTeMHble MpoLecChl: 71,4%
MpepbiBaHUSA : 5,3%
MpocTon npoueccopa: 0,0%
Mcrnonb30BaHWe OMepaTUBHOW NamsATU:
AKTUBHaA : 14,0m
HeakTuBHasA: 3,0M
CBoboOAHO: 179,0M
Bcero: 239M
CcocTtoaHne flash-namaTu:
Paspen:
MCnonb30BaHO: 54M (24%)
CcBoboaHO: 175mM (76%)
Bcero: 236M
Pa3pen: 1
MCnonb30BaHO: 1,0k (100%)
CB06OAHO: 0B (0%)
Bcero: 1,0K
Pa3pen: 2
MCnonb30BaHO: 4,0k (0%)
CcBobopaHO: 26M (100%)
Bcero: 29Mm
fnpsh>

3.4.141. system time ntp delete — ydaneHue napamempoe CUHXPOHU3AUUU
epemeHu no NTP

sys[tem] time ntp del[ete]

Tpebyemvie npusunecuu — cfg.

Komanpga BbINONIHSET yaaneHue napaMmeTpoB CUHXPOHHM3ALUN CHUCTEMHOIO BPEMEHH I10 IIPOTOKOILY
NTP u3 texymeit konpurypanun CCIIT-2.

Mpeablaylwmne HaCTPOMKM NapameTpoB CUHXPOHU3aLUMKM cucTeMHoro Bpemenn no NTP, Takue kak
IP agpec NTP cepeepa 1 Taiim-ayT onpoca NTP cepsepa, 6yayT noTepsiHbl.

CuHXpoHM3auus cucteMHoro Bpemenn no NTP ByaeT BbiknioveHa.

IIpumep:
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npsh> system time ntp delete
yaanutb napametpbl NTP? (Y/N) [N]: Y
FNPSH-I-305B-NapameTpbl NTP yaaneHsbl
fnpsh> system time show

HaCTPOMKU CUCTEMHOrO BPEMEHW:

NaTa: 15.08.2007, cpeaa
Bpems: 09:44:37
BpeMeHHas 30Ha: GMT, GMT+0000
NTP: OTKJIYEHO
NTP cepsep: OTCyTCTBYeT
PerncTpaumusa coobueHuin NTP: OTKJ/IYEHO
TamayT onpoca NTP: 3600

fnpsh>

3.4.142. system time nip disable — ebiknOYeHUE CUHXPOHU3AUUU 6PeMeHU Mo
NTP

sys[tem] time ntp dis[able]

Tpebyemvie npusunecuu — cfg.

Komanna BBIKITIOHaET CHHXPOHM3AIMIO CHUCTEMHOTO BpeMeHH Mo mpoTokony NTP u usmenser
COOTBETCTBYIOIIHME HACTPOIKH B Tekymler konpurypauuun CCIIT-2.

Mo ymonuaHuto, nocrne nepsoro 3anycka CCI1T-2, CMHXpOHM3aUUA CUCTEMHOrO BpPEMEHM MO
npotokony NTP BbikntoyeHa.

[Ipumep:
fnpsh> system time ntp disable
OTKMounTb NTP? (Y/N) [N]: Y

FNPSH-I-305A-NTP BbIK/lOYEH
fnpsh>

3.4.143. system time ntp enable — exnio4eHuUe cuHxpoHu3sauuu epemeHu no NTP
sys[tem] time ntp en[able]

Tpebyemvie npusunecuu — cfg.

Komanma BKIHOYAET CHUHXPOHU3ALMIO CUCTEMHOrO0 BpeMeHH 1o npoTokoily NTP u uszMmenser
COOTBETCTBYIOLINE HACTPOIKH B TeKylien koHpurypauun CCIIT-2.

npeaBaputensHo yctaHoButb IP agpec NTP cepsepa, ucnonb3yss KOMaHay system time ntp

Ons BKMOYEHWS CUHXPOHU3aUMW CUCTEMHOro BpeMeHu no npotokorly NTP Heobxogumo
server (npunoxexue 3.4.146, ctp. 152).

[Ipumepsr:

fnpsh> system time ntp enable
FNPSH-E-10BB-NTP cepBep He onpeaeneH
fnpsh>

fnpsh> system time ntp server 192.168.169.254
FNPSH-I-305C-Aapec NTP cepBepa W3MeHeH

fnpsh> system time ntp enable
FNPSH-I-3059-NTP BK/YeH

fnpsh>

3.4.144. system time nlp log disable — ebikniovyeHue peaucmpayuu NTP
3anpocoe

sys[tem] time ntp log dis[able]

Tpebyemvie npusunecuu — cfg.
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KoManzaa BBIKIIOWAET PETUCTPALMIO BBIMOIHEHUS 3allpOCOB CHHXpOHM3anuu BpemMeHu K NTP
cepBepy U U3MEHSET COOTBETCTBYIOIINE HACTPOMKH B TeKyel koHpurypaunn CCIIT-2.

—, Mo ymonuanuio, nocrne nepsoro 3anycka CCIT-2, perucTpauusi BbIMOSIHEHUSA 3aNpOCOB
3 CHXpoHu3auun BpeMenun kK NTP cepsepy BbiknioveHa.

IIpumep:
fnpsh> system time ntp log disable

FNPSH-I-305F-Peructpauua NTP coobileHuid BbiK/lYeHa
fnpsh>

3.4.145. system time nlp log enable — exnioyeHue pecucmpauyuu NTP 3anpocoe

sys[tem] time ntp log en[able]

Tpebyemvie npusunecuu — cfg.

KoManza BkIrouaeT peructpanyio BEITOJHEHHUS 3alpOCOB CHHXpOHM3auuu BpeMeHu kK NTP cepsepy
1 U3MEHSIET COOTBETCTBYIOLINE HACTPOIKH B TeKymei koHurypauuu CCIIT-2.

—, Peructpauna NTP 3anpocoB 3aknioyaetca B (POPMMPOBaHUM M perucTpauum CUCTEMHOrOo
3 coobLeHuns npu kaxaom obpaweHumn k NTP cepsepy. Hanpumep:

Aug 16 07:47:36 fnp2 fnp[870]: fnp_csd: System time changed by NTP (server
192.168.169.254, offset -0.417829 sec)

[MpOCMOTP CUCTEMHBIX COOBOLLEHMI BLIMONIHAETCA MO KOMaHAe log syslog show (MPUNOXeHue
3.4.53, cTp. 99).

[Tpumep:
fnpsh> system time ntp log enable

FNPSH-I-305E-Pernctpaumna NTP cooblieHuin BKYeHa
fnpsh>

3.4.146. system time nlp server — ycmaHoeka IP adpeca NTP cepeepa

sys[tem] time ntp serv[er] <IP_aapec>

Tpebyemvie npugunecuu — cfg.
[Tapamerpsi:
e <IP ampec>—IPagpec NTP cepsepa.
Komanna ycranaenusaer IP agpec NTP ceprepa B Texymeit konduryparuu CCIIT-2.

—+, Ona ycnewHoro BbinonHeHns 3anpocoB NTP cepsep pAormkeH ObiTb AOCTyneH Yepes

/.

- ynpasnstowmn Ethernet nitepdenc CCIT-2.

HoctynHocTtb NTP cepBepa no ero IP agpecy MOXXHO NpoBepUTb, UCMONb3yd KOMaHay interface
control ping (npunoxenHue 3.4.28, ctp. 68).

IIpumep:
fnpsh> system time ntp server 192.168.169.254

FNPSH-I-305C-Azpec NTP cepBepa M3MeHEeH
fnpsh>

3.4.147. system time nlp timeout — ycmaHoeka malm-ayma onpoca NTP
cepeepa

sys[tem] time ntp timeo[ut] <Taunm_ayT>

Tpebyemvie npusunecuu — cfg.
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[Tapametpsr:
e <raiiM_ayT> — HOBOE 3HA4YeHHE TaiiM-ayTa onpoca NTP cepBepa B CeKyHIax.

Komanna nzmensier 3nauenue taiim-ayra orpoca NTP cepBepa B Tekymieit konpurypamuu CCIIT-2.

Tanm-ayT onpoca NTP cepBepa MoxeT 6biTb M3ameHeH B npegenax ot 600 (10 muHyT) Ao 86400 (1
CYTKM) CEKYH[, BKIOUYUTENBHO.

[Ipumep:
fnpsh> system time ntp timeout 1800

FNPSH-I-3060-TanmayT NTP m3MeHeH
fnpsh>

3.4.148. system time ntp update — HemeOneHHas CUHXPOHU3AUUA 6PEeMeHU C
NTP cepeepom

sys[tem] time ntp upd[ate] [<IP_aapec>]
Tpebyemvie npusunecuu — cfg.
[TapameTpsr:

e <IP ampec>— P agpec NTP cepBepa, koTopoMy OyzneT OTIpaBieH 3alIpOC CHHXPOHU3AIMU CHCTEMHOTO
BpPEMEHH.

Komanna BeIMOTHSET HEMENJIEHHYIO cUHXpoHm3aimio cuctemHoro Bpemenu CCIIT-2 ¢ NTP
CEepPBEPOM.

@j IP agpec NTP cepBepa mMoxeT 6blTb yKa3aH B KOMaHAHOW CTPOKE Kak mapameTp <IP azmpec>.

Ecnn napametp otcytcTtByeT, b6yaet mcnonb3oBaH IP agpec NTP cepBepa, ycTaHOBMNEHHbIN B
TekyLen koHurypaumm CCIT-2 no komaHge system time ntp server (NpunoxeHue 3.4.146,
cTp. 152).

ITpumepsr:
fnpsh> system time ntp update
FNPSH-I-305D-CuctemHoe Bpemsa M3meHeHOo no NTP (nonpaBka -0.005370 sec)
fnpsh>
fnpsh> system time ntp update 192.168.169.126

ENPSE—I-SOSD-CMCTeMHoe Bpems usmeHeHo no NTP (monpaBka -0.009023 sec)
npsh>

3.4.149. system time set — ycmaHo8ka cucCmeMHO20 8peMeHuU
sys[tem] time set <Bpema>

Tpebdyemvie npusunecuu — sys.
[TapameTpsr:
* <BpeMma> — HOBOE 3HAUE€HHE CUCTEMHOI'O BPEMEHH.

Komanna ycranaBnuBaer HOBoe 3HaueHue cuctemHoro Bpemenu CCIIT-2 B cooTBercTBUH €
YKa3aHHBIM NTapaMeTPOM.

[TapameTp <Bpema> UMEET CIEAYIONUN CUHTAKCHUC!
{rrrr/mm/pa [4Y4:MM:CC]|UYY:MM:CC},

rae
e TTIT/MM/IJ — CUCTEMHAsA Jara.

v TI'TTT — YCeTBIPCX3HAYHOC 3HAYCHUEC I'0J1a,
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v MM — Mecsr rofa (ot 01 10 12);
v Il — neHb mecsia ot (01 110 31);
e UU:MM:CC — CHCTEMHOE BPEMSL:
v UU —gackel B 24-X yacoBoM ¢opMmate (0T 00 10 23);
v MM — MHHYTHI (0T 00 10 59);

v CC— cexkyHzsl (0T 00 70 59).

_—'&Tn_ I'IpM YKa3aHun TOJ1IbKO CUCTEMHOM AaTbl CUCTEMHOE BpeM4A OCTaeTCcd 6e3 nameHeHus. H8060p0T,
I; - npn yKa3aHn TOJIbKO CUCTEMHOIo BpeMeHn He USMeHAETCA CUCTeMHasa aarta.

[MpocmoTpeTb Tekyllee 3HayeHue CUCTEMHOrO BPEMEHW MOXHO, WUCMOMb3ys KOMaHAy system
time show (NpunoxeHue 3.4.150, ctp. 154).

[Ipumepsr:
* M3MEHEHHE TOJIbKO CUCTEMHOM JaThl:

fnpsh> system time show
HaCTPOMKU CUCTEMHOrO BPEMEHMU:

paTa: 15.08.2007, cpeaa
Bpewms: 10:09:23
BpeMeHHaa 30Ha: GMT, GMT+0000
NTP: BKJ/IIOYEHO

NTP cepBep: 192.168.169.254
PerncTpaums coobuweHun NTP: BK/IYEHO

TanmmayT onpoca NTP: 1800

fnpsh>system time set 2007/08/19

FNPSH-I-3057-CuctemHoe Bpems u3meHeHo (19.08.2007 10:10:30, GMT)
fnpsh>

* H3MEHEHME TOJBKO CUCTEMHOTO BPEMEHH:

fnpsh> system time set 11:00:00

FNPSH-I-3057-CuctemHoe Bpems u3MeHeHo (19.08.2007 11:00:00, GMT)
fnpsh>

¢ H3MEHEHMUE CUCTEMHOM JIaThl U CUCTEMHOI'0 BPEMEHU

fnpsh> system time set 2007/08/16 10:12:00
1IZNPSE—I—3057—CV|CTeMHoe Bpemsi unsMmeHeHo (16.08.2007 10:12:00, GMT)
npsh>

3.4.150. system time show — eblie00 cucmemMHO20 epeMeHuU U napaMempos
CUHXpoHu3ayuu no NTP
sys[tem] time sh[ow]

Komanzaa BBIBOAMT Ha 3KpaH TepMHHala Tekyllee 3HaueHue cucreMHoro Bpemenu CCIIT-2 c
yKa3aHHWEM YacOBOTO IMOsica M 3HAYEHHS MMapaMeTPOB CUHXPOHU3ALUU CUCTEMHOTO BPEMEHM IO MPOTOKOIY
NTP.

[TosicHeHHs K CTpOKaM BBIBOJ]a KOMAH/Ibl system time show npuBoasTcs B Tabmuie 3.14.

Ta6auua 3.14: BbiBoA cuctemHoro Bpemenu CCINT-2 u napameTpoB CMHXpOHu3auuu no NTP

CTpoka BbiBOAja OnvncaHue
[aTa: Tekywas cucteMHas gaTa C yKasaHueM OHS Heaenu
Bpems: Tekyliee cucteMHoe BpeMs
BpemeHHas 30Ha: CumBonmyeckoe o0603HayeHMe 4acoBOro nmnosica, CABUI BpEMEHU
TeKyLLero 4acoBoro nosica OTHoCUTeNbHO MpMHBKMYA
NTP: dnar CUHXpPOHM3auMn CUCTEMHOro BpeMeHn no NTP
NTP cepsep: IP appec NTP cepsepa

Perncrpauus coobuweHnunit NTP: dnar perncTpaunmn 3anpocoB CMHXpoHU3aunm BpeMmeHn K NTP cepBepy



CCIT-2 - lpunoxeHuns 155

CTpoka BbiBOAa OnucaHne
TalimayT onpoca NTP: 3HaueHne TanM-ayTa onpoca NTP cepsepa
ITpumep:

npsh> system time show
HaCTpPOMKU CUCTEMHOIO BPEMEHMU:

NaTa: 16.08.2007, ueTBepr
Bpewms: 10:22:15
BpeMeHHas 30Ha: GMT, GMT+0000
NTP: BKJIOYEHO
NTP cepBep: 192.168.169.254
PerncTpauusa coobueHuin NTP: BKJIOYEHO
TamayT onpoca NTP: 1800
fnpsh>

3.4.151. system time zone — ycmaHoeKa 4ac08020 nosca
sys[tem] time zone

Tpebyemvle npusunezuu — Sys.

KOMaH,Z[a 3alpamuBacT B MHTCPAKTHUBHOM PEXHUME U YCTaHABJIIMBA€T HOBOC 3HAYCHHE YaCOBOI'O
nosca.

Br16op wacoBoro mosica OCYIIECTBISIETCSI IO 3alpocy OT KOMaHIHOTO HMHTepdeiica Ha OCHOBE
MHOTOYPOBHEBOT'O MEHIO, BBIBOAMMOI'O Ha 9KpaH TepMHHAIA. BBIOOP MyHKTa MEHIO OCYILIECTBIISETCS IIyTeM
BBOJIa C KJIABHATYPbl HOMepa MyHKTa MEHIO M3 MPEIIaraéMoro ClicKa M HaKaTusl KIIaBHIIH <Enters>.

YPpOBHU MEHIO CIIETYIONIHE:
1) KOHTUHEHT/peruoH — BEIOOP KOHTHHEHTA WITH TeorpauecKoro pernoHa 3eMIIH;

2) cTpaHa/pervoH — BbIOOp CTpaHbl WM TeOrpaHUUecKOro PErMoHa, PACIONOXKEHHBIX Ha BBIOpaHHOM
KOHTHHEHTE/PETHOHE;

3) uacoeoit nosic — BEIOOP YaCOBOTO IOsICA, MTPOXOIAIIETO Yepe3 BEIOPaHHYIO CTpaHy/pEeruoH.

-y
= T
/4

OTMeHUTb YCTAHOBKY 4acCOBOro rnosaca MOXHO Ha nobom YPOBHE MEHI0, HaXXaB TOJIbKO KriaBuLly
<Enter>.

lMpocmoTpeTh TeKyLme YCTaHOBKM YacOBOrO MosiCa MOXHO, MCMOfb3yst KOMaHQy system time
show (npunoxenne 3.4.150, cTp. 154).

[Ipumep:
e ycraHOBKa MOCKOBCKOTO BpeMeHH (4acoBOM Mosic MSK (3UMHee BpeMs1)/MSD (JIeTHee BpeMs)):

fnpsh> system time zone

[1] Africa
[2] America - North and South
[3] Antarctica
[4] Arctic Ocean
[5] Asia
[6] AtTantic Ocean
[7] Australia
[8] Europe
[9] Indian Ocean
[10] Pacific Ocean

BblbepuTe KOHTUHeHT/pervoH (OTMeHa - <Enter>): 8
[1] Aland Islands [18] Guernsey [35] Poland
[2] Albania [19] Hungary [36] Portugal
[3] Andorra [20] Ireland [37] Romania
[4] Austria [21] IsTe of Man [38] Russian Federatio
[5] Belarus [22] Italy [39] san Marino
[6] Belgium [23] Jersey [40] Serbia
[7] Bosnia and Herzego [24] Latvia [41] STovakia
[8] Bulgaria [25] Liechtenstein [42] STovenia
[9] Croatia [26] Lithuania [43] Spain
[10] Czech Republic [27] Luxembourg [44] Sweden
[11] Denmark [28] Macedonia (The Fo [45] switzerland
[12] Estonia [29] Malta [46] Turkey
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BblbepuTe BpeMeHHylw 30HY (OTMeHa

[13] Finland [30] moldova [47] ukraine
[14] France [31] monaco [48] United Kingdom
[15] Germany [32] Montenegro [49] vatican City Stat
[16] Gibraltar [33] Netherlands
[17] Greece [34] Norway
BbibepuTe cTpaHy/pernoH (OTmMeHa - <Enter>): 38
[1] Moscow-01 - Kaliningrad
[2] Moscow+00 - west Russia
[3] Moscow+00 - Caspian Sea
[4] Moscow+01 - Samara, Udmurtia
[5] Moscow+02 - Urals
[6] Moscow+03 - west Siberia
[7] Moscow+03 - Novosibirsk
[8] Moscow+04 - Yenisei River
[9] Moscow+05 - Lake Baikal
[10] Moscow+06 - Lena River
[11] Moscow+07 - Amur River
[12] Moscow+07 - Sakhalin Island
[13] Moscow+08 - Magadan
[14] Moscow+09 - Kamchatka
[15] Moscow+10 - Bering Sea

- <Enter>): 2

FNPSH-I-3061-4YacoBoli nosac u3meHeH (MSD)

fnpsh>

npsh> system time show
HaCTPOMKM CUCTEMHOIrO BPEMEHW:
JlaTa:
Bpewms:
BpemMeHHaa 30Ha:
NTP:
NTP cepBep:
PerncTpaumsa coobueHuin NTP:
TanmmayT onpoca NTP:

16.08.2007, 4yeTBepr
15:04:30

MSD, GMT+0400
BKJIOYEHO
192.168.169.254
BKJIOYEHO

1800

fnpsh>

3.4.152. system web disable — ebiknio4eHue WEB unmepgpetica CCI1T-2
sys[tem] web dis[able]

Tpebyemvie npusunecuu — sys (KOHCOID).

Komanpa otkmrodaer pynkuuonuporanue WEB untepdetica ammunucrparopa CCIIT-2.

Mo ymonyaHuio, nocne nepsoro 3anycka CCIT-2, WEB wmHTepdenc agmuHuctpatopa CCIIT-2
BbIKIOYEH.

KomaHpa system web disable MOXET ObiTb BbIMNOSHEHA TONBKO C CUCTEMHOW koHconu CCIT-2
W TONbKO MOfb30oBaTenemM admin.

A9

IIpumepsr:
fnpsh> system web disable 5
FNPSH-E-111A-BbinO/IHEHNE AAHHOM KOMAHAbl pa3pelweHo TONbKO Yyepe3 CUCTEMHYHW KOHCOJb
fnpsh>
fnpsh> system web disable

FNPSH-I-30B8-WEB-uHTephenc BbiKOYEH
fnpsh>

3.4.153. system web enable — exnioveHue WEB uimepgbetica CCIl1T-2
sys[tem] web en[able]

Tpebyemvle npusunezuu — sys (KOHCOJb).

Komanpga Brimovaer pynkumnonuposanne WEB untepdeiica agmunucrparopa CCIIT-2.
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KomaHga system web enable MOXET ObiTb BbINOSIHEHA TOJMLKO C cUCTEMHON koHconu CCIIT-2
N TONbKO Nosb3oBaTeneM admin.

[Ipumepsi:
fnpsh> system web enable
FNPSH-E-111A-BbiNoNiHEHME AAHHOW KOMAaHAbl pa3peleHo TOJbKO 4Yepe3 CUCTEMHYW KOHCOJb
fnpsh>
fnpsh> system web enable

FNPSH-I-30B7-WEB-uHTepdenc BKOYEH
fnpsh>

3.4.154. user add — dobaeneHue HOB020 NoNbL308amens
us[er] add <uma_nonb3oBaTensi> <npusunerun>

Tpebyemvie npusunezuu — user (TOIbKO M0JIb30BaTENb admin).
[Tapametpsr:

e <uMa TOJB30BaTeNAa> — UM HOBOTO ITOJIH30BATEIS;

e <npuBwieruwr> — HabOp MPUBWIETHI, HA3HAYaEMBIil HOBOMY TI0OJIb30BATEIIO.

Komanga no6asnser HoBoro nons3oBarens CCIIT-2 ¢ yka3aHHBIM UIMEHEM U C YKa3aHHBIM Ha0OpOM
MPUBUJIETHIA.

@j [o6aBnstb HoBoro nonb3oBatens CCIT-2 nmeeT npaBo TOMLKO NoNb3oBaTesb admin.
B CCIT-2 cyLiecTBylOT OrpaHnyeHns Ha oopMaT MMEeHU Norb3oBaTens:
e [AnvMHa UMeHU nonb3oBaTtens — ot 2 Ao 16 cuMBONOB;

e [OOMYyCTUMblE CUMBOSIbI — CTPOYHbIE naTUHCKue OykBbl (a-z), uudpbl (0-9), cumBon
nopgvepkmBanums ('_');

e 1IMS MONb30BaTENHA He AOMKHO Ha4yMHaTbCA C CUMBONA NOAYEPKNBaHUS.
B CCIIT-2 cyLecTByIOT OrpaHn4eHust Ha oopmaT naposis nofb3oBaTens:
e OnuHa napons — ot 6 oo 128 cMMBOOB;

e [OMYCTUMbIE CUMBOJbI — TONIbKO NeYyaTaemblie ASCll-cumBonb;

* aposib Nnosib3oBaTesna ABJideTCA PpermcTpoBo-3aBUCUMbIM.

Kaxnomy mnons3zoBarento CCIIT-2 Ha3HauaeTcs CHHCOK NPHUBHJIETHH, OIpEeNsiolne MpaBa
JIAHHOTO TIOJIb30BaTelNss 1o ympaBiennto u Hactpoiike CCIIT-2. IlpuBuiernu marmT mpaBo Ha paboTy C
paznmuunbiMu noacuctemamu CCIIT-2, kaxnasi NpUBUIIETUS UMEET CUMBOJINYECKOE UMSL:

e cfg— Hacrpoiika napamerpoB koHpurypanuu CCIIT-2;

* ha—paboTa ¢ MOACUCTEMOI BBICOKOW TOTOBHOCTH;

e log—paloTa C MOJCHUCTEMOHN PEerucTpalum;

e pf —paboTa c MakeTHBIM QUIBTPOM;

e rules —paboTa ¢ npaBuiIaMH QUIBTPALIUY;

e sys—oOuiee ynpaBieHHE YCTPOMCTBOM M CUCTEMHbBIE HACTPOUKH;

* user — yNpaBJICHHUE NOJIb30BATEISIMU (MMOALKO 01 NOAb308ameNs admin).

MpuBunernen user obnagaer WUCKNOYUTENBHO MoONb3oBaTenb admin. Hwkakomy Agpyromy
none3oBatento CCIT-2 aTa npuBuner1st HasHayeHa ObiTb HE MOXET.
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CIUCKH IPUBUIIETHIA MOTYT 3a/1aBaThbCsl ABYMsI CIIOCOOAMMU:
¢ HCIOJIb3Ysl CAMBOJINYECKHE HMEHA IPUBUIICTHI;
* HCHOJB3YS ABOMYHYIO MacKy Habopa MpHUBUIIETHIA;

HUcnonb3oBanne CHMBOJIUYECKHX HMeH. DopMar CIUCKa NPUBWIETHH, WCIONB3YIOIIETO
CHUMBOJIMYECKIE NMEHA CIIETYIOTITHIA:

{cfg|ha|log|pf|rules|sys}[,...]

CHnHcoK COCTOMT U3 CUMBOJIMUECKHX MMEH MPUBWICTHH, pa3feneHHbIX 3amsaToi. He momyckaercs
yKa3bIBaTh B CITUCKE OJIHY U TY )K€ MPHUBHIIETHIO OoJiee oHOTrO pasza. Hampumep:

pf,log,sys

Ilonp30BaTenb nojry4act TOT Ha60p npaB, KOTOpPbIC €My IMPCAOCTABIAIOT B COBOKYIITHOCTH
MPUBUJICTUH, YKa3aHHBIC B CITMCKE.

Hcnoab3oBanue TBOMYHOIH Macku HaGopa npuBmieruii. @opmat aBoMuHONW Macku Habopa
NPUBUJIETUH CIIETYOLIMUI:

{01}{0[1}{0[1}{0[1}{0|1}{0|1}{0]1}

[Ipy wucCmonp30BaHWM JBOWYHOW MACKH HAJIW4ME WIM OTCYTCTBUE NPHUBHJIIETMH B Habope
o0o3HadaeTcsi cMMBOJIaMu '1' WK '0' COOTBETCTBEHHO. J[IMHA MBOMYHOI MacKW BCEr/ia JTOJDKHA PaBHSTHCS
obmemMy konmdaecTBy cymectByromux npusmuiernid — B CCIIT-2 nmeercs 7 paznuuanbix npusmiernid. Kaxmas
MO3UIMS B IBOMYHON MacKe OTBEYAET 3a OJHY NMpUBUIIETHIO. Ecu mpoHyMepoBaTh MO3HIIMHU CIIpaBa HaJeBO
OT 1 10 7, TO UCTIONB3YETCS CIeAyIolIee pacupeaesieHie MPUBIIICTHHA M0 MTO3UIUSAM TBOMYHON MaCKH:

7 - user|6 - ha|5 - sys|4 - pf|3 - rules|2 - cfg|l - Tog

Ons Bcex nonb3oBaTtenen CCIIT-2, kpomMe admin, 3HAYEHME NO3ULUM OBOUYHOM MaCKW,
COOTBETCTBYIOLLIEN NPUBUIIENUN user, BCerga LOMKHO PaBHATHCH 0.

Hanpumep, nBonuHas macka
0011001
COOTBETCTBYET CIIUCKY NPUBWIETUH sys, pf, 1og.
HekoTopsie HaGOPHI IPUBUIIETHH UMEIOT CIIEITUATBHBIC CHMBOJINYCCKHE HMEHA

* read — O3HaYaeT OTCYTCTBHE KaKWX OBl TO HU OBLIO MPUBUIETHH (PeXUM "moibko umenue') — TBOMYHAS
Macka Habopa npuBmieruid 0000000;

e full — 0603HaqaeT IIOJIHBII Ha6op HpI/IBI/IHeFI/Iﬁ 3a HCKIKOUYCHHMEM IMPUBUIICTHU user — CIIMCOK
HpI/IBI/IJIerI/Iﬁ ha, sys,pf, rules, cfqg, log; 1Bon4yHasg macka 0111111;

e admin — oOO3Ha4yaeT MOJHBIA HAa0OP MPUBWIIECTHH, BKIIOYAsl MPHUBWIETHIO user (makum HAOOpom
npusuneculi  Modcem — 001a0amv  MOALKO — NOAb306amens — admin) —  CIMCOK  IIPUBWIIETHUI
user, ha, sys, pf, rules,cfqg, log; A1BOM4YHas Mmacka 1111111.

Komannma 3ampocut BBOJ Tapoiisi JJIs HOBOTO ToJib3oBaTens. [lapoib HEOOXOAMMO BBOIUTH
JIBYK/IbI, YTOOBI MCKJIFOYMTH OTNEYaTKW NP BBOJE MapoJisi ¢ KJIaBUATyphl. BBox maposneii Ha TepMuHaie He
oroOpaxaercsl.

IIpumepsr:
¢ HCHOJB30BAaHHWE CUMBOJIMYECKHX UMEH NPUBUIIETHI:
fnpsh> user add fnp2_ag sys,pf,log
HOBbIN Naposb:
HOBbI Maposib NMOBTOPHO:
FNPSH-I-3089-Nonb3oBatenb pobaeneH (fnp2_ag)
* KCIIOJIb30BaHUE JIBOUYHON MacKy HaOopa MPUBUIICTHI:

fnpsh> user add fnp2_ag 0011001
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HOBbI Maponb:
HOBbI Maposib MOBTOPHO:
FNPSH-I-3089-Nonb3oBaTtenb pobaeneH (fnp2_ag)

3.4.155. user delete — ydaneHue nonb3o0eamens
us[er] del[ete] <umaA_nonb3oBaTensa>
Tpebyemvle npusunezuu — user (TOIBKO MOTB30BATENb admin).
[TapameTpsr:
* <umMsa_ nosb30BaTesns> — UM CyllecTByoniero noassosarens CCIIT-2.

Komanpa ynansier nons3oBarenst CCIIT-2.

@j Ypandats nons3osatenen CCIT-2 nmeeT npaBo TOMbKO Nonb3oBaTtesb admin.

Monb3oBaTenb admin HE MOXET ObITb yaaneH.

[Ipumepsi:
fnpsh> user delete fnp2_ag
FNPSH-E-101A-HeaoCTaTOYHO NPUBUIErUA AN onepauuu
fnpsh>
fnpsh> user delete admin
FNPSH-W-2016-MNosb30BaTenb He MOXeT 6biTb yaaneH
fnpsh>
fnpsh> user delete fnp2_ag
yaanute nonb3oBatensa? (Y/N) [N]: Y

FNPSH-I-308A-Nonb3oBaTtens yaaned (fnp2_ag)
fnpsh>

3.4.156. user disable — ebiknioyeHue nonb3oeamens

us[er] dis[able] <uma_nonb3oBaTensa>

Tpebyemvie npusunecuu — user (TOIBKO MOJB30BATENh admin).
[Tapametpsr:
* <yMa NONb30BaTenda> — MUMs cyliecTByroulero noab3osatens CCIIT-2.

Komanpma otkimowgaer cymiectBytomiero monb3oBatens CCIIT-2, 3ampemas emy MOCIETyrONIYIO
paboty co cpencrBamu agmMuauctpupoBanust CCIIT-2.

@j Boeikntoyatb none3oatenen CCIT-2 nmeeT npaBo TONbLKO Nofb3oBaTerb admin.

[Nonb3oBaTtenb admin HE MOXET ObITb OTKIHOYEH.

ITpumep:
fnpsh> user disable fnp2_ag
OTKMWYUTL nonb3oBatena? (Y/N) [N]: Y

FNPSH-I-308B-MNMonb3oBaTenb BbikdeH (fnp2_ag)
fnpsh>

3.4.157. user enable — eknovyeHue nonb3oeamens

us[er] en[able] <umaA_nonb3osaTtensa>
Tpebyemvie npusunezuu — user (TOIBKO MONTB30BATENh admin).
[TapameTpsr:

* <umMsa_nosyb30BaTens> — UM cyllecTByoniero noussosarens CCIIT-2.
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Komanna axtuBupyet cymiectByroniero nonb3oBatenst CCIIT-2, pazpemias eMy HOCIEAYIONIYIO
paboty co cpencrBamu agmMuHucTpupoBanus CCIIT-2.

@ BkntoyaTb nonb3oBatenen CCIT-2 uMeeT npaBo TOSbLKO NoNib3oBaTenb admin.

IIpumep:
fnpsh> user enable fnp2_ag
AKTuBMpoBaThb nonb3oBaTtens? (Y/N) [N]: Y

FNPSH-I-308C-Nonb3oBaTtenb BkadeH (fnp2_ag)
fnpsh>

3.4.158. user list— npocmMomp cnucka cyuiecmeytoujux nonb3ogameneul
us[er] Tis[t]

KoManna BBIBOAWT Ha DJKpaH TepMUHAIA OOIIee KOJIMYECTBO M CIHUCOK CYIIECTBYIOIIUX
nons3oBateneir CCIIT-2. Crmcok momnp3oBareneil BHIBOAUTCSA B BUIE TAONHIBI, CONEPXKAIIEH CIEAyoIue
HOJIA:

e Jlojnb30BaTesib — UMS IOJB30BATEII,

e IlpuBuieruy — MPUBWICTHU, HA3HAYCHHBIC JAHHOMY IOJIb30BaTessl. BhIBOIATCS B (opmaTre CrHCKa
MIPUBWJICTHIA, UCTIOJIB3YIOIIET0 CUMBOJINYECKHE UMeHa (npuioxenue 3.4.154, ctp.157);

e CraTyc — aKTHBHOCTbH IIOJIb30BAaTEId, yIIpaBIIeMasi KOMaHIaMH user disable M user enable.
IIpumep:

fnpsh> user 1ist
Bcero nonb3oBaTenen: 2

Monb3oBaTenb MpuBunernmn CtaTycC

admin admin BKJ/IOYEHO
fnp2_ag Tog,pf,sys BkawyeHo
fnpsh>

3.4.159. user password — usMeHeHue napons nonb3oeamensn

us[er] pass[word] <uma_nonb3oBaTens>

Tpebyemvbie npusunecuu — user (TOJbKO M10JIb30BATENb admin) UM TOT K€ CaMblil I0J1b30BATEb.
[Tapametpsr:
e <mMA_ HOJNb30BaTessa> — UM cyliecTByrouiero noab3osarens CCIIT-2.

Komanpga n3mensier mapoins noms3oBatens CCIIT-2.

N3meHaTb maponb Bcem nonb3oBatenam CCIIT-2 umeeT npaBo TOMbKO Monb3oBaTeNb admin.
JTio6or gpyron nonb3oBaTtenb MOXET U3MEHUTb Naposib TONIbKO caMmoMy cebe.

B CCIIT-2 cywecTBylOT OrpaHu4eHus Ha oopmMaT Naposisi Nosib3oBaTens:
e anunHa napons — ot 6 Ao 128 cumeosnos;

e [OMNYyCTUMbIE CUMBOJIbI — TONIbKO NeYvaTtaemblie ASCll-cumBonbl;

* [apoJib nosib3oBaTena ABfideTCA permctpoBo-3aBUCUMbIM.

Komanpga 3ampocur BBOJ cTaporo mapoiisi B TOM CiIydae, KOTJa IOJb30BaTeNb U3MEHSAET MapoJib
camMoMy cebe, BKIIIOYas TaKkKe W moib3oBarens admin. 3areM, ecim cTapblid Mapoib BBEAEH IPaBHIBHO,
KOMaHJia 3allpOCHUT BBOJ HOBOTO maposisi. HoBbIM maposib He00XOAMMO BBOIUTH ABAXKABI, YTOOBI UCKIIIOYUTH
OIIeYaTKU MPH BBOJE NapoJs ¢ KJIaBHaTypsl. BBoa maposieil Ha TepMuHane He 0ToOpaXkaeTcs.
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—+,  Bsop craporo napons He TpebyeTcs, ecnu nonb3oBaTtesl admin M3MeHseT naponb no6omy
APYromy nosb30BaTernto.

[Ipumep:
fnpsh> user password fnp2_ag
CTapbii naposb:
HOBLIM Naposib:
HOBbI Maposib NMOBTOPHO:

FNPSH-I-308D-Naponb nonb3osatens uameHeH (fnp2_ag)
fnpsh>

3.4.160. user privilege — usMeHeHue npuguneaul nonL3oeamens
us[er] privi[lege] <uma_nonb3oBaTens> <npusunervn>

Tpebyemvbie npusunezuu — user (TOILKO MOJIB30BATENb admin).
[TapameTpsr:
* <uMs TONB30BATENSA> — UMsA CyllecTByromero noab3osaresss CCIIT-2;
* <npuBuseTrMy> — HOBBIH HA0Op MPUBWIIETHH, KOTOPBIH OyeT Ha3HAUEH YKa3aHHOMY TOJIb30BaTEIIIoO.

Komanja HazHauaeT HOBBIM HAOOp MPUBIIIETHH yKazaHHOMY nonb3oBatento CCIIT-2.

@j M3meHaTb npusuneruun nons3osartenen CCIT-2 nmeeTt npaBo TOMbKO Nofb3oBaTterb admin.

He ponyckaetca nameHsTb NpuBUernm Nonb3oBaTesnito admin.

Kaxngomy monp3oBarento CCIIT-2 Ha3HauaeTcsi CNHMCOK NPWBHIIETHHN, OMpPEENSIONIAe TpaBa
JIAHHOTO TIOJIb3oBaTensa 1o ympasieHuto u Hactpoiike CCIIT-2. [lpuBuiernw namT mpaBo Ha paboTy C
pasmmunbiMy nioacuctemMamu CCIIT-2, kakaasi IPUBUWICTHS UMEET CHMBOJIMUECKOE UMSL:

* cfg— Hactpoiika napamerpoB koHpurypanuu CCIIT-2;

e ha—paboTa ¢ MOJACUCTEMON BBICOKOW FOTOBHOCTH;

e log—paboTa C MOJCHCTEMON PErUCTPALIH;

e pf —pabora ¢ MaKeTHBIM QHIBTPOM;

e rules — pabora ¢ mpaBWwIaMH QUIBTPALIN;

e sys — o0Iee ynpaBieHHE YCTPOMCTBOM U CHCTEMHBIE HACTPOUKH;

* user — yHIpaBJICHHUE NOIB30BATEISIMU (MMOILKO 0711 NOAb308amels admin).

MpuBunernenn user obnagaetr WCKMUYUTENBHO MOMb3oBaTeNb admin. Hukakomy apyromy
none3oBatento CClT-2 aTa npuBuner1s HasHayeHa OblTb HE MOXET.

CrnucKy PUBUIIETHHA MOTYT 3a1aBaThbCsl ABYMsI CIOCOOAMMU:
* HCIIOJIb3YSl CUMBOJIMYECKHE NMEHA PUBUIIETH;
* HCHOJB3YS IBOMYHYIO MacKy Ha0Opa MPUBUIIETHIA;

Hcnoab3oBaHue CHUMBOJHYECKHX MMEH. (DOpMaT CITMCKa HpI/IBI/IHeFI/II‘/’I, HCIOJIB3YIOUICTO
CHMBOJIMYCCKHNEC NUMCHA CJ'ICI[yIOHlHﬁ:

{cfglha|Tog|pf|rules|sys}[,...]

CHHuCcOK COCTOMT M3 CHMBOJIMYECKUX MMEH NPHUBUIIETHH, pa3feieHHbIX 3amsaTod. He momyckaercs
YKa3bIBaTh B CIIMCKE O/IHY U TY K€ NPHUBHIIETHIO Ooiee ogHoro pasa. Hampumep:

cfg,rules,sys
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Ilonb30BaTenb nojry4act TOT Ha6op mpaB, KOTOpPLIC €My IMPEAOCTABIAIOT B COBOKYIHOCTH
NPUBUJICTUH, YKA3aHHBIC B CITUCKC.

HUcnonb3oBanne ABOMYHON MAacCKu Hadopa mpuBmiermii. dopmar IBOMYHONW Mackd Habopa
NPUBUJIETUH CIIETYOLIUII:

{0f1}{0f1}{0[1}{0[1}{0|1}{0|1}{0]1}

[Ipy wuCHONB30BaHUM JBOMYHOW MACKM HAJW4ME WIM OTCYTCTBUE NPHUBHJICTMH B Habope
o0o03HaJaeTcss cMMBOJIaMu '1' WK '0' COOTBETCTBEHHO. J[IMHA TBOMYHOIM MacKW BCEr/ia JTOJDKHA PaBHSITHCS
o01meMy Konu4ecTBy cymectBytomux npusuieruii — B CCIIT-2 umeercs 7 paznuuHbix npusmieruid. Kaxnas
MTO3UIHS B IBOMYHON MacKe OTBEYAeT 3a OJHY NMPUBUIIETHIO. ECIM MpoHyMepoBaTh MO3HIIMHY CIIpaBa HaJEeBO
0T 1 10 7, TO UCTOIB3YETCS CIEAYIOLIEE PACHPEACICHUE MPUBUIIETUM 110 TO3ULUSAM ABOMYHON MacKHU:

7 - user|6 - hal|5 - sys|4 - pf|3 - rules|2 - cfg|l - Tog

Ona Bcex nonb3oBatenen CCIIT-2, kpome admin, 3Ha4YeHWEe MO3MLMM [OBOMYHOW Macku,
COOTBETCTBYIOLLIEN NPUBUIIENUN user, BCEraa LOMKHO PaBHATHCSA 0.

Hanpumep, nBonynas macka
0010110
COOTBETCTBYET CIIUCKY MPUBUJIETUH sys, rules, cfq.
HekoTtopsie HaOOPHI NPUBUIIETUH UMEIOT CIIEIIUAIBHBIC CUMBOJNYCCKUEC MMEHA

e read — O3Ha4YaeT OTCYTCTBUE KAaKUX Obl TO HU ObUIO NpUBHIETUH (peXuM "moavko umenue'") — IBOMYHAS
Macka Habopa npusuiIeruit 0000000;

e full — o00O3HAaYaeT ITOIHBIN Ha60p NPUBWIETUA 33 HCKJIIOYEHHEM NPUBWIETUM user — CIHUCOK
HpI/IBI/IJIerI/Iﬁ ha, sys,pf, rules, cfqg, log; 1Bon4yHasa macka 0111111;

e admin — 0003HA4YaeT NOJHBIA Ha60p MPUBWJIETUM, BKJIIOYas MOPUBHUIIETHIO user (maKuM Ha60p0M
npusuiecult - modcem — 006nadams  MONLKO — NONb30BAMEND admin) — CHOHCOK TNPHUBWJICTUU
user, ha, sys, pf, rules,cfqg, log; A1BOM4YHasg Mmacka 1111111.

IIpumepsr:
*  HCIOJIb30BaHUE CUMBOJIMYECKUX UMEH MPHUBUIICTUH:

fnpsh> user privilege fnp2_ag sys,rules,cfg

U3MeHUTb npuBunerum nonb3oBatensa? (Y/N) [N]: Y
]IZNPSE—I—3O8E—anvaerMM nonb3oBaTens u3meHeHbl (fnp2_ag)
npsh>

* WCIIOJIb30BaHWE IBOMYHOI MacKH HabOpa MPUBUIIETHI:
fnpsh> user privilege fnp2_ag 0010110
U3MeHUTb npuBunerum nonb3oBatensa? (Y/N) [N]: Y

FNPSH-I-308E-NpuBuaerun nosb3oBaTtenss uaMmeHensl (fnp2_ag)
fnpsh>

3.4.161. user radius disable — ebiknio4eHue RADIUS aemopu3sayuu
us[er] rad[ius] dis[able]

Tpebyemvle npusunecuu — user (TOJIBKO MOJIB30BATENb admin).

Komanna otkmrouaet aBropuzarmio monb3oBateneit CCIIT-2 na yganennom RADIUS cepBepe u
M3MEHSIET COOTBETCTBYIOIINE HACTPOUKHU B TeKymer koHdurypannu CCIIT-2. ABropu3zanus moyib3oBaresic
6YILCT BBITIOJIHATHCA B JIOKAJIBHOM PEIKHUME.

- lNo ymonyaHuio, nocne nepsoro 3anycka CCIIT-2, aBTopusauus nonb3oBartenen Ha yaaneHHoM
RADIUS cepBepe BbIKOYeHa.
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KomaHaa user radius disable MOXeT ObiTb BbIMOSTHEHA TOMBKO C cUCTEMHOM KoHconu CCIIT-
2 W TONbKO nosib3oBaTenem admin.

Ecnv Ha MOMEHT BbINOMHEHUS KOMaHAbl user radius disable RADIUS aBTopusauus yxe
Obina BbIKINOYEHA, TO €€ COCTOSIHNE OCTaHEeTCA 6e3 M3MEHEHUIA.

[Ipumepsr:
fnpsh> user radius disable
FNPSH-E-111A-BbiNOJIHEHME AAHHOW KOMAHAbl pa3peleHO TOJbKO Yepe3 CUCTEMHYKW KOHCOJb
fnpsh>
fnpsh> user radius disable

FNPSH-I-30B4-Ucnonb3oBaHne RADIUS OTKJ/IYEHO
fnpsh>

3.4.162. user radius enable — exnoyeHue RADIUS aemopusayuu
us[er] rad[ius] en[able]

Tpebyemvlie npusunecuu — user (TOIBKO MOJIB30BATENb admin).

Komanna Bximtouaer aBTopusanmio mois3zoBareneit CCIIT-2 na ymanennom RADIUS cepsepe u
W3MEHSIET COOTBETCTBYIOIINE HACTPOUKH B TekyIel konpurypanyu CCIIT-2.

KomaHaa user radius enable MOXET ObITb BbIMOMHEHA TOMbKO C CUCTEMHOM kKoHconn CCI1T-2
W TONbKO Morib3oBaTeneM admin.

Ecnv Ha MOMEHT BbINOMTHEHNS] KOMaHAbl user radius enable RADIUS aBTOpusaums yxe Obina
BbIKMIOYEHA, TO e COCTOsSIHNE OCcTaHeTCs 6e3 N3MeHEeHUN.

BbInonHeHne KoMaHabl user radius enable BO3MOXHO TOMbKO MPY HACTPOEHHLIX NapameTpax
RADIUS cepeepa — komaHaa user radius server ().

[Ipumepsi:
fnpsh> user radius enable .
FNPSH-E-111A-BbiNosIHEHWE AAHHOM KOMaHAbl pa3pelWeHo TONIbKO 4Yepe3 CUCTEMHYKW KOHCO/b
fnpsh>
fnpsh> user radius enable

FNPSH-I-30B3-Ucnonb3oBaHne RADIUS BKJOYEHO
fnpsh>

3.4.163. user radius retry — ycmaHogka MakcuMarbHO20 Konu4yecmea nonbimok
obpaweHusn k RADIUS cepeepy

us[er] rad[ius] ret[ry] <uyucno_nonbITok>

Tpebyemvie npusunecuu — user (TOJIBKO MOJIB30BATENb admin).
[Tapametpsr:

e <uUMCJO NONHTOK> — HOBOE 3HAUEHHWE MAKCHMAaJbHOTO KOJMYECTBa MOMBITOK oOpamenus k RADIUS
cepBepy.
Komanna ycranaBimBaeT HOBOE 3HA4Y€HHE MAKCHMAaJIbHOTO KOJMYECTBA MOMBITOK OOpaIleHus K
RADIUS cepBepy 1 U3MeHsIET COOTBETCTBYIOIINE HACTPOUKH B Tekyliel koHpuryparun CCITT-2.

-
= T
=

Mo ymon4yaHuio yctaHoBNeHo makcumym 3 nonbiTkM obpalleHms kK RADIUS cepsepy.

OTOT NapameTp y4MTbIBaEeTCSA TONbKO NpY HeyadayHbix obpaweHnsax k RADIUS cepaepy.
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M3meHATb MakcumanbHOe KOnMyecTBO MonbiTok obpaleHns k RADIUS cepeepy mmeeT npaBo
TOMbKO Nonb3oBaTternb admin.

MakcumansHoe konnyecTBo nonbiTok obpatyeHns kK RADIUS cepepy MoXeT BbITb YCTaHOBNEHO B
npegenax ot 1 o 10 BKMAOUYMTENBHO.

IIpumep:
fnpsh> user radius retry 8

FNPSH-I-30B7-KonnyecTBo obpalleHuint kK RADIUS cepBepy WM3MEHEHO
fnpsh>

3.4.164. user radius server — Hacmpolika napamempoe RADIUS aemopusayuu

us[er] rad[ius] serv[er] <Tun> <IP_aapec> <Kaw4> <nopT>

Tpebyemvle npusunecuu — user (TOJIBKO MOJIB30BATENh admin).
[TapameTpsr:

e <tun> — tun RADIUS cepsepa. B napamerpax RADIUS aBropuszaunu moxet ObiTh 3agano asa RADIUS
cepBepa:

v master —ocHoBHOH RADIUS cepBep, ero napameTpsl 10KHBI OBITh 3aJaHbI 00sI3aTENbHO;

v slave — pononnutensHsli RADIUS cepep. Ecnu ero mapamerps! 3adaHbl, TO JOMOJHUTENBHBIN
RADIUS cepBep Oyzer HCIONB30BaH B TOM Ciy4dae, KOTJa IMOMBITKH COEJAWHEHHS C OCHOBHBIM
RADIUS cepBepoM 3aBepIInINCh HEYAA4HO;

e <IP ampec>—IPagpec RADIUS cepsepa ykazaHHOro TUIa;

e <xuioy> — KIIIOY JUIS KOJMPOBAHMS 3allPOCOB aBTOPH3ALMH MOJIb30BATEIICH, TOCHUIAEMBIX HA YKa3aHHBIN
RADIUS cepsep;

e <nopT>— HOMep NpUKIagHoro nopta ykazannoro RADIUS cepsepa.

Komanpna ycranasnmBaer napamerpsl RADIUS aBropuzanuu B Tekymeit konpuryparpm CCITT-2.

-, ObuenpuHATeIM  HOMepoM  npuknagHoro nopta RADIUS cepeepa nand  aBTopusauum
- nonb3oBarenen asngeTca nopt 1812.

PaHee ans aTux Lenewn ncnonb3oBarcs nopt ¢ Homepom 1645 (yctapesluee 3HaYeHue).

@j HactpauBaTtb napameTtpbl RADIUS aBTOpU3auum nMeeT npaBo TOMbKO Mofb3oBaTeNb admin.
B CCIT-2 cywecTBytoT orpaHudeHus Ha doopmart kntova RADIUS cepsepa:
e [NMHa Kntoya — He bonee 128 cMMBOIOB;

* [0OnyCctuMmblie CMMBOIJIbl — TOJIbKO neYvYaTaemMbie ASCIll-cumBonbl;

¢ kmody RADIUS cepBepa siBnsieTca permcTpoBO-3aBUCMMbIM.

[Ipumepsr:
» Hactpoika ocHoBHOoro RADIUS cepgepa:
npsh> user radius server master 192.168.169.252 secret_master 1812
FNPSH-I-30B5-KoHdurypaums RADIUS cepBepa U3MeHeHa
fnpsh>
¢ HacTpoika nonoaunutenasHoro RADIUS cepsepa:
fnpsh> user radius server slave 192.168.169.252 secret_slave 1645

FNPSH-I-30B5-KoHpurypauma RADIUS cepBepa U3MeHeHa
fnpsh>

3.4.165. user radius show — npocmomp napamempoe RADIUS aemopusayuu

us[er] rad[ius] sh[ow]
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Komanna BeiBoguT Ha 3KpaH TepmuHana mapameTrpsl RADIUS aBTopu3anuu, yCTaHOBIIEHHBIE B
texymeit konpurypauun CCIIT-2.
ITpumep:

fnpsh> user radius show
Ncnonb3oBaHWe RADIUS: OTKJINYEHO
TanMayT OXMAAHUA:

KonnuecTBO obpaleHun K cepBepy: 8

MepeuyHbin (MASTER) cepgep: 192.168.169.252
CeKpeTHbIA KJiioY : secret_master
nopT: 1812

BTopu4yHbin (SLAVE) cepBep: 192.168.169.252
CeKpPEeTHbIA KoY : secret_slave
nopT: 1645

fnpsh>

3.4.166. user radius timeout — ycmaHogka maliM-ayma oxudaHusi omeema om
RADIUS cepeepa

us[er] rad[ius] timeol[ut] <Tamm_ayT>
Tpebyemvle npusunecuu — user (TOJIBKO MOJIB30BATENb admin).
[TapameTpsr:
e <TarM ayT>— HOBOE 3HaUCHHE TaliM-ayTa oxunanus orsera oT RADIUS cepsepa B cexyHIax.

Komannma ycranaBnvBaeT HOBOE 3HAUYCHHE TaiiM-ayTa oxumaHus oTBeta oT RADIUS cepsepa u
W3MEHSIET COOTBETCTBYIOIINE HACTPOUKH B TeKyIe konpurypanyu CCITT-2.

-, | Tlo ymonyaHuto Tanm-ayT oxunaaHust oteeta oT RADIUS cepBepa cocTaBnseT 5 cekyHa.

YcTaHoBKa TanM-ayTa oxugaHusa oreBeta oT RADIUS cepBepa B 3HayeHne 0 o3HavaeT nonyvyeHue
oTBeTa 3a BpeMs MeHee 1 ceKyHabl.

nofib3oBaTtesb admin.

@j M3meHaTb 3HavyeHue TanMm-ayta oxupaHua otseta oT RADIUS cepBepa mMmeeT npaBoO TOMbKO

Tanm-ayT oxuganusa oteeta ot RADIUS cepBepa MoXeT 6bITb ycTaHOBMNEH B npeaenax oT 0 go 10
CEKYH, BKIMOUYUTENBHO.

[Ipumep:
fnpsh> user radius timeout 10

FNPSH-I-30B6-TanMMayT oxuAaaHusa oTBeTa OT RADIUS-cepBepa M3MeHeH
fnpsh>

3.4.167. user show — npocMomp cnucka akKmueHbIx nonb3oeamenel
us[er] shlow]

KoMmaHnma BEIBOIUT HA DKpaH TEPMHHAIA O0Iee KOJUIECTBO U CITUCOK aKTUBHBIX CEaHCOB PaOOTHI
noJsib3oBatesield. CIUCOK aKTHBHBIX CEAaHCOB paOOThI IMMOJL30BATENICH BBIBOJUTCS B BHJC TaOJHIIbI,
coJIepIKaIIei CIaeayIoNIue Mmos:

e Ilonb30BaTens — UMs I0JIb30BaTeNs], KOTOPOMY NPUHAUIEKUT AaHHBIN ceaHC paboThl;
e Hawaso paBoTs — BpeMs Hayaia JaHHOTO ceaHca paboThl MOJIb30BATEIIS;

e Orxyma — [P azapec ympaBifromero KOMITBIOTEpPa, C KOTOPOTO BEAETCS [aHHBIA CEaHC pPaOOTHI
NoJIb30BaTelsl. Console — B ciy4ae pa0boTsl ¢ cucteMHoi konconu CCIIT-2;

e Ilpueuieruy — TEKYIIHHA HAOOP MPUBUIICTHIA, HA3HAYCHHBIN TaHHOMY CEaHCy PabOoThI MOJIh30BATENIS;

e HeakTuBHOCTH — BpPeMsl, POIIE/IIEe C MOMEHTA BBOJIA TOCIETHEH KOMaH/Ibl B paMKaX JJaHHOTO CeaHca
PpaboThI MOJTL30BATEIS.

[Ipumep:
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fnpsh> user show
AKTUBHBIX Monb3oBaTtenen: 2 CuctemHoe Bpems: 06.09.2007 11:33:01 (GMT)

Nonb3oBaTenb Hauyano paboThl OTKyaa Mpueunerum HeaKTUBHOCTb
fnp2_ag 06.09.2007 11:31:38 192.168.169.254 cfg,rules,sys 1M 6C

1aédmiﬂ 06.09.2007 11:32:31 Console Tog,pf,user,ha 24c

npsh>

3.5. [lnarnoctuuyeckne coobweHna komaHaHoro untepgenca CCIIT-
2

HpI/IJIO)KeHI/Ie COACPIKUT CICAYIOIIUC Pa3aCibl:

e omnmcaHue Qopmara BBIBOAA JUATHOCTUYECKUX CcooOmmIeHnid komauaHoro wuHTepdeirica CCIIT-2
(mpunoxenue 3.5.1, ctp. 166);

e OIMCaHHE BCEX JMArHOCTHUYECKUX COOOIIeHn komanaHoro uarepdeiica CCIIT-2:
v UHpOpMaIMOHHbBIE coo0meHus (nproxenue 3.5.2, ctp. 166);
v npeaynpexacHus (npunoxenue 3.5.3, ctp. 174);

v coobOmenns 06 ommbkax (mpunoxenne 3.5.4, ctp. 176).

3.5.1. ®opmam ebieoda AuazcHocMu4eckux coobuieHul

JlnarHocTryeckoe CoOOIeHNEe UMEET CIIeay oIl (hopMaT BEIBOJA:
FNPSH-{I|W]|E}-XXXX-<TeKcT_coobueHuna>[ (<cuctemHaa_owmnbka>)]
rae:
e I|W|E— OJUH U3 TPEX BO3MOXKHBIX YPOBHEH JIMArHOCTUYECKOTO COOOIICHUSI:
v I —uH(OpMaIMOHHOE COOOIIEHNUE;
v W — IpeaynpexIeHue;
v E — coo0mienune o0 omuoke.
¢  XXXX — HIECTHAIIATePUYHBIA KOJ| TUATHOCTHYECKOTO COOOIICHHS,
e <TekCcT coobmeHus>— TEKCTOBAs HHTEPIPETALMS KOAa AUArHOCTUYECKOTO COOOIICHMS;

e <cucremHas oumbka> — HeoOsf3aTeNbHOE COOOIIEHHE, BKJIIOYAEMOE B CTPOKY JAMArHOCTUYECKOTO
COOOIIEHNS, €CIIN TIPH BBITOJIHEHUH KOMAaH/ bl IIPOMU30IILIa cucTeMHas omroOka. CoOOIEHUsI O CHCTEMHBIX
omuOKax SBISIOTCS cTaHgapTHeIMH 1151 omepanuoHHON cuctembl CCIIT-2. CoobmieHne 0 CHCTEMHOM
OIINOKE BCErAa BEIBOAUTCS HA AH2AULICKOM SI3bIKE.

Hanpumep, nuarHocruyeckoe cooOIieHne
FNPSH-I-3087-PexuM npocMoTpa WU3MeHeH

SIBIIICTCS. UHPOPMAYUOHHBIM COOOUeHUem C KOJOM 0x3087 (IIecTHaaTepUIHBIN ).

3.5.2. UHhopmauuoHHbIe coobuweHus

Konpl Bcex wH(DOpPMAaMOHHBIX COOONICHWH, WX TEKCTOBas WHTEPIpPETAlUs U OIMUCAHHE
IpeICTaBIeHbI B Ta0mwie 3.15.

Ta6amua 3.15: UHdpbopMaLLMOHHbIE COOBLLLEHUS KOMAHAHOTO MHTepdeirca CCIT-2

Kog CoobujeHne OnucaHmne

3000 HeT owwnbok CoobLieHne wncnonb3yeTcsa TOMbKO ANS YBEAOMNEHUS
WEB uHTepdeinica CCMNT-2 06 ycnewHoMm 3aBeplleHuun
BbIMOSIHEHMS KOMaHAbl

3001 YcnewHas aBTopusauusa nosb3oBatens BBegeHbl npaBuibHblE UMSA MONb30BaTeNs M Naposb U
Havancsa ceaHc paboTbl Nonb3oBaTens



CCIT-2 - lpunoxeHuns

167

Kon CoobLeHne OnucaHne
3002 Monb3oBaTenb Bce elle paboTaeT CoobuieHne wucnonb3lyetTcs TONbKO AN yBeAOMAeHUS
WEB wuHTepdenica CCIT-2 o TOM, 4TO nOJsb30OBaTtesnb
npoaonxaet paboTy B paMkax YCTAaHOBMIEHHOrO CeaHca
paboTbl
3003 3aBeplieHne paboTbl Nosib3oBaTens Monb3oBaTenb 3aBepLuna ceaHc paboThbl
3004 Bbixog nonb3oBaTtens no Tanm-ayTy Monb3oBaTenb  3aBepwusi  ceaHc  paboTbl  nocne
HEeaKTUBHOCTKN NCTEeYEHMs BPEMEHW TaliM-ayTa HEaKTMBHOCTH
3005 TanmMayT HeaKTUBHOCTU CeaHc paboTbl nonb3oBartens 3aBepLliaeTcs
aBTOMaTM4YeCckn Mo MNpuYMHEe UCTEYEHUS BpPEMEHWU TalM-
ayTa HeaKTUBHOCTM
3006 YctponctBo 6yaeT BbIKIOYEHO 4Yepe3 pABe Hadancs npouecc oCTaHOBa OMNepauMoOHHOM CUCTEMbI U
MUHYTbI. Bbixog ... BblktoveHmns CCMT-2
3007 YcTponctBo 6yaeT nepesarpyxeHo 4yepe3 aBe Hauvancs npouecc nepesarpysku onepaumMoHHOM
MUHYTbI. BbIXog ... cuctembl CCMT-2
3008 VLAN rpynna go6aenena [OobasneHa Hoeas VLAN rpynna B Tekywuh Habop
npasun. BeiBoanTtcs Homep gobasneHHon VLAN rpynnbl
3009 MAC npasuno gobasneHo OobasneHo HoBoe MAC npasuno dunbTpauum B
TeKyLni Habop npasun. BbiBoaunTCSs HOoMep
nobaesneHHoro MAC npaswuna
300A ARP npaBuno gobasneHo [Jo6aBsneHo HoBoe ARP npasuio unbTpaunm B TEKYLLMN
Habop npaBwun. BbiBoauTca HoMmep pobasneHHoro ARP
npasuna
300B IP npasuno aob6asneHo [dobasneHo HoBoe IP npasBwno ¢uabTpaumm B TeKYLLMNA
Habop npaBun. BbiBoanTCcs HoMep pobasneHHoro IP
npasuna
300C IPX npasuno pobaeneHo [JobasneHo HoBoe IPX npaBuno dunbTpaunmn B TEKYLUMNIA
Habop npasun. BbiBoauTCS HOMep pAobasneHHoro IPX
npasuna
300D WHTepBan BpeMeHn aobasneH [JobaBneH HOBbIN WHTEpPBas BpeMeHW B TEKYLWI Habop
npasun. BbiBOAUTCA HOMep Ao6aBneHHOro uHTEpBana
BpeMeHMU
300E AP npasuno pobasneHo [JobasneHo HoBoe AP npaBuno puabTpaumMm B TEKYLLUNA
Habop npasBwn. BbiBoanTcs HoMep pobasneHHoro AP
npasuna
300F VLAN rpynna naMeHeHa M3MeHeHa cyuwecTtBytowas VLAN rpynna TekyLwero
Habopa npaswun. BeiBognTcs Homep VLAN rpynnbl
3010 MAC npaBuio U3MEHEHO MN3meHeHo cyuwecTBytowee MAC npasuno GunbTpaumm
Tekylwero Habopa npasun. BbiBogutcs Homep MAC
npasuna
3011 ARP npaBuno nameHeHo M3mMeHeHO cywecTBylowee ARP npasuno dunbTpayum
Tekywero Habopa npasun. BeiBogutcs Homep ARP
npasuna
3012 IP npaBuno nsmeHeHo MN3meHeHo cyuwecTByowee IP npaswno dunbTpaumm
Tekyulero Habopa npasun. BbiBogutcs Homep IP
npasuna
3013 IPX npaBuno naMeHeHo M3MeHeHo cyuwecTBytowee IPX npaBuno duabTpayum
Tekywero Habopa npasun. BbiBogutCcs Homep IPX
npasuna
3014 MHTepBan BpeMeHU U3MeHeH M3MeHeH cyllecTBYOWMIA MHTEpBan BPeMEHWU TeKyLlero
Habopa npaswn. BeIBOAUTCS HOMEpP MHTEpBana BpeMeHU
3015 AP npaBuno nsmeHeHo M3meHeHO cyuwecTByowee AP npasuno duabTpaumm
Tekywero Habopa npaswun. BbiBoantca Homep AP
npasuna
3016 VLAN rpynna yaaneHa YpaneHa VLAN rpynna u3 Tekywero Habopa npasui.
BbiBOAUTCS HOMep yaaneHHoin VLAN rpynnbl
3017 MAC npaswuno yganeHo YpaneHo MAC npaBwio dunbTpaumMm U3 TeKyLero

Habopa npaswun.
npasuna

BoiBOanTCS HOMep ypaneHHoro MAC
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3018 ARP npasuno yaaneHo YaaneHo ARP npaBuno dunabTpaunm U3 TeKyLlero
Habopa npaswn. BbiBOAMTCS HOMep yaaneHHoro ARP
npasuna
3019 IP npaBwuno ynaneHo YpaneHo IP npasuno dunbTpauyum us Tekywero Habopa
npasun. BoiBoanTCA HoMep yaaneHHoro IP npaBuna
301A IPX npaBuno yganeHo YpaneHo IPX npaBuno ¢gunbTpaumm ns Tekylero Habopa
npasun. BeiBoanTcsa HoMmep yaaneHHoro IPX npasuna
301B MHTepBan BpeMeHu yaaneH YpaneH uvHTepBan BpeMeHUM U3 Tekywero Habopa
npasun. BbiBOANTCA HOMEp yJaneHHOro uWHTEpBana
BpeMeHun
301C AP npaswusio yaaneHo YaaneHo AP npasuno ¢unbTpaumm m3 Tekywero Habopa
npasun. BoiBoanTCA HOoMep yaasneHHoro AP npasuna
301E JononHuTtenbHbI Habop NpaBun 3arpy>xeH BbinonHeHa 3arpy3ka AOMOMHUTENbHOro Habopa npasun
B TEKYLLMNA
301F JononHutenbHbI Habop npasBua coxpaHeH BbinonHeHO coxpaHeHue Tekylero Habopa npasun B
AOMNONHUTENbHbIN
3020 JononHuTtenbHbI Habop npasun yaaneH YpaneH pononHuTenbHbii Habop npaBwun. YaaneHHbIN
Habop npaBua He MOXeT OblTb BOCCTAHOBJIEH
3021 Mpeabiaylwiee coctosiHMe Tekywero Habopa OTMeHeHO nocnegHee WM3MeHeHWe B TekyleMm Habope
npaswu/l BOCCTAHOB/IEHO npasun
3022 Bydep ncropun KomaHa oumileH BboinonHeHa  ouuctka  6ydepa  mcCTOpuUM  KOMaHA
KOMaHAHoro nHTepdernca CCMT-2
3023 Bydep ncropun komaHa nycrom B 6ydepe uctopun KOMaHA KOMaHAHOro wHTepdenca
CCNT-2 HeT HM O4HOW COXpPaHEHHOW KOMaHAbl
3024 1P aapec ynpasnsoLero mHTepdenca HasHaveH HoBbil IP agpec ynpasnsiowemy Ethernet
n3MeHeH nHTepdericy CCMNT-2
3025 IP agpec ynpasnsiwouwero nHtepderica ynaneH Yapaned IP agpec c ynpasnsiowero Ethernet nHrepdelica
CCMNT-2. YnpaBneHune no cetu Ethernet craHer
HEBO3MOXHbIM
3026 OUNbLTPY WK MHTEePdENC BbIKOYEH 3abnokupoBaH GunbTpytlowmn  uHTepdenc CCMNT-2.
Mpuem n nepepaya nakeToB 4Yepe3 3TOT UHTepdelnc
BbINONHATLCS He 6yaeT. BoiBOANTCA CMMBONMYEcKoe UMs
dunbTpytlowero nHTepderica
3027 OunbTpyOWNI MHTEPdENC BKIOYEH PasbnokunposaH duneTpyowmn  unHTepdenc CCMNT-2.
BbiBOAMTCA  cuMBOAIMYECcKOe  MMA  PUALTPYIOLLEro
MHTepdelica
3028 CKopoCTb nepegauiu ynpasaswoowero M3MmeHeHa CKOpOCTb Mepedaym Ha  ynpasBastowem
nHTepdernca n3MeHeHa Ethernet nHtepdeince CCMNT-2
3029 Pexxnm nepepaum ynpasnsiowero nHtepderica MameHeH pexum nepegavn Ha ynpasnswouwem Ethernet
n3MeHeH nHTepderice CCNT-2
302A WHTepdelic nepenmeHoBaH ®duneTpytowemy mnHtepdeicy CCIMNT-2 npMcBoOeHO HOBOE
CUMBOSINYECKOE UMS
302B MapuwpyT no ymonyaHuto gobasneH B mapwpyTHyto Tabnunuy CCNT-2 gobasneH mapwpyT no
yMonyaHuio. HacTpoiku 3anoMMHalTCAa B TeKyLuewn
KOH(Urypaumm
302C MapwpyT no ymonyaHuio yganeH N3 mMapwpyTHoi Tabnuubl CCMNT-2 yaaneH MapwpyT no
yMonuaHuioo. HacTporku  yaansawTca M3 TeKyluewn
KOHUrypaumm
302D Pexxnm nepepaun dunbTpytowero nHtepderica KM3ameHeH pexum nepegayu Ha buneTpyowem
M3MeHeH nHTepderice CCMT-2. BbiBOAUTCS CUMBOSIMYECKOE WUMS
dunbTpytowero nHTepdenca
302E CKopoCTb nepegauu dunbTpytowero M3ameHeHa CKOpOCTb Mepedayn Ha  OUAbTPYHOLWEM
nHTepdernca n3MeHeHa nHtepderice CCMT-2. BbiBOANTCA CUMBONMYECKOE UMS
dunbTpytowero nHTepgenca
302F HoBast 3anuncb fobaBneHa B CNMCOK AOCTyna [JobaBneHa HoBas 3anMcb B CAMCOK AocTyna K

ynpasneHuto CCMT-2
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3030 3anucb yaaneHa U3 cnucka 4ocTtyna YpaneHa 3anucb M3 cnucka A[oCcTyna K ynpaBieHuto
ccanT-2
3031 Cnncok AocTyna o4uLleH YpaneHbl BCe 3anncu M3 CNMCKa AOCTyna K yrnpaBJieHUIo
CCNT-2. Adoctyn k ynpasneHuto CCMT-2 MmoxeT 6biTb
nony4yeH c nwboro IP agpeca
3032 MapLwpyT N0 yMONYaHUIO BKIKOYEH B mMapwpyTHyto Tabnmuy CCMNT-2 gobasneH MapwpyT no
YMOYaHM1Io B COOTBETCTBUM C nMerLwmnMncs
HaCTpolKaMu TeKyLlen KoHdUurypaumm
3033 MapuwpyT N0 YMONYaHUIO BbIK/IOYEH M3 mapwpyTtHoi Tabnuubl CCMT-2 yaaneH mapwpyT no
ymonuaHuio. Hacrtpoku IP  agpeca wnw3a Mo
YMOJYaHMIO B TeKylweh KOoHdurypaumm ocrtatotcs 6e3
U3MeHeHuns
3034 3epkanmpoBaHune MHTepdenCcoB BbIKIOYEHO Pexxum 3epKanvpoBaHus Tpadwuka BbIK/TIOYEH.
HacTpolikn yaanstoTcs n3 Tekylwen KoHdpurypaumm
3035 3epkanvpoBaHune nHTepdencoB BKIOYEHO BknoyeH  pexuMm  3epkanvpoBaHua  Tpaduka  Ha
dunbTpytowmnx nHtTepdercax CCrNT-2
3036 Bbirpy3ska >ypHanos peructpauum no FTP BknioueH pexum BbIrpy3kn ¢annoB perucrpaunm Ha
BK/IIOYEHA yaaneHHbln FTP cepBep B COOTBETCTBMWU C MMEKOLWMMUCS
HaCTpolKaMun TeKyLlen KoHdUurypaumm
3037 MapaMeTpbl BbIFPY3KW XypHasoB perncrtpauMm B Tekyluen KOHMUrypauum COXpaHeHbI HOBble
no FTP onpeaeneHsbl HacTpOMKM  BbIFPY3KM  (pannos  perucrpaumm  Ha
yaaneHHbli FTP cepsep
3038 Bbirpyska >ypHanoB peructpauumm no FTP Pexum BbIrpy3ku ¢aniioB perncrtpaumu Ha yaaneHHbln
OTKJItOYEHa FTP cepBep BbIK/lOYEH.
3039 [MapameTpbl BbIFpy3KW XypHanoB peructpaumn M3  Tekywen koHdUrypauum yaaneHbl HACTPONKM
no FTP o4ynweHsbl BbIrPy3ku pavnoB peructpaumm Ha yapaneHHoelin FTP
cepBep. Pexum Bbirpyskm dannos  permcrpauunm
BbIK/IOYEH
303A MakeTHbIN HUNBLTP OCTaHOBJ/IEH BbinonHeH ocTaHoB nakeTHoro dwunabTpa CCIMT-2.
MpekpawaeTca npueM W nepepaya MNaKeToB uyepes
punbTpyowmne nHTepdencol
303B Pexxvm ynpaBneHus ceccnsiMmn BKOYEH BknoyeH pexuM ynpaBrieHUs CeccusiMM  MaKeTHOro
dunbTpa CCNT-2
303C PexuM ynpaBneHmnsa ceccnsamum BblK/OUEH Pexxum ynpaBneHus ceccusiMM MakeTHoro dwuabTpa
CCHNT-2 Bbik/OYEH
303D Pernctpauma IP naketos, oTbpolweHHbIX HauyvHaeTcs  perncrpaumMsi NakeToB, OTOPOLUEHHbIX
MexaHW3MOM ynpasneHus CeccusiMM, MexaHu3MOM ynpaBneHUs CecCUsiMM nakeTHoro dunbTpa
BKJIIOUEHA ccnT-2
303E Pernctpauus IP naketoB, OTO6pOLWEHHbLIX Perucrtpaumss nakeToB, OTOPOLEHHbIX MexXxaHU3MOM
MexXaHM3MOM ynpasneHus ceccusiMu, ynpaBfieHUsl ceccusiMM  nakeTHoro ¢unbTpa CCMNT-2
BbIK/TlOYEHA npekpaLiaeTcs
303F Mcnonb3oBaHue AP npaBun BKIKOYEHO Mpn  BKAKOYEHHOM pexume YyrnpaBleHUss CeccusiMu
naketHoro cdunbTpa CCMT-2 6yayT mcnonb3oBaTbcs AP
npasuna dunbTpaumnmn
3040 Mcnonb3oBaHue AP npaBul BbIKOYEHO [py  BKJIIOYEHHOM peXxXuMe YynpaBfeHuUs CeccusiMu
naketHoro dwunbtpa CCMT-2 AP npasuna ¢unbTpaumm
NCcnonb3oBaTbCcs He byayT
3041 Ceccum 6yayT co3gaBaTbCsl MO yMOAYaHUIO Ans BkloyaeTcss pexum Co34aHus Mo YMOJIYaHWUKD Ceccum
IP npasun ansa IP npasun gunsTpaumn
3042 Ceccum He 6yayT co3gaBaTbCs MO yMOMYaHUO Pexunm cospaHums no ymon4yaHuio ceccuii ana IP npaewun
ansa IP npasun punnbTpaumm BbikOYaETCA
3043 TanmayT HeakTuBHOCTU TCP ceccumn nameHeH M3MeHeHO 3HauyeHWe TaliM-ayTa HeaKTMBHOCTM ANA
ceccuir, 6asmpyowmxcsa Ha npotokone TCP
3044 TanmayT HeakTBHOCTM UDP ceccvn nameHeH  MI3MeHEHO 3HayeHuMe TaWM-ayTa HeakKTUBHOCTU Ans
ceccuii, 6asmpyrowmxcs Ha npotokone UDP
3045 TanmayT HeakTBHOCTM ICMP ceccum nameHeH VM3MeHeHO 3HayeHuMe TaWM-ayTa HeaKTUBHOCTU Ans

ceccuir, 6asmnpyrowmnxca Ha npotokone ICMP
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3046 TanMayT HeaKTMBHOCTM CeCCUM AN oCTalbHbIX VI3MeHeHO 3HayeHWe TalM-ayTa HeakTUBHOCTU Ans
NPOTOKONI0B U3MEHEH ceccuin, 6asmpyroWMXCcA Ha MPOTOKONAaX, OT/NYHbLIX OT
TCP, UDP n ICMP
3047 MakeTHbIn PunbTp paboTaeT CoobuieHne wncnonb3yeTcsas TOAbKO ANs  yBeAOMJIeHUS
WEB wnHTepdetica CCMT-2 0 TOM, YTO MakKeTHbIN DUIbTP
HaxXoAUTCA B aKTUBHOM COCTOSIHUM
3048 MakeTHbIW dUNbLTP 3anyLeH BbinonHeH 3anyck naketHoro ¢dunbtpa CCNT-2
3049 Pazmep Tabnuupl ceccun MU3MeHeH. | I3aMeHeH pa3Mmep Tabnuubl ceccMin makeTHoro GunbTpa
Heobxoanmo nepesanycTuTb nakeTHbln | CCMT-2. Ana Toro, 4tobbl U3MEHEHUs BCTYNMUAU B CUSY
dunbTp HeobxoAMMO nepe3anycTUTb NaKeTHbIN DUIbTP
304A Tabnuua ceccun oumeHa YpaneHbl BCe aKTUBHble ceccum U3 Tabnuubl ceccui
nakeTtHoro dunbtpa CCMT-2
304B Ceccusa ypaneHa BbINONHEHO yAaneHne ceccuun € yka3aHHbIM HOMEPOM U3
Tabnuubl ceccuii nakeTHoro dwunbtpa CCMT-2
304C TanMayT HeaKTMBHOCTM CECCUW YCTaHOBMEH Mo TaliM-ayTaM HeaKTMBHOCTWU CEeCCUW MPUCBOEHbI 3HAaYEeHUs
YMOYaHUIO no yMos4aHuio
304D MapameTpbl 3ekpakunoBaHus WHTepdercoB W3  Tekywen KoOHGurypaumu yaaneHbl HaCTPOMKM
cbpolleHbl. 3epkanmpoBaHue BbIK/IIOYEHO 3epKannpoBaHus Tpadwuka Ha punbTpyoWwmMx
nHtepdericax CCMT-2. 3epkanupoBaHue Tpaduka
BbIK/TlOYEHO
304F JononHutenbHas KOHMUrypaumsa coxpaHeHa Tekywas  koHowurypauma CCIMT-2  coxpaHeHa B
OONONMHUTENBbHOW KOHMUrypauum
3050 JononHuTtenbHas KOHdUrypaums yaaneHa YaaneHa gononHutenbHasa KoHdurypaumna CCMAT-2
3051 JononHutenbHas KOHMUrypaums 3arpyxeHa JononHutenbHas koHdurypauus CCIMT-2 3arpyxeHa B
TEKYLY  KOHdurypaumio. MoxeT noTtpeboBaTtbcs
nepesanyck nakeTHoro gunbTpa
3052 KoHdurypaums no ymMon4yaHuio 3arpyxeHa Bcem napameTpam Tekywen koHdwurypaumm CCMT-2
NPUCBOEHbI 3HAYEHMS MO YMOJYaHUIO
3053 YnpaBnsitowmin nHTepdenc BblIKItoUeH BoeikntoueH ynpasnsatowmii Ethernet nntepderic CCNT-2.
Hactporikm IP  agpeca ynpasnswowero Ethernet
MHTepdelica B Tekylwen kKoHdUrypauum ocTtatoTcs 6e3
N3MEHEeHUs
3054 Ynpasnsitowmn nHTepdenc BrtoUeH BkntoueH ynpasnsitowmin Ethernet nHtepdenc CCNT-2 B
COOTBETCTBMM C HacTporkamm IP appeca B Tekyuen
KOHMbUrypauum
3055 BpemeHHoe IP npaBuno gobasneHo B Tekywmnit Habop npaBun fo6aBfeHO HOBOE BpPEMEHHOE
IP npasuio duneTpaumn. BbiBOAUTCSA Homep
nobasneHHoro BpemeHHoro IP npasmna
3056 BpemeHHoe IP npaBuao nameHeHo M3MeHeHO cyuwecTBylouwee BpeMeHHoe I[P npasuno
dunbTpaummn Tekywero Habopa npaswua. BbiBoauTCs
HoMep BpeMeHHoro IP npasuna
3057 CncremMHoe BpeMsi USMEHEHO M3MeHeHO CUCTEMHOE BpEeMS OMnepaumMoHHOM CUCTEMBI
ccnT-2
3058 CucteMHas gata UaMeHeHa M3mMeHeHa cucTeMHass pata oOnepaunoHHOM CUCTEeMbI
ccnT-2
3059 NTP BkntoueH BkntoyeHa cuHXpoOHU3aumsa cucteMHoro spemeHmn CCHMT-
2 no npotokony NTP
305A NTP BbikntOUeH CUHXpOHU3aumMsa cuctemHoro BpemeHu CCIMT-2 no
npotokony NTP Bbikito4eHa
305B MapameTpbl NTP yaaneHsl M3 Tekyweh KOHpuUrypaumm ygasneHbl HaCTPOMKM
CMHXPOHM3aUMM cucTteMHoro BpemeHun CCMT-2 no
npotokosy NTP. CUMHXpOHM3auMs CUCTEMHOIO BpeMeHun
BbIK/TlOYEHa
305C Aapec NTP cepsepa nsMeHeH M3meHeH IP agpec NTP cepBepa B TekyLlen

KoHwurypauum CCMT-2
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305D

305E

305F

3060

3061

3062

CucrtemHoe BpeMs uaMeHeHo no NTP

Perncrpauus NTP coobweHuii BkoueHa

Perncrpauus NTP coobuieHnii BbiktouyeHa

TavimayT NTP nameneH

YacoBol Nosic U3MEHEH

MakeTHbIM UNbTP NepesanyLieH

BbinosiHeHa HeMenfneHHas CUHXPOHU3AUMUSA CUCTEMHOrO
BpemMeHn CCMT-2 no npoTtokony NTP B COOTBETCTBUM C
HacCTporKaMmn TeKyLlen KoHdurypaumm

BknoueHa pernctpaums  CUCTEMHbIX COO6WeHuAn o
pesysibTaTaxX BbIMO/HEHNA CUHXPOHU3aLMN CUCTEMHOMO
BpeMeHu no npotokony NTP

Perncrpaumsa cucteMHbIX cooblweHnin o pesynbTatax
BbIMOSIHEHUS CUHXPOHU3ALMM CUCTEMHOIO BPEMEHU MO
npotokony NTP BbikntoveHa

N3meHeHOo 3HayeHne nepuoaa CUHXPOHM3aLUN
CUCTEMHOro BpeMeHW no npotokony NTP - Tanm-ayTt
onpoca NTP cepsepa

M3MeHeHbl HACTpOWKM 4YacoBOro nosica ornepauuoHHOWN
cuctembl CCIT-2

BbinonHeH nepesanyck nakeTtHoro dunbtpa CCMNT-2

3063

3064

3066

3067

Perncrtpauus nakeTtoB BKIOYEHA

PerMCTpa LUna NakKeToB BbIK/IOYEHA

Perncrtpauus nakeTtos ouunleHa

BpemeHHoe IP npaBuno yganeHo

BkntoyeHa perncrpaums nakeTos Ha  cepsepe
perncrtpauun CCMNT-2

Perncrtpauus naketoB Ha cepsepe perucrtpauum CCIT-2
BbIK/lOYEHA

N3 calinoB perucTpauuu ypaneHol BcCe 3anucu o
3aperncTpupoBaHHbIX MakeTax

YpaneHo BpeMeHHoe IP npaBuno dwunbTpaunm wu3
TeKyliero Habopa npaswun. BeiBOAUTCS HOMep
yAaneHHoro BpemMeHHoro IP npasuna

3068

3069

306A

306B

306C

306D

306E

306F

NAT Bknto4veH

NAT BbIKIOYEH

OwnanaszoH noptoB NAT m3meHeH. Heobxoammo
nepesanycTuTb NakeTHbI GUNLTP

IP appec BHewHero nHtepdenca NAT nsmeHeH

IP appeca BHewHero wHTepdennca NAT wun

L03a yaaneHbl

Appec wnw3a BHewHero wuHTepdernica NAT

U3MEHEH

IP agpec BHyTpeHHero
U3MeHeH

IP agpec BHyTpeHHero
yAaneH

nHtepdernica NAT

nHTepdenca NAT

BKAOYEH  peXuM  TpaHCASUMM  CETEBbIX  aApecoB
nakeTHoro dunbTpa B COOTBETCTBMM C UMEKOLWMMUCS
HacTpolkaMn TekyLen KoHpurypaumm CCMT-2

Pexum TpaHCNsaUMW  CeTeBbIX aApecoB MaKeTHOro
¢punbTpa BbIKNOYEH

MN3MeHeH grManasoH NpuKNaAHbIX NOPTOB, MCMNOMb3YeMbIX
ANS peXuMa TPaHCAAUMW CeTeBblX afpecoB MNaKeTHOro
¢punbTpa. Ana TOoro, 4To6bl N3MEHEHMS BCTYNWAN B CUNY
Heo6xoANMMO nepe3anyCcTUTb NakeTHbIN GUNbLTP

M3meHeH [P agpec BHewHero wHTepderca pexuma
TPpaHCNAUMKM CeTeBbIX afpecoB MaKeTHoro @unbTpa B
TekyLlen kKoHbwurypauum CCMNT-2

M3 Tekywen koHburypauum CCIMT-2 yaaneHbl IP agpeca
BHelHero uMHTepderica u wWn3a pexuMma TpaHcnaumm
CceTeBbIX aApecoB NakeTHOro GuabTpa

N3 Tekywen koHdurypaumum CCMNT-2 ypaneH IP agpec
W3a BHELWHero uHTepdenca pexuma TpaHcnaumm
CeTeBbIX aApecoB NakeTHoro dwabTpa

MN3meHeH IP appec BHYTpeHHero wuHTepderica pexuma
TPpaHCNAUMKM CeTeBbIX afpecoB MaKkeTHoro @unbTpa B
TekyLwen KoHdurypaumm CCMT-2

N3 Tekywen kKoHdurypaumm CCIMT-2 ypaneH IP agpec
BHYTPEHHEero uHtepderica pexvma TpaHCAAUMnN CETEBbIX
aZpecoB nakeTHoro guabTpa

3070

3071

Peructpauma  nakeTos,
BKJIIOYEHA

PerI/ICTpaLI,IASI NakeTos,
BbIKJTlOYEHA

yaaneHHbix  NAT,

yaaneHHbix  NAT,

HaunHaeTcss  perucTpauusl MNakeToB, OTOGPOLUEHHbIX
PEXWMOM TPaHCNALMM CETEBbIX aApPECcOB MNaKeTHOro
dunbtpa CCNT-2

Perncrpauus MNakeToB, OTOpOLLIEHHbIX pPeXnMoM
TpaHCNAuMM CeTeBbiX aApecoB MaKeTHoOro GuabTpa
CCNT-2 npekpawaeTcs

3072

MAC agpec BHelHero
NU3MeHeH

nHTepdenca NAT

M3meHeH MAC appec BHelHero WHTepdenca pexunma
TpaHCNAUMM CeTeBbIX aApecoB nakeTHoOro ¢wuibTpa B
TekyLlen koHpurypaumm CCMNT-2
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3073 MAC agpec BHyTpeHHero uHTepderica NAT MN3meHeH MAC agpec BHYTpeHHero mHtepdenca pexumma
M3MeHeH TpaHCNAUMM CeTeBbIX aApecoB nakeTHoro dwibTpa B
Tekylen koHdurypauum CCNT-2
3074 HoBas 3anucb fobasneHa B ARP tabnuuy JobaeneHa HoBas 3anucb B ARP Tabnuuy pexuma
TpaHCNAUMW CEeTeBbIX aApecoB MaKeTHoOro @wunbTpa
CcCcnT-2
3075 3anucb ypaneHa us ARP Tabnuubl YpaneHa 3anucb u3 ARP Tabnuubl pexuma TpaHCAaumMm
ceTeBbIX agpecoB naketHoro dunbTpa CCMNT-2
3076 ARP Tabnuua oumiieHa M3 ARP Tabnuubl pexuma TpaHCAsSILMKN CeTeBbIX aApecoB
nakeTHoro dunbTpa CCMNT-2 yaaneHbl BCe 3anncu
3077 HoBas 3anuce pgobaeBneHa B Tabnuuy [ob6aBneHa HoBas 3anucb B Tabnuuy nepeagpecauun
nepeagpecaumm pexuma TpaHCNAuMM CeTeBbiX afpecoB MaKeTHOro
dunbTpa CCMNT-2
3078 3anucb ypaneHa u3 tTabnuubl Nnepeagpecaumn  YaaneHa 3anucb M3 Tabnuubl nepeagpecauum pexuma
TPaHCNAUMW CeTeBbIX aApecoB MakeTHoro @wunbTpa
ccnT-2
3079 Tabnuua nepeagpecaumm ouunLLeHa M3 Tabnuubl nepeagpecauMm pexuMma TpaHCASUUK
ceTeBbIX aapecoB nakeTHoro gunbtpa CCMT-2 yaaneHsbl
BCEe 3anucu
307A Mepeaapecaumna ns DMZ Bknto4veHa BkntoyeHa nepeagpecaums 3arnpocoB C WHTepdelicos
DMZ B pexwuMme TpaHCNAUuMM CETEBbIX aApecoB
nakeTHoro cdwunbtpa CCMT-2
307B Mepeagpecauna n3 DMZ BbiknoyeHa Mepeagpecaums 3anpocoB C uHTepdencos DMZ B
pexuMme TpaHCNAUMW CeTeBbIX afApecoB MNaKeTHOro
dunbTpa CCMNT-2 BbikAOYEHA
307C Mepeagpecauns C BHeWHero uwHTepdenca BknauyeHa nepeagpecaumsi 3anpocoB C  BHELLHEro
BKJIlOYEHa nHTEepdelica B pexume TpaHCASUUM CETEBbIX anpecoB
naketHoro ¢punbtpa CCMT-2
307D Mepeagpecauns C BHewHero uHTepdenca lMNepeagpecaumsi 3anpocoB C BHELWHeEro MHTepdeica B
BbIK/TlOYEHA pexuMe TpaHCNAUMW CeTeBbiX aApecoB MakKeTHOro
duneTpa CCMT-2 BbIKAOYEHA
307E Pexum pesepBupoBaHUS U3IMEHEH YCTaHOBMEH HOBbIN  pEeXWUM pe3epBMpPOBaHUS  Ans
NOACUCTEMbI BbICOKOW roToBHOCTM CCIMT-2
307F PesepBrpoBaHue BKIOYEHO BkntoyeHa noacucrtemMa BblCOKOW rotoBHoctn CCMT-2
3080 Pe3epBupoBaHune OTKAOHEHO Moacuctema Bbicokol roToBHOCTM CCIT-2 BbIK/lOYEHA
3081 IP-anpec cMeXHOro ycTpomcreo n3MeHeH B Tekywen koHdurypauum nameHeH IP agpec cMexHoro
CCMNT-2 ans NOACUCTEMbI BbICOKOW FOTOBHOCTMU
3082 [MapameTpbl pe3epBMpoBaHUSA yCTAHOBNEHbI MO BceM napameTpaM nOACUCTEMbI BbICOKOW FOTOBHOCTU B
YMO4YaHUIo TeKkylen KoHpurypaumm CCMT-2 nNpuMCBOEHbI 3HAYEHUS
no yMOs4aHuio
3083 CMHXPOHM3aLMsA Ceccuii BKIOYEHa Ons  noacuctembl  BbICOKOM  rotoBHoctn  CCMNT-2
BKJIIOYEHA CMHXPOHM3auMsa COCTOSAHMA Tabnuubl ceccui
3084 CUHXpPOHM3aLMs Ceccuii BbiklOUEHa Ons  noacuctemMbl  BbICOKOW  rotoBHoctn  CCMT-2
CUHXPOHM3ALMA COCTOSAHUSA Tabanubl ceccuii BbiK/OYEHa
3086 CUHXpOHM3aumMs NpaBua MHULMUPOBaHa BbinonHaeTca HeMeaneHHas CUHXPOHM3aUMA TeKyLlero
Habopa npaBun AN NOACUCTEMbl BbICOKOW FOTOBHOCTMU
CccnT-2
3087 Pexum npocmoTpa nsmeHeH M3MeHeH pexuM npocMoTpa JAaHHbIX B KOMaHAHOM
nHTepderce CCMT-2
3088 TarimayT HEeaKTUBHOCTU KOMaHAHOro | i3aMeHeHo MaKCUManbHO aonyctumoe BpeMs
MHTepdenca namMeHeH HEaKTMBHOCTW MONb30BaTens B KOMaHAHOM WHTepderice
n B WEB uHTepderice CCMT-2
3089 Monb3oBaTens fobasneH [Ho6asneH HoBbIV nonb3osatens CCMT-2
308A Monb3oBaTtens yaaneH YaaneH cyuwecTteyownii nonb3osatens CCMT-2
308B lMonb3oBaTesib BbIK/OYEH CywecTBytowmnii nonb3osatens CCIMNT-2 3abnoknpoBaH
308C Monb3oBaTenb BKAKOYEH CyuwecTBytowmnii nonb3osatens CCMNT-2 pasbnokupoBaH
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308D [Maponb nonb3oBaTens U3MeHeH M3MeHeH naponb nonb3osatens CCMT-2
308E MpuBunernn nonb3osaTens U3MeHEHbI N3meHeH Habop npuBunerui nonb3osatens CCMNT-2
308F MAC npaBwio CKOnnMpoBaHo MAC npaBuno ¢dunbTpauuMm CKOMUMPOBAHO B TEKYLLEM
Habope npasuna C ApyrMM HOMEpPOM
3090 MAC npaBuno nepemeLleHo MAC npaBuno ¢uabTpaumMm nepeHeceHo B TeKYLLEM
Habope npaBwa C ApyrMM HOMEpPOM
3091 ARP npaBuno ckonmMpoBaHo ARP npaBuno ¢unbTpaunmm CKOMNMPOBAHO B TEKYLUEM
Habope npasuna C ApyrMM HOMEpPOM
3092 ARP npaBsuno nepemelleHo ARP npaBuno dunbTpaunm nepeHeceHo B TeKYyLLEM
Habope npaBwna C ApyrMM HOMEpPOM
3093 IP npaBuno ckonnpoBaHo IP npaBuno unbTpaumMm CKONMMPOBAHO B TEKYLUEM
Habope npaBua C ApyrMM HOMEpPOM
3094 IP npaBuio nepemeleHo IP npaBuno ¢unbTpaunm MNEepeHeceHo B TeEKYLEM
Habope npasuna C ApyrMM HOMEpPOM
3095 IPX npaBuno ckonuposaHo IPX npaBwno odunbTpaumMm CKOMUPOBAHO B TeKylUeM
Habope npaBua C ApyrMM HOMEpPOM
3096 IPX npaBuno nepeMeLLeHo IPX npaBuio ¢uabTpaunm MepeHeceHo B TEKYLLEM
Habope npaswna C ApyrMM HOMEpPOM
3097 BpemeHHoe IP npaBuio ckonmpoBaHo BpemeHHoe IP npaBuno ¢unbTpaumMm CKONMPOBAHO B
TekyleM Habope npaBun C ApyrMM HOMepoM
3098 BpemeHHoe IP npaBuno nepemelleHo BpemeHHoe IP npaBuno ¢uabTpaunmm nepeHeceHo B
TekylleM Habope npaBun C ApyrMM HOMepPOM
3099 WNHTepBan BpeMeHn CKONMpoBaH WHTepBan BpeMeHM CKOMUPOBAH B TeKkyleMm Habope
npasun ¢ Apyrmm HoOMepom
309A MHTepBan BpeMeHu nepeMelleH MHTepBan BpeMeHM nepeHeceH B TekyuweM Habope
npaBwua C ApyrmM HOMeEpoMm
309B AP npasunio ckonnposaHo AP npaBuno @uabTpauMm CKOMUPOBAHO B TeEKYLLEM
Habope npaBun € ApyrmM HOMepoM
309C AP npasuno nepemelleHo AP npaBuno unbTpauMn MepeHeceHo B TeKyleM
Habope npaBua C ApyrMM HOMEpPOM
309D VLAN rpynna nepemetieHa VLAN rpynna nepeHeceHa B TekylieM Habope npasun C
APYrMM HOMEpoM
309E Maponb CUCTEMHOro NoAb30BaTENS U3MEHEH MN3MeHeH naponb cucTteMHoro nosnb3oBartens fnpsh
309F [encrene oTMeHeHO BbinonHeHMe KOMaHAbl NMpepBaHO MOJsib30BaTENEM
30A0 YcTaHoBNeHbl Npaswusa N0 yMOAYaHUIO Tekywuii Habop npaBuin NpuBeAeH K Ha4yasbHOMY
COCTOSIHUIO — TONIbKO rnobanbHble NpaBuna dunbTpaumm,
NMOSTHOCTbLIO 3anpeLjaLlme NpoxoXxaeHne nakeToB yepes
ccanT-2
30A1 CurHanusaums obHapyxeHus flood-atak HaumHaeTcs perncrpauusi CUCTEMHbIX CO0bLeHMn 06
BKJIlOYEHA obHapyxeHuu flood-aTak nakeTHbIM dunbTpom CCMT-2
30A2 CurHanusaums obHapyxeHus flood-atak Perncrtpauusi cUCTEMHbIX CO06LEHUI 06 OB6HapyXeHun
BbIK/TIOYEHa flood-aTtak nakeTHbiM punbTpoM CCMNT-2 npekpawaercs
30A3 O6HapyxeHue flood-aTak BKIHOYEHO BkntoueH pexum obHapyxeHus flood-aTak nakeTHoro
¢pwunbTpa CCMAT-2
30A4 O6HapyxeHue flood-aTak BbIK/IlOYEHO Pexxum o6HapyxeHus flood-atak nakeTHoro @unbTpa
CCHNT-2 Bbik/OYEH
30A5 lMoporoBoe 3HayeHWe U3MEHEHO MN3MeHeHo rnoporosoe 3HayeHune MHTEHCUBHOCTU
Tpadwuka pna pexuma obHapyxeHus flood-atak
naketHoro ¢unbtpa CCMT-2
30A6 Peructpauma BO BpeMeHHbIXx IP npasunax o yMmMonyaHWio BO BHOBb CO3[4aBaeMblX BpeMeHHbIX IP
BK/IlOYEHA npasunax dunbTpaunn Tekyuwero Habopa npasun
BKJIIOYAETCS perncrpaums naketos
30A7 Pernctpauus BO BpeMeHHbIX IP npasBunax 1o yMmMonyaHWiO BO BHOBb CO34aBaeMblX BpeMeHHbIX IP

BbIKJTlOYEHA

npasunax GunbTpaumMM Tekylero Habopa npasBua He
BKJIIOYAETCA permcrpaumsl nNakeTos
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30A8 KommeHTapum BpeMeHHOro IP npasuna M3MeHeH KOMMEHTapui pAns BpeMeHHbix IP npaBun
M3MeHeH Tekylero Habopa npasun
30A9 Perncrtpauusa ceccuin ounwieHa N3 (aiinoB pernctpauum ypaneHbl BCe 3anucu 0
3aperncTpMpoBaHHbIX CeCCUAX
30AA CraTucTuka npasui o4yneHa O6HyneHa CcTaTuCTMKa MCMosib30BaHMUS npasun
dunbTpaummn Tekywero Habopa npaBua B NAKETHOM
duneTpe
30AB CkopocTb nepepauun ans pexunma W3meHeHa CKOpPOCTb nepegauun duneTpyowmx
pe3epBMpPOBaHUS U3MEHeHa MHTEepdencoB AN NOACUCTEMbl BbICOKOW FOTOBHOCTMU
ccnT-2
30AC Pexum nepegauyu ans pexunma M3mMeHeH pexuM nepepadn GuUNbTPYOWMX MHTepdencoB
pe3epBMpoOBaHNSA U3MEHEH ONs MOACUCTEMBI BblCOKOM roToBHOCTM CCIT-2
30AD lpoBepKa LesI0CTHOCTU BbINO/IHEHA BbinonHeHa npoBepka  LENOCTHOCTM  KOMMOHEHTOB

onepauMoOHHOM CUCTEMbl M MPOrpaMMHOro obecneyeHus
CCNT-2. HapyweHuii He obHapyxeHo

30AE Bbirpy3ska cucTteMHbIX coobuieHnin Ha SYSLOG  PeXuM BbIrpy3KW CUCTEMHbIX COOBLUEHUN Ha yAaneHHbIN
cepBep OTKJ/lOYEHaA SYSLOG cepBep BbIK/OYEH
30AF Bbirpy3ska cucteMHbix coobuweHnn Ha SYSLOG BkntoyeH pexuM BbIrPy3KWM CUCTEMHbIX COOOLEHUI Ha
cepBep BKJOYEHa yAaneHHbin SYSLOG cepBep
30B0 Aapec SYSLOG cepBepa M3MeHeH B Tekywen koHdurypaumm CCIMT-2 m3meHeH IP aapec
yaaneHHoro SYSLOG cepsepa
30B1 CUHXpOHM3aLUuUs KOHMUrypauum  BbinonHseTcs HeMeaneHHasi CUMHXPOHM3auus TeKyLuewn
WHULMMPOBaHa KOH(Urypaumm pna noACUCTEMbI BbICOKOW TFOTOBHOCTMU
ccnT-2
30B2 Mcnonb3oBaHne RADIUS BkIOYEHO BkntoyeHo MCNonb30BaHme yAaneHHoro RADIUS
cepBepa A4/ aBTopu3aummn nonb3osatenen CCMT-2
30B3 Mcnonb3osaHne RADIUS oTkato4eHo Mcnonb3oBaHne ypaneHHoro RADIUS cepsepa Aans
aBTopm3auumn nonb3osaTtenen CCIT-2 BbIKAOYEHO
30B4 KoHdurypaums RADIUS cepBepa n3MeHeHa M3meHeHbl napameTpbl yaaneHHoro RADIUS cepsepa,
MCNoNnb3yeMoro Ans asTopmusauum nonb3osaTtenen CCMT-
2
30B5 TanmayT oxugaHma otBeta oT RADIUS- Vi3MeHeHO MaKkcuMManbHOE BPeMS OXWAAHWUS OTBeTa OT
cepBepa U3MeHeH yaaneHHoro RADIUS cepsepa
30B6 Konunyecteo ob6paweHuin k RADIUS cepsepy W3MmeHeHO MakcumasnbHoe KOIMYeCTBO nonbITOK
M3MeHeHo obpaweHus Kk ypaneHHoMmy RADIUS cepBepy npu
aBTOopu3aumu nonb3osatenen CCIT-2
30B7 WEB-uHTepdeic BkoYeH PaspeweHo ncnonbsosaHne WEB nHtepderica CCMNT-2
30B8 WEB-uHTepdenc oTkao4veH Mcnonb3osaHne WEB nHTepdeica CCMT-2 3anpeLeHo

3.5.3. lNpedynpexdeHusn

Koap! Bcex npeaynpexaeHuid, UX TEKCTOBAsI MHTEPIIPETAIMS U ONIMCAHUE MIPEJICTABIICHBI B Ta0IHIIe

3.16.
Ta6anua 3.16: MpeaynpexaAeHus KOMAHAHOro uHTepdenca CCNT-2
Kon CoobwjeHne OnuncaHue
2000 Bxoa nonb3oBaTens C  orpaHumyeHHbIiMU HekoTopble n3 npuBUNErni, Ha3Ha4YeHHbIX
npuBUNErnsMn Nnosib30BaTesNl0 B COOTBETCTBUM C €ro y4YeTHOM 3anucoblo,
yXe 3aHATbl  APYrMMW  aKTUBHBLIMW  MOJSIb30BaTENAMMU
CCNT-2
2001 Monb3oBatens paboTaeT C oOrpaHUYEHHbIMU s  BbINOJIHEHUS KOMaHAbl TEKYWWX NpuBUNErum
npuBuNErnsMn rnonb3oBaTens HefoCTaTOYHO
2003 IP agpeca yxe nMeloTcs B CMCKe A0CTyna B cnncke poctyna k ynpasneHutio CCIMNT-2 He MoxeT
6bITb ABYX OAMHAKOBbIX 3anunceni
2005 [MakeTHbIN puNbTP HEe paboTaeT [Ons BbINONHEHUS KOMaHAbl TpebyeTcsi, YTobbl NakeTHbIN

dunbTp CCMNT-2 6bIN 3anyLweH
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Kon CoobuweHne OnucaHune
2006 HeT oTBeTa OoT nakeTHoro ¢gunbTpa NcTekno BpeMsa oOXuaaHus OTBeTa OT MakeTHoro
duneTpa CCMNT-2.
AencrTBusa: MNpoBepuTb 3anyLleH N NakeTHbI GuUabTp
2007 MakeTHbIN HUNbLTP yxe paboTaeT MonblITka NOBTOPHOro 3amycka nakeTHoro ¢wunbeTpa
CCnT-2
2008 MakeTHbIN dunbTp He pabotaeT. M3MeHeHua B Tekywen KoHbwurypaumm CCMNT-2 npwu
KoHdurypaumsa coxpaHseTcs HemeaneHHo OCTaHOB/IEHHOM MakKeTHOM duabTpe 3anucbiBalOTCs
TONbKO B hain
2009 KoHdurypaumnsa nonyyeHa us ganna Tekywas koHpwurypaums CCMT-2 npounTtaHa u3s daiina,
a He nonyyeHa OT nNakeTHoro @wunbTpa. [lakeTHbIN
duneTp CCIMT-2 ocTaHOBNEH
200A CepBep permcrpauumm He paboTaeT He ypanocb oOTnpaBuTb 3anpoc cepBepy perncrpauuun
CCNT-2.
DencrBua: MMepesarpy3nte CCMT-2 ans Toro, 4Ttobbl
npoBepuTb KOPPEKTHOCTb 3anycka cepeepa
perucrtpaumm
200B HeT oTBeTa OT cepBepa peruvcrpauum WcTtekno BpeMs OXuaaHua  OTBeTa OT cepBepa
pernctpaunn CCMNT-2.
DencTBus: poBepuTb 3anyLeH v cepsep
perucrtpaumm
200C HeT 3aflaHHbIX perMcTpaumoHHbIX 3anuncemn Mo 3ajaHHbIM KpuUTepusiM oTbopa He HalLeHO HM O4HOW
perncTpaumMoHHOM 3anucm
200D HeT 3agaHHbIX NpaBun GuabTpaumm Mo 3aaaHHbIM KpUTEPUSIM O0T6OPa He HaWAEHO HU OAHOIO
npasuna dunbTpaunun, mMHTepBana spemeHu unm VLAN
rpynnbl
200E IP apgpeca wno3a u BHewHero uHTepdenca | [na pexuma TpaHcnauum ceTeBbix aapecos IP agpeca
OO/MKHbI 6bITb Pa3/IMYHbIMK BHEWHEro wuHtepderca M wWnw3a He Moryt O6biTb
OANHaKOBbIMMU
200F PexxnM ynpaBneHus ceccusimm ponxeH 6biTb lNepes BbIMOSIHEHWMEM KOMaHAbl HEO6X0AMMO BKOUMUTb
BKJIIOYEH ynpaBJsieHue ceccusiMun
2010 HeTt DMz nHTepdelrica B AaHHOW [Ana wucnonb3oBaHus DMZ wuHTepdericoB B pexume
KOHUrypaumm TpaHCNAUMKM CceTeBblX anpecoB Heobxoamum CCMNT-2,
YKOMM/IEKTOBAHHbLIM TpemMsa wn 6onee GUALTPYOWMMHU
MHTepdencamm
2011 CripaBka HeaoCTynHa 3anpalwmBaembln paspen CMpaBKun KOMaHAHOro
nHTepderica CCMT-2 oTcyTcTBYeT
2012 Pexxnm pesepBupoBaHUS yxe BKIOYEH [MonbiTka NOBTOPHOrO BKJ/IKOYEHUS MOACUCTEMbI BbICOKOW
rotoBHOoCTMCCIT-2
2013 Pexum pesepBnpoBaHus yXe OCTaHOBJEH MonbiTka MOBTOPHOIo BbIKJIOYEHUS noACUCTEMBI
BbICOKOW roTOBHOCTUCCIT-2
2015 CMexHoe ycTpoWcTBO BHe ynpasnsawowen IP | IP  agpeca ynpasnswowmx Ethernet wuHTepdelicos
cetn cMeXxHbIXx CCMT-2 posmkHbl 6bITb B 0AHOW U Tol xe IP
noaceTun
2016 Monb3oBaTesb He MOXET 6bITb yaaneH MonbiTka yganeHus nonb3oBatensa CCIMT-2 ¢ uMeHeM
admin. Nonb3oBatenb admin He MOXET 6bITb yaaneH
2017 Monb3oBaTtenb He MoXeT 6biTb fobaBneH MonbiTka pobaBneHuss HoBoro nonb3oBatens CCMOT-2 ¢
MMeHeM admin. HoBbIi nonb3oBaTenb C UMeHeM admin
He MoXeT 6biTb fob6aBneH
2018 Monb3oBaTenb He MOXET 6bITb OTK/IIOYEH MonbiTka 6rokupoBaHus nosnb3oBatens CCMOT-2 ¢
nmeHeM admin. Monb3oBaTtenb admin He MOXET 6biTb
3abnokmnpoBaH
2019 Monb3oBaTenb He MOXeT 6blTb aKTUBMPOBAH MonbiTka pasbnokupoBaHua nonb3oBaTens CCMT-2 c
MMeHeM admin. MNonb3oBaTenb admin He MOXeT 6bITb
pa3bnokmpoBaH
201A Maponb nonb3oBatens He MoxeT ObITb M3MeHATb nmaponb BceM nonb3oBaTtensam CCMNT-2 mMeer
U3MeHeH npaBo TOMbKO nonb3oBatenb admin. Jlobon Aapyron

nosfib3oBaTeflb  MOXET W3MEHWTb Maposib  TOJIbKO
caMoMy cebe.
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Kona CoobueHne OnucaHne
201B MpuBunerun nonb3oBatenss He MoryT 6biTb [lonbiTKa M3MeHeHUs Habopa NMpuMBUAErniA Nonb3oBaTeENS
M3MEHEHbI CCMNT-2 c¢ umeHeM admin. [Nonb3oBaTent admin He
MOXeT 6bITb n3MeHeH Habop npusunerni
201C Cnucok foctyna nycron Cnucok goctyna k ynpasneHuto CCIT-2 He coaepxuTt
HW OAHOW 3anucu
201D 3anuncb cnmcka AocTyna nycras YKazaH HOMep 3anucu cnucka AocCTyna K ynpaBieHuio
CCIT-2, koTOpas He coaepXuUT AaHHbIX
201E MycToi Habop Mo 3agaHHbIM KpUTEpMSIM oT6Opa He HaMAeHO HW OAHOM
3anncn B ARP Tabnuue pexuma TpaHCnauuMmM ceTeBbIX
aapecos
201F PesepBupoBaHue BKJ/IHOYEHO. CHayvana Mepea BbINONHEHWEM KOMaHAbl HEO6XOAMMO BbIKNIOUYUTL
Heo6XoAMMO BbIKIOYUTD NOACUCTEMY BbICOKOW roToBHOcTM CCIMT-2
2020 Anpec CMEXHOro yCTpoOKcTBa pomxkeH IP  agpeca ynpasnswowmx Ethernet uHTepdelicos
oT/in4aTbCsa oT agpeca ynpasnsatouwero  cMexHbix CCMT-2 AokHbI 6bITb pasfnyHbIMK
nHTepderica
2021 [omxkeH 6bITb HacTpoeH IP-agpec lMepen BbINOSIHEHMEM KOMaHAbl HEOH6XOAMMO Ha3HAUMUTb
ynpaBnsiowero nHtepdeliica IP apgpec ynpasnstouwemy Ethernet nHtepdency
2022 Aapec SYSLOG-cepBepa Ao/HKeH oTanyartbesa  IP ajapeca yAaneHHoro SYSLOG cepsepa 7
OT ajapeca ynpasnstowero nHrepdgerica ynpasnsatowero Ethernet uHTepderica CCMT-2 A0MKHbI
6bITb pa3nMyHbIMU
2023 IP-agpeca SYSLOG cepsepa u ynpasnswouwero | IP ajapeca yAaneHHoro SYSLOG cepsepa "
nHTepdernca Ao/MmKHbl 6bITb U3 0AHOM noaceTn | ynpasnstowero Ethernet mHTepderica CCMNT-2 [OMXKHbI
6bITb B 0AHOM M Ton xe IP noaceTtun
2024 JonxHa 6bITb  OTKAOYEHa BbIrpy3ka Ha [lepen BbINOSIHEHMEM KOMaHAbl HEO6XOAUMO BbIK/IIOUNTL
SYSLOG cepBep BbIFPY3KY CUCTEMHbIX COODOLIEHMIA Ha  yAasleHHbIR
SYSLOG cepBep
2025 [JonxHO OblTb  OTK/IOYEHO WUCMONAb30BaHMe [leped BbIMNOIHEHMEM KOMaHAbl HEO6XO0AMMO OTKIOUUTL
RADIUS ncnonb3oBaHue ypaneHHoro RADIUS cepsBepa ans
aBTOpm3aunm nonb3osatenen CCMNT-2
2026 Mcnonb3oBaHune RADIUS yxe BKIIOYEHO MonbiITka MOBTOPHOrO  BK/IOYEHUS  UCMOJSIb30BAHMUSA
yaaneHHoro RADIUS cepBepa pana asTopusauuun
nonb3osatenen CCMT-2
2027 Mcnonb3osaHne RADIUS yxe oTKIOYEHO MonbITka NOBTOPHOrO  OTKJ/IIOYEHMS  UCMOJIb30BAHUSA
yaaneHHoro RADIUS cepBepa pana asTopusauuun
nonb3osatenen CCMT-2
2028 MAC-agpec wnw3a gonxkeH 6biTb onpeaeneH B lNepen ycrtaHoBkoh IP  agpeca wik3a  BHELWHEro
ARP-Tabnuue nHTepderica ana pexuma TpaHCNsauuM CeTeBbIX aapecoB
Heobxoammo pobaButb 3anuce B ARP  Tabnuuy,
3apaowee cooteetctBue MAC agpeca wn IP agpeca
wt3a
2029 Heobxoammo oTknountb NAT Mepea BbINOHEHMEM KOMaHAbl HEO6XOAMMO BbIKIOUYNTL
PEXWUM TpaHCNSAUMU CETEBLIX aApeCcoB
202A HeT AoNONHUTENbHbIX KOHMUIypauni Ona CCIMNT-2 He COXpaHEHO HW OAHOW AOMOSHUTENbHOM
KOHbUrypaumm
202B HeT gononHuTenbHbiX HabopoB npasu Onsa CCIMNT-2 He cOXpaHEeHO HM O0AHOro AOMNOJSIHUTENbHOIO
Habopa npasun
202C WEB-uHTepdeic yxe BKIHOUYEH MonbiTka noBTOpHOro BkAtoveHns WEB wHTepdelica
CCnT-2
202D WEB-uHTepdenc yxxe OTKIo4YeH MonbiTka MNOBTOPHOro BbikAoYeHns WEB uHTepderica

CccnT-2

3.5.4. CoobweHusn o0b owubkax

Tabmme 3.17.

Koap! Bcex coobuieHuii 00 ommubKax, UX TEKCTOBAs MHTEPIpPETANNs U ONUCAHUE MPEJCTABICHbI B
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Ta6auua 3.17: Coo6ieHus 06 owmbkax KOMaHAHOro uHtepdenca CCMT-2

Kopg CoobueHne onuncaHume

1000 Owwnbka pacnpeneneHus namsaTm CucteMHass owwubka, CBA3aHHast C HEBO3MOXHOCTbO
ONHAMMYECKM BblAeNNTb 3arnpoLeHHbIi 06beM namMsaTw.
AeicTBua: Mepesarpy3aute CCMNT-2. B cayvae
noBTOpeHns owunbkn obpaTuTbCa Ha npeanpusaTue-
U3roToBuTENb

1001 Owwmnbka nHnumanmsaunm Hactpoek FNPSH Owwnbka uMHUUMaNU3aUMW  CTPYKTYpbl  BHYTPEHHMUX
HacTpoek KoMaHAHoro uHtepdenca CCMT-2 cBaA3aHHas
C  HEeBO3MOXHOCTbIO  AMHaMMyecku  pacrnpepenuntb
namsTb.
AeicrBua: Mepesarpy3ute  CCMNT-2. B cnyuae
NoOBTOPEHUS OWMOKM 06paTUTbCA Ha npeanpusTue-

U3roToBuTENb
1002 A3bIKk  He noAAepXXMBAETCs  nporpaMmMHbiM  [lonbiTKa nokanusaumm coobueHuni KOMaHAHOro
obecneuyeHnem CCMOT mHTepderica CCMT-2 ans  HEM3BECTHOro  s3blka.

MopnepXuBaeMble A3bIKN — aHIJINMUCKUIA, PyCCKUA.
AencrBua: PaboTta KoMaHAHOro uWHTepdeica 6yaer
NpoAo/IXEHa C BbIBOAOM COOOLWEHUIA Ha aHIINMIACKOM

A3blKe
1003 Owwnbka pasbopa aprymeHToB KOMaHAHOW OwunboYHbIEe apryMeHTbl CTPOKWM 3amnycka KOMaHAHOro
CTPOKM nHTepderica CCNT-2.

AencrBua: Mepesarpysute  CCNT-2. B cnyuae
NnoBTOpeHUss owWwunbkn 06paTuUTbCs Ha npeanpusaTue-

U3roToBUTENb
1004 Owwnbka coeauHeHuns c cepsepoM HepoctyneH cepsep peructpauumn CCMT-2
permcrpauunm OencTBun: MpoBepuTb 3anyLeH m cepsep

pernctpaumn. [lepesarpy3aute CCMT-2. B cnayvae
NOBTOPeHUs owunbkn o06paTuTbCad Ha npeanpusaTue-
N3roToBUTENb

1005 Owwnbka reHepaunn ID ceccum Owmnbka reHepauuMm YHUKaNbHOro unaeHTMdUKaTopa
ceccumn paboTbl nonb3oBaTens.
DeiictBusa: [oBTOpUTb aBTOpPU3aLMIO MONb30BaTeNs.
Mepesarpysute CCMT-2. B cny4yae noBTopeHus owunbkm
06paTUTLCA Ha NpeaAnpuUATUE-NU3roTOBUTENb

1006 HeponyctuMmoe cucteMHoe UM nosb3oBatens  CucrteMHas aBTopu3auuss C  MMEHeM noJb3oBaTtens,
OTNNYHBIM OT fnpsh, He pa3pellaeTcs.
AeAcTBUA: BbiNOMHUTL CUCTEMHYIO aBTOpU3auuio Ans
nosnb3oBaTtena fnpsh

1007 Owwnbka coenHeHuns c cepBepoM HepoctyneH cepsep asTtopmsauun CCMNT-2
aBTopusaumu OencTBuna: Mepesarpysute CCINT-2. B cnyvae
NoOBTOPEHUS OWMOKM 06paTUTbCA Ha npeanpusTue-
U3roToBuTENb
1008 Owwnbka oTnpaBkn 3anpoca peructpaummn Owmnbka npn  oTnpaBke  3anpoca perncrpaummn
nonb3oBartens nonb3oBaTtens cepsepy asTopusaumun CCMT-2.
OeAcTBua: [MoBTOpPHO BbIMO/HUTL  aBTOpU3aLUMUIO
nonb3oBatensd. B cnyyae noBTOpeHus  ownbKkn
06paTUTLCSA Ha NpeaAnpuUaTUe-nU3roToBUTENb
1009 [Monb3oBaTtesnb He 3aperncTpupoBaH 3anpoc Ha perucTpauuio rnosb3oBaTens OTKJIOHEH.
HeBepHble MMa nonb3oBaTens wUaM Naponb
100A HeT oTBeTa OT cepBepa aBTopu3aLmun Mctekno BpemMa oXuaaHus OTBeTa OT cepsepa
asTtopusaumun CCMNT-2.
OencrBusn: MpoBepuTb 3anyLueH nm cepsep

astopmsaumun. [lepesarpysuts CCIMT-2. B cnyvae
NoOBTOPEHUS OWMOKM 06paTUTbCA Ha npeanpusTue-

M3roToBMUTENb

100B ID ceccunm  yxe ucnonb3yetcs  ApyruMm UNaeHTudukatop ceccum paboTbl Nofab3oBaTens  yxe
nosnb3oBaTteneM MCNONb3yeTCsa ANS APYron ceccuu.

AencrBua: MOBTOPHO  BbLIMOAHUTL  @BTOpPM3aUMUIO

nonb3oBaTens. B cnyyae noBTOpeHMs  owunbKM

O6paTVITbC$I Ha NpeanpunaTne-m3rotoBuTeENb
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OnucaHune

100C

100D

100E

100F

1010

1011

1014

1015

1016

CNMWKOM MHOIMO aKTMBHbIX Nonb3oBaTenemn

CepBep aBTOpU3aLUM pa6oTaeT B
0L HOMO/b30BaTENLCKOM pexume

CucteMHass owwubka Ha CTOpOHe cepBsepa
aBTopM3auunm

Owwnbka oTnpaBKu 3anpoca BbIX04a
nonb3oBaTtend

Monb3oBaTenb He HanaeH

Owwnbka nonyyenus IP-agpeca knmeHTa

HeBepHbIt TN nHTepdelica agMMHUCTpaTopa

Owwnbka nony4yeHnsa MMeEHU nonb3oBaTensd

Owwnbka nosyyeHus napons nosib3oBaTtens

[OCTUrHYTO MaKcuMManbHO  AOMYyCTMMOE  KOJIMYECTBO
aKTUBHbIX ceccmin paboTbl nonb3oBatens - 1024
ceccum.

AeicTtBuA: [oxaaTbCs 3aBepLIEHUS XOTS 6bl OA4HOM
ceccum paboTbl Monb3oBaTeNss U MOBTOPHO BbIMNOSHUTL
aBTOPU3auUMIO NoJsib3oBaTeNS.

CepBep aBTopusauuu ccnT-2 nepewen B
OAHOMONb30BaTENbCKUI  pexXnM paboTbl NO MNpUYMHE
HapyLleHNs LUenoCTHOCTU KOMMOHEHTOB OnepauuoHHOM
CUCTEMbI UK NporpaMMHoro obecneuexHuns CCMNT-2.
OeicTtBuA: BbINONHUTL aBTOPU3AUUIO C  CUMCTEMHOM
KOHCO/IM  KakK nonb3oBaTens admin. [poseputb
LefIoCTHOCTb nporpamMMmHoro obecnederHuns. B cnyvae
HapyLleHNs LUeNoCTHOCTM HEeMeAsIEHHO BbIKJIYUTb
CCNT-2 n o6paTuTbCsa Ha NpeanpusaTUe-n3roToBuTeNb

Bo Bpemsa o6paboTku 3ampoca Ha CTOpPOHe cepBepa
asTopu3aumn CCIMT-2 npousowna cucremHas owmbka -
owmnbka onepaumMoOHHOM CUCTEMbI.

[eicTBus: MoBTOPUTb 3aNpocC K CEpBEPY aBTOpM3aLMW.
B cnyyae noBTopeHus owunbknm obpatuTbCa  Ha
npeanpusaTUe-ns3roToBuTeNb

Owwnbka Npun oTNpaBKe 3anpoca Ha 3aBepLleHne ceccun
paboTbl Nonb3oBaTens cepsepy aBTopusaunn CCMNT-2.
OencTBuna: [MpoBepuTb 3anyLeH nm cepsep
asTopu3aunmu. [OBTOPHO BbINOAHUTL 3anpoc. B cnyvae
noBTOpeHns owunbkn o06paTuTbca Ha npeanpusaTne-
N3roToBUTENb

Monb3oBaTenb C ykasaHHbIM MMEHEM He HalgeH cpeau
cylwiecTBytowmx nonb3osatenen CCMT-2

HeBo3moxHO onpegenutb IP agpec ynpasnstowero
KOMMblOTEPA, C KOTOPOro BbIMOJIHAETCSA aBTOpU3auUus
nonb3oBartens.

DeicTBus: [TOBTOPHO  BLIMOAHWUTL  aBTOpU3aLMUIO
nosib3oBaTeNnsi C CMCTEMHONM KOHCO/IM, a 3aTeM OnATb C
ynpasngoWero KoMmnbloTepa. B cnyyae noBToOpeHus
owmnbkn obpaTUTLCA Ha NpeanpusaTUe-nu3roToBmTeNb

Owwnbka onpeneneHns unm HEN3BECTHbIN ™R
nHTepderica ynpasnenuns CCMNT-2.

DencrBun: Mcnonb3oBaTb TONbKO cpeacTsa
ynpasneHums, npeaocrasnsemble npeanpuaTnem-
n3rotosutenem

Ownbka nony4yeHms UMEHMU nonb3oBaTtena  Ans
aBTOpM3aunm.

OencrBua: Mcnonb3oBaTb TOJIbKO cpeancTea
ynpasfieHus, npeaocraBnasieMble npeanpusaTneM-
nsrotosutenem. B cnyuyae noBTOopeHus  owunbkmn
0bpaTuTbCa Ha NpeanpuaTMe-n3roToBUTENb

Owwnbka nonyyeHuss napons nonb3oBaTens  Ans
aBTOpM3auuu.

AeicrBus: Wcnonb3oBaTb TONbKO cpencTsa
ynpasneHus, npeaocTassieMble npeanpusiTueM-
u3rotoBuTeneM. B  cnyyae  NOBTOpeHUs  OWWEKMU
06paTUTbCs Ha NpeanpusTUe-U3roToBUTENb

1017

1018

Owwmbka KOMMUAAUUN perynsipHoro
BbIpaXKeHUs

HensBecTtHas KkomaHaa

CucteMHass owunbka nNpU  KOMOWASUMW  perynspHbIX
BblpaX€HU B KOMaHAHOM nHTepderice CCMNT-2
DeictBusa: TlpoBepuTb LENOCTHOCTb KOMMOHEHTOB
nporpaMMHoro obecneyeHus CCMT-2. B cnyvae
noBTOpeHns owunbkn 06paTuTbCa Ha npeanpusaTne-
N3roToBUTENDb

[Monb3oBaTtenb BBE/ KOMaHAy, KOTopas He pacrno3HaeTcs
KOMaHAHbIM uHTepdencom CCMT-2 u He BXOAUT B
COCTaB KOMaHAHOro A3blKa.
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OnucaHune

1019

101A

101B

101C

HekoppeKTHbIN NapaMeTp B KOMaHAHOW CTpoKe

HepnocTtaTouHo npuBwnaeruii ans onepauum

HeBepHbIN apryMeHT

Owwnbka perncrpaummn cobbiTus

B KoMaHAae ncnosb3yeTcs napamertp, He
NpeayCcMOTPEHHbI CUHTAKCMUCOM.

DeiictBusa: Bocnonb3oBaTbCs KOHTEKCTHOM CnpaBKoOl
Nno KOMaHae WIM HaCTOSIWMM PYKOBOACTBOM  A/A
YTOYHEHUS CUHTaKcKca

Monb3oBaTens He obnapaer npusBunernen, Tpebyemon
ANS BbINONHEHUS KOMaHAbI

HekoTopsble apryMeHTbl BbIMNOJIHEHUS dyHKUNN
KOMaHAHOro nHTepderica MMET  HeJoMNyCTUMble
3HayeHuns

OenctBusa: [poBepuTb LENOCTHOCTb  KOMMOHEHTOB
nporpaMmmHoro obecnedenns CCIMT-2. B cnyvae
NoBTOPEHUST OWMOKM 06paTUTbCA Ha npeanpusTue-
N3roToBuTENDb

Owmnbka npu oTnpaBke 3anpoca CepBepy perucrpauunmn
ccnT-2.

OeAcTBua: poBepuTh 3anyLeH v cepsep
pernctpaunmn. [lpoBepuUTb LENOCTHOCTb KOMMOHEHTOB
nporpaMmmHoro obecnedyenHns CCIMT-2. B cnyvae
NnOBTOpeHUs owunbkn o06paTuTbCad Ha npeanpusaTue-
N3roToBUTENb

101D

101E

Owwnbka ocTaHOBa yCTpoOMCTBa

OxupaeTtcs napameTp

CucteMHass owwubka npu  BbINOJIHEHMM  OCTaHOBa
onepaumoHHOM cUCTeMbl U BbikaoveHns CCMNT-2.
OenctBusa: TpoBepuTb LENOCTHOCTb  KOMMOHEHTOB
onepaunoHHon cuctembl CCMT-2. B cnyyae NoBTOpPeHUS
ownbkn 06paTUTLCS Ha NpeanpusaTUe-n3roToBuTENb

OTCYTCTBYIOT HeobxoauMble napaMeTpbl KOMaHAbI.
neﬁCTBMﬂ: Bocnonb3oBaTbC KOHTEKCTHOM CI'IpaBKOVI
no KoMaHAe waIn HactoAwMM  pyKoBOACTBOM  ANd
YTOYHEHUA CUHTAKCUCa

101F

1020

1021

1022

1023

1024

1025

[JOCTUrHYTO HEOXUAaeMOe OKOHYaHMe BBOAA

Owwnbka nepesarpyskm yCTponcCTBa

MponyuweH IP-agpec

MponyweHo nMsa dunbTpytowero nHTepdeica

Owwnbka yteHunsa danna koHbwurypaunm CCNT

OunbTpylOWMin  MHTEPdENC C  3aAaHHbIM
MMEHeM He HalaeH

HeBepHbIt HOMep UNbTpytoLWwero nHTepdeiica

Mpy 4TeHUM oyepesHOW NeKceMbl KOMaHAHOM CTPOKM
06Hapy»XXeHO OTCYTCTBUE AaHHbIX.

DeiictBusa: Bocnonb3oBaTbCsi KOHTEKCTHOW CnpaBKol
no KoOMaHAe WM HacCTOSIWMM PYKOBOACTBOM  ANS
YTOYHEHUS CMHTaKcuKca

CucteMHas owwnbka nNpu BbINOJIHEHUM MNepe3arpysku
onepaumoHHon cuctembl CCMT-2.

AencrBua: [poBepuTb LENOCTHOCTb KOMMOHEHTOB
onepaumoHHon cuctembl CCMT-2. B cnyyae noBTOpeHUs
ownbKM 06paTUTLCS Ha NpeanpusiTMe-u3roToBuTeNb

B COOTBETCTBMM C CUMHTAKCMCOM KOMaHAbl Heob6xoammo
ykasaHue IP agpeca.

AencTtBua: Bocnonb3oBaTbCsi KOHTEKCTHOM CnpaBKoOW
no KOMaHAe WM HacToAWWMM pYKOBOACTBOM AN
YTOUYHEHUS CMHTaKcKuca

B COOTBETCTBMM C CMHTaKCMCOM KOMaHAbl HeobxoAnMO
yKa3aHMe CUMBOJIMYECKOrO0 WUMeHM  dUNbTpylowWwero
nHTepdelica.

AeAcTBusA: BoCMnonb30BaTbCs KOHTEKCTHOW CripaBKoW
no KOMaHAe WM HacCToAWWMM PpYyKOBOACTBOM AN
YTOUYHEHUS CUHTaKcuca

CucreMHas owunbka yTeHUs danna TeKyLuemn
KOHurypaumnm CCMOT-2.

OenctBusa: [poBepuUTb LIENOCTHOCTb  KOMMOHEHTOB
onepaunoHHon cuctembl CCMT-2. B cnyyae NoBTOpeHuS
ownbkM 06paTUTLCS Ha NpeanpusaTMe-n3roToBuTENb

YKa3aHHOe B KOMaHAe CUMBOJIMYECKOE WMA  He
NPUCBOEHO HU OAHOMY M3 DUABTPYOLWMX UHTEpdENCOB
ccanT-2

Heponyctumbll  HOMep  dunbTpytowero uHTepdelica
ccnT-2.
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1026

1027

1028

1029

102A

102B

102C

102D

102E

HeBepHbin  dopmaT HoOMepa WAW  MMEHMU
duneTpylowero nHtepderica

MponyuweHo uMsa KoHbUrypauum

HeBepHbii dOpMaT UMEHU [AOMNOSIHUTENIbHOMN
KOHMUrypauum

I'Iponyl_ueHo MMA NoNib30BaTenNA

HeBepHbIit hopMaT UMEHM MONb30BaTENS

MponylueH cTapblit Naponb

MponyueH naposb

HeBepHbii opmaT napons

Maponu He cosnagatoT

Homep wan cumBonMuyeckoe UMSA  GUALTPYIOLLErO
nHtepgderica CCMT-2 He COOTBETCTBYET MPUHATOMY

dopmaTy

B coOTBETCTBMM C CUMHTAKCMCOM KOMaHAbl Heobxoaumo
yKasaHue MMeHU AOMOSHUTENbHOW KOHDUIypaumn.
AencTBusa: Bocnonb3oBaTbCs KOHTEKCTHOW CnpaBKOW
Mo KoMaHAe WM HacTosIlMM  PYKOBOACTBOM AN
YTOYHEHUS CUHTaKcuca

NMs fononHUTENbHOW KOHMUrypaumMm He COOTBETCTBYET
npuHsToMy dopmaty

B COOTBETCTBMM C CMHTaKCMCOM KOMaHAbl Heob6xoanMMo
yKasaHue nMeHu nons3osatens CCIMT-2.

OdeicTBusA: BocCnonb3oBaTbC KOHTEKCTHOW CMpaBKOM
no KOMaHAe WAW HacCTosWMM PYKOBOACTBOM AN
YTOUYHEHUSA CUHTaKcuca

nms nosnb3oBaTens ccnT-2 He COOTBETCTBYET
npuHsaToMy cdopmaTty

B COOTBETCTBMM C CUMHTAKCUCOM KOMaHAbl Heo6xoAnMO
yKasaHue ctaporo napons nonb3osatens CCMT-2.
OeicTBusA: BocCnonb3oBaTbCs KOHTEKCTHOW CnpaBKoOM
no KOMaHAe WAW HacCTosWMM PYKOBOACTBOM AN
YTOUYHEHUS CUHTaKcuca

B COOTBETCTBMM C CUMHTAKCUCOM KOMaHAbl Heo6xoAMMO
yKasaHue naponsa nonb3osatens CCMT-2.

OeicTtBusA: BocCnonb3oBaTbCs KOHTEKCTHOW CMpaBKoOM
no KOMaHAe WAW HacCToSWMM PYKOBOACTBOM AN
YTOUYHEHUS CUHTaKcuca

Maponb nonb3oeatensa CCMNT-2 He cooTBeTcTBYET
npuHATOMYy dopmaTty

MoBTOpPHbLIN BBOA Mapons nonb3oBaTens OT/M4YaeTcs oT
nepBoHa4vanbHOro

102F

MponyLeH cnMcok NpuBUAErnii Nonb3oBaTens

B COOTBETCTBMM C CUMHTAKCMCOM KOMaHAbl Heob6xoAnMO
yKasaHue crnvicka npusunerunii nonb3osartens CCMNT-2.
AeicTBuAa: Bocnonb3oBaTbCsl KOHTEKCTHOW CrnpaBKoOM
no KoMaHAe WM HacToSlMM PYKOBOACTBOM  ANA
YTOUYHEHNSA CUHTaKcKuca

1030

1031

1032

1033
1034

1035
1036

HenopnepxuBaeMblit napameTp

HeBepHbIn bopmaTt kpuTepus otbopa

HeeepHo paTta/Bpems

HeBepHbIlt hopmaT aatbl/BpeMeHun

HeaonycTuMmblii MHTEpBan AaTbl/BpeMeHM

HeBepHbit popmaT IP-agpeca

Heponyctumbiin IP agpec

Monb3oBaTtenb B KOMaHAHOW CTpoKe BBEen MapaMeTp,
KOTOPbIA HEe pacno3HaeTcs KOMaHAHbIM WHTepdencom
CCNT-2 n He BXOAMT B COCTaB KOMaHAHOIO A3blka.

Kputepuini otbopa He COOTBETCTBYET MPUHATOMY
dopmaty

YKasaHo HefonyCcTuMoe 3HavyeHne AaTbl/BpeEMEHMN.
AeicrBuAa: Bocnosnb3oBaTbCsl KOHTEKCTHOW CrnpaBKoOM
no KOMaHAe WM HacCTOAWWM pYKOBOACTBOM  ANA
YTOYHEHUS CUMHTaKcuca

[aTa/BpeMs He COOTBETCTBYIOT NPUHATOMY dopmaTy

YKkazaHo HeponycTumoe 3HayeHne WHTepBana
0aTbl/BpeMEHMN.

AencTBusa: Bocnonb3oBaTbCs KOHTEKCTHOW CnpaBKoOW
no KOMaHAe WKW HacCTOAWWMM pYyKOBOACTBOM AN
YTOYHEHUSA CUHTaKcuca

IP agpec He cooTBeTCTBYET NpuHATOMY dopmaTy

YKa3zaHo HeponyctuMoe 3HayeHune IP agpeca
AeicTBuAa: Bocnonb3oBaTbCsl KOHTEKCTHOW CrpaBKoOM
no KOMaHAe WM HacTOAWWM PpYyKOBOACTBOM  ANA
YTOYHEHWS CMHTaKcuUca
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1037

1038

1039

103A

103B

103C

103D

103E

103F

1040

1041

1042

1043

1044

1045

MponyuweH nyTb Ha FTP-cepBepe

HesepHbln bopmaT nyTn Ha FTP-cepsepe

MponyweHo nmMsa nonb3osaTtens FTP-cepsepa

HeBepHbIt dopmaT nMeHu nonb3osatens FTP-
cepsepa

lMponyweH naponb nonb3osatensa FTP-cepsepa

HegonycTumblit TMN npasuna GunbTpaumm

HepnonycTuMblit HoMep NpaBuna GuabTpaumm

HeBepHbI ¢opmaTt HoMepa npasuna
punbTpaumm

MponyLeHo onpeaeneHve npasuna
dunbTpaunmn

HegonycTumblit TMN npasBuna GunbTpaumm

Owwnbka yteHusa danna VLAN rpynn

NpoeHntTndumkatop VLAN yxe wucnonb3yetcs B
apyrov VLAN rpynne
Tabnuua VLAN rpynn nepenosiHeHa

VLAN rpynna yxe cyliectsyeTt

VLAN rpynna He HanaeHa

B COOTBETCTBMM C CMHTaKCMCOM KOMaHAbl HeobxoAnMO
yKasaHue nytn Ha FTP cepsepe.

OenctBusa: Bocnonb3oBaTbCs KOHTEKCTHOW CripaBKoOW
no KOMaHAe WM HacToAWWMM PpYKOBOACTBOM  ANA
YTOYHEHUSA CUHTaKcuca

Myt Ha FTP cepBepe He COOTBETCTBYET MPUHATOMY
dopmaTy

B COOTBETCTBMM C CMHTaKCMCOM KOMaHAbl HeobxoAnMO
yKasaHue nMeHu nonb3osartens FTP cepsepa.
DeiictBusa: Bocnonb3oBaTbCsi KOHTEKCTHOW CnpaBKoM
no KOMaHAe WM HacCTOAWMM PYKOBOACTBOM  ANA
YTOYHEHUNSA CUHTaKcuca

Mma nonb3oBatens FTP cepBepa He COOTBETCTBYET
npuHaTomy dopmarty

B COOTBETCTBUM C CMHTAKCUCOM KOMaHAbl HEo6XoAuMO
yKasaHue napons nonb3oBaTtens FTP cepsepa.
AeAcTBuA: BoCnonb30BaTbCs KOHTEKCTHOW CripaBKoOW
no KoMaHae WM HacCToAWWMM pYyKOBOACTBOM AN
YTOUYHEHUSI CUHTaKcKuca

YKkasaH HeaonycTMMblii Tun npaBwuna @uabTpauum B
KpuTepumn oTbopa.

OenctBusa: Bocnonb3oBaTbCA KOHTEKCTHOW CripaBKoOW
Mo KOMaHAe WAM HacCTOsIMM  PYKOBOACTBOM  ANS
YTOYHEHUS CUHTaKcuca

YKasaHO HeaonycTMMoe 3HayeHWe Homepa npasuia
¢punbTpaumm, nHtepsana spemeHn nnn VLAN rpynnbl.
OenctBusa: Bocnonb3oBaTbCA KOHTEKCTHOW CripaBKoOW
no KoMaHAe WAM HacCToSAWMM PYKOBOACTBOM  ANS
YTOUYHEHUS CMHTaKcuca

Homep npasuna @unbTpaunu, uHTEepBana BpPeMEHU WUAu
VLAN rpynnbl He COOTBETCTBYET NMPUHATOMY opmaTy

B COOTBETCTBMM C CMHTaKCMCOM KOMaHAbl HeobxoAnMOo
yKasaHue onpeaeneHuns npasuna puneTpaumn,
nHTepsana spemeHun unm VLAN rpynnebl

AeAcTtBuA: BoCnonb30BaTbCs KOHTEKCTHOW CripaBKoOW
no KOMaHAe WM HacCToAWWMM PpYyKOBOACTBOM AN
YTOUYHEHUSI CUHTaKcuca

YKaszaHo npaBuio ¢punbTpaumm HegonycTMMoro Tuna.
AeAcTBUA: BoCMNonb30BaTbCs KOHTEKCTHOW CripaBKoOW
no KoOMaHAe WM HacCToAWWMM pYyKOBOACTBOM AN
YTOUYHEHUSI CUHTaKcKuca

CucteMHass owubka uyTeHus ¢arna VLAN rpynn
Tekylero Habopa npaswu.

AenctBusa: [poBepuTb LENOCTHOCTb  KOMMOHEHTOB
nporpaMmmHoro obecnevenHns CCIMT-2. B cnyvae
noBTOpeHnst owWnbkn 06paTUTLCS Ha npeanpusTue-
N3roToBUTENb

NaoeHTndukatop VLAN He MOXeT BXoAUTb B ABe u bonee
VLAN rpynnbl

[JOCTUrHYTO MaKkcuMMasnbHO [O0MyCTUMOE  KOJSIMYECTBO
VLAN rpynn B TekyLieM Habope npasun

VLAN rpynna C ykasaHHbIM HOMEPOM YyXe CyLLleCTBYeT B
TekyleMm Habope npasun

B Tekywem Habope npaBun He cywectByer VLAN
rpynnbl C yKa3aHHbIM HOMEPOM

1046

Owwnbka 3anucu cdaina VLAN rpynn

CucteMHasa owwubka 3anucm darna VLAN rpynn
Tekylero Habopa npasui.

OenctBusa: TpoBepuTb LENOCTHOCTb  KOMMOHEHTOB
nporpaMMHoro obecneyeHns CCMT-2. B cnydae
NOBTOPEHMSI OWMB6KN 06paTUTLCS Ha npeanpusitue-
N3roToBUTENb



182

CCIIT-2 - lpunoxeHuns

Kon CoobuweHne OnuncaHne

1047 BHyTpeHHsas owmnbka 6ubnmotekn CCMT CucteMHas owwubka npu  BbINOSHEHUN  DYHKUUMK
6ubnuotekn CCNT-2.
DenctBusa: [poBepuTb LENOCTHOCTb  KOMMOHEHTOB
nporpaMMHoro  obecneyeHus CCMT-2. B cnyvae
MOBTOpeHUss owmnbkm obpaTutbCca Ha npeanpusTue-
M3roToBUTENDb

1048 CuHTakcmyeckass owwnbka B onpeaeneHun  OnpeneneHue npasuna bunbTpaumu, NHTEpBana

npasuna BpeMeHn wnm  VLAN rpynnbl  He  COOTBETCTBYeT

CUHTaKCcucy

1049 Owwnbka uteHus cdaina MAC npasun CucteMHas owubka uyTeHuss daina MAC npasun
dunbTpaumm Tekyuero Habopa npasu.
DencTBusa: [poBepuTb LENOCTHOCTb  KOMMOHEHTOB
nporpaMMHoro  obecneyeHus CCMT-2. B cnyvae
MOBTOpeHUss owmnbkm obpaTutbCca Ha npeanpusTue-
M3roToBUTENDb

104A Tabnnua MAC npaBui nepenosiHeHa LOCTUrHYTO MakcuMmarsnbHO gonyctumoe konmyectso MAC
npasun GunbTpauMm B TekylleM Habope npasun

104B MAC npaBuno yxe cylwecTsyeT MAC npasuno ¢unbTpauum C yKa3aHHbIM HOMEPOM YyXxe
CylecTByeT B TeKyLweM Habope npasun

104C MAC npaBuno He HangeHo B TekyweM Habope npaBun He cyuwectsyer MAC
npasuna GunbTpaumm C ykasaHHbIM HOMEPOM

104D Owwnbka 3anucu danna MAC npasun CucteMHaa owwubka 3anmcn danna MAC npasun
dunbTpaumm Tekyuero Habopa npasun.
DeicTtBusa: [poBepuTb  LIENOCTHOCTb  KOMMOHEHTOB
nporpaMmmHoro obecneyeHmss CCMT-2. B cnyvae
NOBTOPEHUS owWwunbkM 06paTuUTbCA Ha npeanpusaTne-
MU3roTOBUTENDb

104E Owwnbka yteHusa darina ARP npasun CucteMHass owubka uyTeHua arina ARP  npasun
dunbTpaunm Tekyuwero Habopa npasu.
DAeicTtBusa: [poBepuTb LEMNOCTHOCTb KOMMOHEHTOB
nporpaMmHoro obecneueHms CCMT-2. B cnyvae
NnoBTOpPeHUs owunbkn 06paTuTbCa Ha npeanpusaTne-
M3roToBUTENDb

104F Tabnnua ARP npaBun nepenonHeHa LOCTUrHYTO MakcuMManbHO AonyctuMmoe konumyectso ARP
npasun GunbTpauMm B TekylleM Habope npasun

1050 ARP npasuno yxe cywecrsyeT ARP npaBuno cduabTpaumMm C ykasaHHbIM HOMEPOM YyXe
CyllecTByeT B TeKyLweM Habope npasun

1051 ARP npaBuno He HalaeHo B Tekywem Habope npaeBun He cyuwectByeT ARP
npasuna gunbTpaumm C ykasaHHbIM HOMEPOM

1052 Owwnbka 3anmcu darna ARP npasun CucteMHaa owwubka 3anucn darina ARP  npasun
dunbTpaumm Tekywero Habopa npasu.
AenctBusa: [poBepuTb LENOCTHOCTb  KOMMOHEHTOB
nporpaMmHoro obecneyeHmss CCIMT-2. B cnyvae
noBTOpeHns owunbkn o06paTuTbCa Ha npeanpuaTne-
M3roToBUTENDb

1053 Owwnbka yteHuns darina IP npasun CucteMHass owwubka uteHusas dawna IP  npasun
dunbTpaunm Tekylwero Habopa npasu.
DeicTtBua: T[poBepuTb LEMNOCTHOCTb KOMMOHEHTOB
nporpammHoro obecneuenma CCMT-2. B cnyvae
NnoBTOPeHUs owunbkn 06paTuTbCa Ha npeanpusaTne-
M3roToBUTENDb

1054 Tabnuua IP npaBun nepenonHeHa [OCTUrHYTO MakCMManbHO AonycTtuMmoe Konu4yectso IP
npaeun GuabTpaumm B TeKkylleM Habope npasun

1055 IP npaBuno yxe cyuwecTsyeT IP npaBuno @unbTpaumMm C yKasaHHbIM HOMEPOM YyXe
CcylwlecTByeT B TeKyLweM Habope npasun

1056 IP npaBuno He HanaeHo B TekyweM Habope npaBun He cyuwectByeT IP npaBuna

¢unbTpaLMmn ¢ ykasaHHbIM HOMEPOM
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1057 Owwnbka 3anucu cdaiina IP npasun CucteMHasa owwubka 3anmcm  darna IP  npasun
¢punbTpaumm Tekyuero Habopa npasu.
OenctBusa: TpoBepuTb LENOCTHOCTb  KOMMOHEHTOB
nporpaMmMHoro obecneyeHns CCMT-2. B cnydae
noBTOpeHnss owunbkn o06paTuTbCad Ha npeanpusaTue-
N3roToBuTENb

1058 Owwnbka yteHusa danna IPX npasun CucteMHass owwubka uyTeHua danvna IPX npasun
punbTpaumm Tekywiero Habopa npasun.
OenctBusa: TpoBepuTb LENOCTHOCTb  KOMMOHEHTOB
nporpaMmmHoro obecnedenmns CCIMT-2. B cnyvae
NnOBTOpeHUs owunbkn o0b6paTuTbCad Ha npeanpusaTue-
N3roToBuTENDb

1059 Tabnuua IPX npaBun nepenosiHeHa [JOCTUrHYTO MakcMManbHO AonycTtuMoe konmyectso IPX
npasun GunbTpauMm B TeKyLlleMm Habope npasun

105A IPX npaBuno yxe cywiecresyer IPX npasunno cdunbTpaunmn C yKasaHHbIM HOMEPOM YyXxe
CcylecTByeT B TekylieM Habope npasun

105B IPX npaBuio He HaliaeHo B Tekywem Habope npaBun He cyuwecTteyeT IPX npasuna
¢punnbTpaLMm C yKasaHHbIM HOMEPOM

105C Owwnbka 3anucu danna IPX npasun CucteMHass owwubka 3anucu danna IPX npasun
¢punbTpaumm Tekyuiero Habopa npasun.
AenctBusa: [poBepuUTb LENOCTHOCTb  KOMMOHEHTOB
nporpaMmmHoro obecrnevenHns CCIMT-2. B cnyvae
noBTopeHnst owWwnbkn 06paTUTLC Ha npeanpusTue-
N3roToBUTENb

105D Owwnbka yteHusa danna nHTepsanos BpeMmeHn CuctemHas owubka uTeHus danna MHTEpBanoB
BpeMeHu Tekyluero Habopa npasus.
AencrBua: T[poBepuTb LENOCTHOCTb KOMMOHEHTOB
nporpaMmmHoro obecnedyenHms CCIMT-2. B cnyvae
noBTOpeHns owunbkn ob6paTuTbCa Ha npeanpuaTue-
N3roToBuTENb

105E Tabnuua nHTEepBanoB BpeMeHU nepenosiHeHa | [JOCTUrHYTO MaKCMManbHO  AOMNYCTMMOE  KOJIMYeCcTBO
WHTepBasioB BPEMEHW B TekylleM Habope npasun

105F MHTepBan BpeMeHU yxe CcyllecTByeT MHTepBan BpeMeHW C YyKas3aHHbIM HOMEpPOM YyXe
CylecTByeT B TeKylieM Habope npasun

1060 MNHTepBan BpeMeHu He HalAeH B Tekywem Habope npaBun He cyllecTByeT MHTepBana
BPEMEHMU C YKa3aHHbIM HOMEPOM

1061 Owwnbka 3anucn daina nHTepeanos BpeMmeHn CuctemHass owubka 3anucu  dalna  MHTEpBanoB
BpeMeHu Tekyuiero Habopa npasun.
DeiictBusa: [poBepuTb LENIOCTHOCTb  KOMMOHEHTOB
nporpammHoro obecnedeHns CCIMT-2. B cnyvae
nosTopeHnst owmnbkn 06paTUTbC Ha npeanpusTue-
N3roToBuTENDb

1062 Owwnbka uteHus daiina AP npasun CucteMHasa owunbka uTeHus danna AP npasun
¢punbTpaumm Tekyuiero Habopa npasun.
DeiictBua: [poBepuTb LENOCTHOCTb  KOMMOHEHTOB
nporpaMMHoro obecneyeHns CCMT-2. B cnydae
noBTOpeHUss owunbkn o0b6paTuTbCs Ha npeanpusaTue-
N3roToBuTENb

1063 Tabnuua AP npaBun nepenosiHeHa [OOCTUrHYTO MakCuMasnbHO AoNyCcTUMoe Konmnyectso AP
npasun GuabTpaunm B TeKylem Habope npasun

1064 AP npasuso yxe cywecrsyeT AP npasuno ¢unbTpaummnm C yKasaHHbIM HOMEPOM Yxe
CyLLecTBYeT B Tekylem Habope npasun

1065 AP npaBuno He HangeHo B Tekywem Habope npaBun He cyuwectsyeT AP npasuna
punnbTpauMm C yKkasaHHbIM HOMEPOM

1066 Owwnbka 3anucu danna AP npasun CucteMHass owwubka 3anucm danna AP npasun

dpunbTpaumnm Tekywero Habopa npasuin.

OenctBusa: [poBepuTb LENOCTHOCTb  KOMIMOHEHTOB
nporpammHoro obecnedenns CCIMT-2. B cnyvae
NoOBTOPEHUS OWMOKM 06paTUTbC Ha npeanpusTue-
N3roToBUTENDb
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1067 VLAN rpynna wucnonb3yetcs B npaBuiax He gonyckaeTtcs yganeHue u3 Tekyuwero Habopa npasun
dunbeTpaumm VLAN rpynnbl, Ha KOTOpPYl uMeeTcs ccbinka u3 MAC,
ARP, IP nnu IPX npasun ¢punbTpaumm
1068 MHTepBan BpeMeHn UCMNob3yeTcs B npaBuiax He gonyckaeTcs yaaneHue u3 Tekyulero Habopa npasun
dunbTpaumm MHTEpBana BpeMeHW, Ha KOTOpblA MMeeTCs CCblka M3
MAC, ARP, IP nnun IPX npasun gunbTpauum
1069 AP npaBuno wucnonb3yetca B IP npaBunax He ponyckaeTtcs yaaneHue u3 Tekyuwero Habopa npasu
dunbTpaumm AP npasuna dunbTpaummn, Ha KOTOPYK MMeEEeTCs CCblika
n3 IP npaBun punbTpaummn
106A nobanbHoe NpaBuIO He MOXET ObiTb yaaneHo | YaaneHuwe rnobanbHbiX NpaBuia hunbTpaummn 3anpeLleHo
106B MponyweHo uMs [OMNONHUTENbHOro Habopa B cooTBETCTBMM C CMHTAKCMCOM KOMaHAbl HeobxoauMMo
npasun yKa3aHue MMeHU A0MOoNHUTeNbHOro Habopa npasus.
AencTBusa: Bocnonb3oBaTbCA KOHTEKCTHOW CnpaBKOW
no KoMaHAe WM HacCToSWMM PYKOBOACTBOM AN
YTOUYHEHUSA CUHTaKcmca
106C HeBepHbili dopMaT MMeHW pononHuTenbHoro  Mms AOMNOAHUTENIbHOIO Habopa npasun He
Habopa npasun COOTBETCTBYET NPUHATOMY opmaTy
106D Owunbka YTeHMss Ccnucka AOMNOJSIHUTENbHbIX CucTeMHass owubka npuM  MNONYYEHUM CMUCKa WMeH
HabopoB Npasun daiinoB AONONHUTENBHBLIX HabopoB Npasu.
AenctBusa: [poBepuTb LENOCTHOCTb  KOMMOHEHTOB
nporpaMmmHoro obecneyeHmss CCIMT-2. B cnyvae
noBTOpeHuss owmnbknu obpatntbCca Ha npeanpusTue-
M3roToBUTENDb
106E Owwnbka OTKpbITUS AONONHUTENbHOro Habopa | CucteMHas owmnbka OTKpbITUA danna AONONHUTENbHOMO
npasun Habopa npaswun.
AencrBuna: [poBepuTb LENOCTHOCTb  KOMMOHEHTOB
nporpaMmmHoro obecneyenHmss CCIMT-2. B cnyvae
NOBTOPEHUST OWMBKM 06paTUTbCA Ha npeanpusiTne-
M3roToBUTENDb
106F nobanbHoe MAC npaBuio OTCYTCTBYeT B 3arpyxaemblii Habop npasun o6s3aTtenbHO  A0SKEH
Habope npasun coaepxaTtb rnobansHoe MAC npasunio dunbTpauum.
DeicTtBusa: OTKoppekTUpoBaTb Habop npasBun Tak,
yTobbl OH coaepxan rnobanbHoe MAC npaBuio
bunbTpauum
1070 nobanbHoe ARP npaBuio OTCYTCTBYeT B 3arpyxaembii Habop npasBun o06a3aTtenbHO  [OSKEH
Habope npasun copepxaTb rnobanbHoe ARP npasuno gunbTpaumu.
DeicTtBusa: OTKOppekTUpoBaTb Habop npaBua Tak,
yTobbl OH copepxan rnobanbHoe ARP npasuno
dunbTpaumm
1071 nobanbHoe IP npaBwuno oTcyTCTBYET B Habope 3arpyxaembin Habop npasun o6sa3aTtenbHO  AOKEH
npaswun copepxaTb rnobancHoe IP npasBuno dunbTpauuu.
DeicTtBusa: OTKOppekTUpoBaTb Habop npaBua Tak,
yTobbl OH copepxan rnobanbHoe IP  npaBwno
dunbTpaumm
1072 [nobanbHoe IPX npaBuao oOTCyTCcTBYeT B 3arpy)xaembii Habop npaBun o06s3aTenbHO  [OSKEH
Habope npasun copepxaTb rnobancHoe IPX npaBuno dunbTpaumu.
AencrBusa: OTKoppekTUpoBaTb Habop npaBun Tak,
yTobbl OH copepxan rnobaneHoe IPX npaBuno
dunbTpaumm
1073 MAC npaBuno ccblnaeTcs Ha HecywecTsyowmin MAC npaBuno dunbTpauum M3 3arpyxaemoro Habopa
MHTEpBan BPEMEHU npaswun ccblnaeTcs Ha MHTepBan BPEMEHMU,
OTCYTCTBYIOLWMI B 3TOM Xe Habope npasu.
AeicTtBusa: OTKOppekTUpoBaTk Habop npasun, fLobasBuB
nHTEepBan BpemeHn nnn ncnpasms MAC npasunio
1074 ARP npaBuno ccblnaetcs Ha HecywecTeywowmnii ARP npaBuno ¢uabTpaumm wm3 3arpyxaemoro Habopa

UHTEPBA/ BpEMEHU

npasun ccblnaercs Ha nHTepBan
OTCYTCTBYIOLLMI B 3TOM Xe Habope npasu.
AencrBusa: OTKOppeKkTMpoBaTb Habop npasun, nobasus
MHTEepBan BpeMeHun unan ucnpasms ARP npasuno

BpEMEHMU,
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1075 IP npaBuno ccbinaeTcs Ha HecyuwecTBytowuni IP npasuno dunbTpaumm wu3 3arpyxaemoro Habopa
WHTEpBan BpeMeHmn npasun ccblnaeTcs Ha nHTEpBan BPEMEHMH,
OTCYTCTBYIOLWMI B 3TOM Xe Habope npasu.
AeincrBusa: OTKoppekTUpoBaTb Habop npasui, Ao6aBuB
WHTEepBan BpeMeHun nnm ncnpasus IP npaBuno
1076 IPX npaBuno ccelnaetca Ha HecyuwecTsywowmii IPX npasuno dunbTpaumm u3 3arpyxaemoro Habopa
WHTEpBan BpeMeHun npasun ccblnaeTrcs Ha MHTEepBan BpeMeHH,
OTCYTCTBYIOLMI B 3TOM Xe Habope npasuii.
AencrBua: OTKoppekTUpoBaTb Habop npasui, 4o06aBUB
MHTEepBan BpeMeHu nnm ncnpasus IPX npasuno
1077 MAC npaswsio ccblnaeTcs Ha MAC npaswno @uabTpaumMm u3 3arpyxaemoro Habopa
HecyuwecTsytowyto VLAN rpynny npasun ccelnaetcs Ha VLAN rpynny, oTCYTCTBYIOLWYO B
3TOM Xe Habope npaswui.
AencrBua: OTKoppekTUpoBaTb Habop npasui, 4o06aBUB
VLAN rpynny wnan ncnpasus MAC npasusno
1078 ARP npaBuno ccblnaetcs Ha HecywecTBytowyto ARP npasuno dunbTpaumm M3 3arpyxaemoro Habopa
VLAN rpynny npasun ccolnaerca Ha VLAN rpynny, OoTCyTCTBYylOLWYO B
3TOM Xe Habope npaswuin.
AencrBusa: OTKoppekTUpoBaTb Habop npasus, Aob6aBuB
VLAN rpynny wan ncnpasus ARP npasuio
1079 IP npaBuno ccobiaetcs Ha HecyuwecTBywwyto IP npasBuno dunbTpaumm w3 3arpyxaemoro Habopa
VLAN rpynny npasun ccolnaerca Ha VLAN rpynny, OoTCyTCTBYlOLWYO B
3TOM Xe Habope npaswui.
AeincrBusa: OTkoppekTUpoBaTb Habop npasui, Aob6aBuB
VLAN rpynny wan ncnpasus IP npasusiio
107A IPX npaBuno cceinaeTca Ha HecywecTeyowyto IPX npaBuno dunbTpaumm u3 3arpyxaemoro Habopa
VLAN rpynny npasun cceinaetcs Ha VLAN rpynny, OoTCYyTCTBYIOLWYO B
3TOM Xe Habope npasu.
OencrBusa: OTKoppekTUpoBaTb Habop npasun, AobasuB
VLAN rpynny wan ncnpasms IPX npasuio
107B IP npaBwno ccobinaeTca Ha HecywecTByowee IP npasBuno dunbTpaumMm M3 3arpyxaemoro Habopa
AP npaswuno npaeun ccblnaetcd Ha AP  npaBuno dunbTpauum,
OTCYTCTBYlOLLEEe B 3TOM Xe Habope npasui.
OencrBusa: OTKoppekTUpoBaTb Habop npasun, AobasuB
AP npasuno dunbTpauum nnm ncnpasus IP npasuio
107D JononHutenbHbIn Habop npasun yxe [ononHutenbHbli Habop NpaBun C yKasaHHbIM MMEHEM
cywiecTteyeTt yXe CyLlecTBYeT U He MoXeT 6biTb nepe3anuncaH.
OenctBusa: [Ona Toro u4tobbl MNOBTOPHO COXPaHUTb
OOMOSIHUTENbHbLIM  Habop npaBwun, ero HeobxoauMo
CHavana yaanutb
107E Het csobogHoM nosnymu onsa JOCTUrHYTO MakCMMasnabHO  AOMNYyCTUMOE  KOJIMYEeCTBO
AononHuTenbHOro Habopa npasun COXpaHeHHbIX AOMNOIHUTENbHbIX HabopoB npasun
107F Owwnbka COXpaHeHunsa [onosHnTeNnbHOro CucrteMHas owmnbka COXpaHeHuns darna
Habopa npasun AONoNHUTENbHOro Habopa npasu.
OenctBusa: TpoBepuTb LENOCTHOCTb  KOMMOHEHTOB
nporpaMmmHoro obecnedenHmss CCIMT-2. B cnyvae
NOBTOpeHUs owunbkn o06paTuTbCad Ha npeanpusaTue-
M3roToBuTESNb
1080 HepocTtaTouHo npas aocrtyna K Monb3oBaTenb He uMeeT npaB 3anucu B dann
AONoNHUTENbHOMY Habopy npasun AononHutTenbHoro Habopa npaswn.
OenctBusa: TpoBepuTb LENOCTHOCTb  KOMMOHEHTOB
nporpaMmmHoro obecnedeHns CCIMT-2. B cnyvae
noBTOpeHnss owunbkn o06paTuTbCs Ha npeanpusaTue-
W3roToBuUTENb
1081 JononHuTenbHbI Habop NpaBuU He HalaeH He cyuwectByeT ponosiHuTenbHoro Habopa npaBun C
YKa3aHHbIM UMeHeM
1082 Owwnbka yaaneHus AOMONHUTENbHOro Habopa [onb3oBaTenb He MMeeT nMpaB AOCTyna ANa yAaneHus

npaswn

¢dalina gononHuTenbHoro Habopa npaswu.

OenctBusa: TpoBepuTb LENOCTHOCTb  KOMMOHEHTOB
nporpaMmmHoro obecnedenHms CCIMT-2. B cnyvae
NnoOBTOpeHUs owunbkn o06paTuTbCa Ha npeanpusaTue-
N3roToBuTENDb
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1083

Owwnbka BoccTaHoBneHuns VLAN rpynn

CucteMHass ownbKa BOCCTAHOBAEHWUS MpeablayLero
coctosHmsa ¢darina VLAN rpynn Tekywero Habopa
npasuin.

[AeicTtBusa: [poBepuTb  LENOCTHOCTb  KOMMOHEHTOB
nporpammHoro obecneyenHms CCIMT-2. B cnyvae
nosTopeHns owWwunbkn 06paTuTbCad Ha npeanpusTue-
N3roToBUTENb

1084

1085

1086

1087

1088

Owwnbka BoccTtaHoBNeHMss MAC npasun

Owwnbka BoccTaHoBeHMss ARP npasun

Owwnbka BoccTaHoBNeHMs IP npasun

Owwnbka BoccTtaHoBNeHMs IPX npasun

Ownbka BOCCTaHOBJIEHUS MHTEpBanNoB
BpeMeHun

CucteMHass owwnbka BOCCTAHOBNEHUS MpeablayLero
coctosHms danna MAC npasun dunbTpauum TeKyLlero
Habopa npasu.

AencrBusa: [poBepuTb LENOCTHOCTb  KOMMOHEHTOB
nporpaMmmHoro obecneyenHmss CCIMT-2. B cnyvae
NOBTOPEHUST OWMOKM 06paTUTbCA Ha npeanpusiTne-
N3roToBUTENb

CucteMHass ownbka BOCCTAaHOBAEHWUSA MpeAblayLlero
coctosHus danna ARP npasun ¢unbTpaumm Tekylero
Habopa npasu.

DeicTtBusa: [poBepuTb LIENOCTHOCTb  KOMMOHEHTOB
nporpaMmmHoro obecneyeHms CCMT-2. B cnyvae
NOBTOPEHUS owWwmnbkn 06paTUTbCa Ha npeanpusaTne-
N3roToBUTENb

CuctemHass ownbka BOCCTAHOBEHUS MpeablayLlero
coctosHms danna IP npasun duneTpaumm TeKyLwero
Habopa npaswun.

AencTBusa: [poBepuUTb LENOCTHOCTb  KOMMOHEHTOB
nporpaMmmHoro obecneyeHmss CCIMT-2. B cnyvae
noBTOPeHNs owunbkn o0bpaTuTbCa Ha npeanpuaTne-
N3roToBUTENb

CuctemHass ownbka BOCCTAaHOBAEHUSA MNpeablayLlero
coctosHms davna IPX npaswn dunbTpauum Tekylero
Habopa npasu.

DOenctBua: [poBepuTb LENOCTHOCTb  KOMMOHEHTOB
nporpaMmmHoro obecneyenHmss CCIMT-2. B cnyvae
NOBTOPEHUST owWwmnbkM 06paTUTbCA Ha npeanpusaTue-
N3roToBUTENb

CucteMHaa owwnbka BOCCTAHOBAEHUS MpeablayLero
COCTOSHMS  havina MHTEpPBaNOB BpPEMEHM TeKyLero
Habopa npaswun.

OeictBusa: T[poBepuTb LENOCTHOCTb KOMMOHEHTOB
nporpaMmHoro obecneyeHmss CCIMT-2. B cnyvae
NnoBTOPeHns owunbkn 06paTuTbCa Ha npeanpuaTne-
N3roToBuTENDb

1089

108A

108B

Owwnbka BoccTaHoBNeHMs AP npasun

Owwnbka npocMoTpa AONONHUTENBHOrO Habopa
npasun

Owwnbka oTKpbITUS BpeMeHHOTro dalina

CucteMHass owwnbka BOCCTAHOBNEHUS MpeablayLero
coctosHus darina AP npasun dunbTpauum TeKylero
Habopa npasu.

AencTBusa: [poBepuTb LENOCTHOCTb  KOMMOHEHTOB
nporpaMmmHoro obecneyenHmss CCIMT-2. B cnyvae
NOBTOPEHUST OWMBKM 06paTUTbCA Ha npeanpusiTne-
N3roToBUTENb

CuctemHaa owwnbka npu obpaweHun Kk danny aAng
NpocMOTpa AOMONHUTENbHOro Habopa npasu.
DeicTtBusa: [poBepuTb  LIENOCTHOCTb  KOMIMOHEHTOB
nporpaMmmHoro obecneyeHms CCMT-2. B cnyvae
NOBTOPEHUS owWwunbkn 06paTUTbCa Ha npeanpusaTne-
N3roToBUTENb

CucteMHas owunbka oTKpbITUA daina ANns XpaHeHus
BPEMEHHbIX AaHHbIX.

OeictBusa: TlpoBepuTb LENOCTHOCTb KOMMOHEHTOB
nporpaMMHoro obecneyeHns CCMT-2. B cnyvae
noBTOpeHns owunbkn o06paTuTbca Ha npeanpusaTne-
N3roToBuTENDb
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108C Owwnbka npu ucnosb3oBaHUM 6ubnmnotekn Owmbka nNpu  BbINOJAHEHUMU  DYHKUMKM  BubAMOTEKMN
ncurses yrnpasfeHns TepMUHaAOM B TMOJIHOSKPAHHOM pexume
NpPOCMOTPa AaHHbIX KOMaHAHOrO uHTepderica CCMNT-2.
AenctBusa: [poBepuUTb LENOCTHOCTb  KOMMOHEHTOB
nporpammHoro obecnedenHns CCIMT-2. B cnyvae
NnoBTOpeHUss owWwunbkn 06paTUTbCs Ha npeanpusaTue-
U3roToBUTENb
108D Nms bunbTpytowero nHTepderica yXe YKaszaHHOoe CMMBOSIMYECKOE WMS  YXEe MPUCBOEHO
ncnonb3lyeTcs apyromy dunbTpyowemy nHtepdericy CCMNT-2
108E Owwnbka 3anucm daiina koHdurypaumm CCMNT  CucremHas owmnbka 3anucu darina TekyLen
KOHdUurypaumm CCNT-2.
OenctBusa: TpoBepuTb LENOCTHOCTb  KOMMOHEHTOB
nporpaMMHoro obecneyeHns CCMT-2. B cnydae
noBTOpeHnss owunbkn o06paTuTbCad Ha npeanpusaTue-
N3roToBUTENb
108F He noapmepxuBaetca B 3ToM  pedakumm KomaHaa He NoAAepXUBAeTCs B MCMNOMb3yeMOW Bepcum
nporpamMMHoro obecrneyeHus nporpaMMHoro obecrneyexHnss CCMNT-2
1090 HesepHbin dopmaT IP agpeca/mackm IP agpec wnn IP Macka He COOTBETCTBYHOT MPUHATOMY
dopmaTty
1091 Heponyctumas IP macka HekoppekTHoe 3HavyeHne Macku IP noacetun
1092 Cnucok Agoctyna 3anosiHeH Cnucok pgoctyna k ynpasneHuto CCIT-2 coaepxut
MaKCMManbHO AOMYyCTUMOE KONIMYECTBO 3anucemn
1093 MponyLlleHa 3anncb cnucka gocryna B CcOOTBETCTBUM C CUMHTAKCMCOM KOMaHAbl HEo6XxoAuMO
yKasaHue 3anucu cnucka gocrtyna K ynpasneHuto CCIT-
2.
AencTrBua: Bocnonb3oBaTbCsl KOHTEKCTHOM CnpaBKoOW
no KOMaHAe WM HacCToAWWM pYyKOBOACTBOM AN
YTOUYHEHUS CMHTaKcKuca
1094 JocTyn 3anpeleH B COOTBETCTBMMU CO CMUCKOM ABTOpM3aums nonb3oBartens ocyliecTBnseTcs C
aocTyna ynpasnswowero komnbtoTepa, IP agpec koTtoporo He
yAOBNETBOPSET HU OAHOW M3 3anuceln Crnmucka AocTyna K
ynpasneHuto CCMNT-2
1095 LLinto3 n IP agpec 13 pa3Hbix ceTen IP agpec wnio3a no yMon4aHuio AOS/DKEH npuHaanexaTb
ToM e camonm IP nopmcetm, uto wn IP appec
ynpasnsiwouwero Ethernet nntepdenca CCNT-2
1096 MapuwpyT No YMONYaHUIO yXKe CylecTByeT MonbITka NMOBTOPHOM HaCTpPOIKM MapLlwpyTa no
YMOYaHUIO
1097 MapLwpyT No yMonyaHuio yxe 6bin yaaneH MapwpyT no yMonyaHuw yxe 6bln  ydaneH wu3
MapwpyTHon Tabnuubl CCMNT-2
1098 HeBO3MOXHO MCNO/Ib30BaTb K/lOYEBOE C/I0BO He ponyckaeTcsa uMCnosb3oBaHWE KI/IHOYEBOro CfioBa B
KOHTEKCTEe KOMaHAbl
1099 CnmwkoM Mano punbTpyrwmx MHTepdencoB s MCNONb30BaHUS pexuma 3epkanmpoBaHus Tpaduka
ONA 3epKannpoBaHus CCNT-2 pomkeH 6bITb yKOMMNeKToBaH Tpems u 6onee
GunbTpyOLWUMK UHTEpdercamm
109A 3epkanupyemblit 1 cnywatowmnii nHtepdelicsl B pexnme 3epkanvMpoBaHust Tpaduka 3epKainpyembii u
OOSKHbBI 6bITb pa3NMYHbIMU cnywarwmnin nHTepdencebl AO0NXHbI O6bITb Ha3HaYeHbl Ha
pa3nnyHblie punbTpytowme nHtepdericel CCMNT-2
109B HeponycTtnmblil 3epkanupyeMblil HTepdeic Homep ykasaHHoro dowunbTpytowero nHtepderca CCMNT-2
He COOTBETCTBYET HAaCTpPOMKaM pexuma 3epKaainpoBaHus
Tpaduka
109C Heponyctumbiii nHTepsan IP agpecos HekoppekTHoe 3HayeHne ananasoHa IP agpecos
109D Owwnbka oTnpaBkuM  3anpoca nakeTHoMy Owwubka nNpwu OTnNpaBke 3anpoca MakeTHoOMYy GuUAbTpY
dunbTpy CCnT-2.

OencrBus: MpoBepuTb 3anyLeH M NakeTHbld GunbTp.
Mepesarpysute CCIMT-2. B cnyyae noBTOpeHUs owunbkm
06paTuTbCA Ha NpeanpuUsTMe-U3roToBUTENb
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109E MonyyeH owWMBOYHBIN OTBET OT MNakeTHoro HapyweHa  CTpyKTypa OTBETa, MOJIYYEHHOro  OT
duneTpa naketHoro ¢unbtpa CCMT-2.
DeictBusa: TlpoBepuTb LENOCTHOCTb  KOMMOHEHTOB
nporpaMMHoro  obecneyeHus CCMT-2. B cnyvae
noBTOPeHns owunbkn 06paTuTbCa Ha npeanpusaTne-
N3roToBuTENDb
109F Owwnbka nonyyeHms CMCTEMHON MHGpopmaumn | Owmnbka npu MONyyYeHUU WHPOPMaUMM O COCTOSTHUM
nporpaMMHoro obecneyeHus M onepaunoHHON CUCTEMbI
ccnT-2.
AeiicrBua: [poBepuTb LENOCTHOCTb  KOMMOHEHTOB
nporpammHoro  obecneveHma CCMT-2. B cnyvae
nosTopeHns owWwunbkn o06paTuTbCad Ha npeanpusTue-
N3roToBUTENb
10A0 HeponycTtnmoe 3HayeHne TanM-ayTa HekoppekTHoe 3HayeHune TalriM-ayTa
10A1 Ownbka 3anycka nakeTHoro guabTpa Owwnbka npw 3anycke naketHoro ¢gunetpa CCMT-2.
DeictBusa: TlpoBepuTb LENOCTHOCTb  KOMMOHEHTOB
nporpaMMHoro obecneyeHus CCMT-2. B cnyvae
noBTOpeHns owunbkn 06paTuTbCca Ha npeanpuaTne-
N3roToBuTENDb
10A2 Heponyctumblii pa3mep Tabnuubl ceccui HekoppekTHoe 3HayeHne pasMepa Tabnuubl ceccum
10A3 Owwnbka OTKPbITUS AononHuTenbHoM CuctemMHas owwnbka OTKpbITUSA daina AONONHUTENbHOW
KOH(Urypaumm KOH(Urypaumm.
AeicrBua: [poBepuTb LENOCTHOCTb  KOMMOHEHTOB
nporpammHoro  obecneueHna CCIMT-2. B cnyvae
noBTOpeHns owunbkn 06paTuTbCa Ha npeanpuaTne-
N3roToBUTENDb
10A4 Owwnbka coxpaHeHus pononHutenbHon | CuctemHass owubka 3anucu darnna [AOMOHUTENbHON
KOHMbUrypauum KOHMUrypauum.
DOenctBua: [poBepuTb LENOCTHOCTb  KOMMOHEHTOB
nporpaMmmHoro obecneyenHmss CCIMT-2. B cnyvae
NoBTOPeHWs oOWKbKN 06paTUTbCa Ha npeanpusaTue-
N3roToBUTENb
10A5 [JononHutenbHas KOHMbUrypaums yxe ®ann AONOAHUTENbHOM KOHPUrypauum C YKa3aHHbIM
cyuwecTsyeT MMEHEM YyXe CyllecTByeT
10A6 Owwnbka UTeHMs cnucka [AOMNOJNIHUTENbHbIX | CMCTeMHass owunbka npu  MNOMYYEeHUW CNUcCKa UMeH
KOH(Urypaumm ¢aninoB AONONHUTENBHbBIX KOH(UIypaumi.
AeiicrBua: [poBepuTb LENOCTHOCTb  KOMMOHEHTOB
nporpammHoro  obecneuenHna CCIMT-2. B cnyuae
noBTOpeHUs owunbkn 06paTuTbCca Ha npeanpuaTne-
N3roToBUTENDb
10A7 HeT cBo6oaHOM No3uumMn ANS AOMNOAHUTENbHON | [JOCTUFHYTO  MakKCMMaibHO  AOMYCTMMOE  KOJIMYECTBO
KOH(Urypaumm COXPaHEHHbIX AOMONTHUTENbHbIX KOH(Urypaumin
10A8 HepocTtaTouHo npas nocTtyna K lMonb3oBaTenb He uvMeeT npaB 3anucu B dann
AONONHUTENBbHOW KOHMUrypauum AONOSTHUTENBbHOW KOHbUrypauum.
AenctBusa: [poBepuUTb LENOCTHOCTb  KOMMOHEHTOB
nporpaMmmHoro obecneyeHmss CCIMT-2. B cnyvae
noBTOPeHNs owunbkn o0bpaTuTbCa Ha npeanpuaTne-
N3roToBUTENb
10A9 JononHuTtenbHas KOHdUrypaums He HangeHa He cywecTByeT [OMNOMHUTENbHOW KOHGUrypaumun c
yKa3aHHbIM MMeHeM
10AA Owwnbka yAaneHus AononHutenoHow | Monb3oBaTtenb He WUMeeT npae AOCTyna Ans yAaneHus
KOHUrypaumm darina pononHUTENbHOM KOHbUrypaumm.
DeicTtBusa: [poBepuTb  LENOCTHOCTb  KOMMOHEHTOB
nporpammHoro obecneueHmsa CCMT-2. B cnyvae
nosTopeHnst owWwunbkn 06paTuTbCad Ha npeanpusTue-
N3roToBUTENb
10AB HeBepHbit pasmep arina A[ononHuUTeNbHOW ®dain AONONHUTENIbHOW KOHMUIypaumn, 3arpy>xxaemblin C

KOH(Urypaumm

ynpasnswowero komnbtotepa Ha CCMT-2, wumeet
HenpaBW/bHbIN pa3mep
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Kon CoobLeHne OnucaHne
10AC Owwnbka yTeHUS pononHuTenbHon CucteMHas owubka uyTeHuss danna AONONHUTENbHOM
KOHMUrypaumm KOHMUrypaumm.
OenctBusa: TpoBepuTb LENOCTHOCTb  KOMMOHEHTOB
nporpaMmMHoro obecneyeHns CCMT-2. B cnydae
noBTOpeHnss owunbkn o06paTuTbCad Ha npeanpusaTue-
N3roToBUTENb
10AD Owwnbka npocMoTpa pononHutenbHon CucteMHas owwnbka npu obpaweHun Kk danny ans
KOHbUrypaumm NpoOCMOTPa AONONHUTENbHOW KOHMUIypaunu.
OenctBusa: TpoBepuTb LENOCTHOCTb  KOMMOHEHTOB
nporpaMmmHoro obecnedenmns CCIMT-2. B cnyvae
NnOBTOpeHUs owunbkn o0b6paTuTbCad Ha npeanpusaTue-
N3roToBUTENb
10BO MakeTHOMY uUNbTPY OTNpaBfieHa HeuM3BecTHas HeusBecTHbIM KOA KOMaHAbl B CTPYKType 3anpoca,
KOMaHAa OTrnpaBneHHOM nakeTHoMy dunbTpy CCMNT-2.
OenctBusa: [poBepuTb  LENOCTHOCTb  KOMMOHEHTOB
nporpammHoro obecneveHns CCIMT-2. B cnyvae
noBTOpeHnss owunbkn o06paTuTbCs Ha npeanpusaTUue-
N3roToBUTENb
10B2 [Ons ycTaHOBKWM pexuMma nepepaynm cKopocTb Pexum nepepaunm Ethernet wuHTepdencos CCMT-2
nepegavun Ao/MKHa oTimMyaTtbes oT "autoselect” | (ynpasnswowero wnn  dunbTpylowmx) MoxeT  6bITb
yCTaHOBNEH TOMIBKO B TOM C/lyyae, ecnum CKOpPOCTb
nepeAayn ycTaHoBfeHa B 3HayeHWe OTIMYHOoe OT
“autoselect”.
10B3 HenopaepxxuBaeMbli pexum nepegauu HekoppekTHOe 3HayeHne napameTpa pexuma nepegayvu
10B4 He ykasaHbl gata uam spems B COOTBETCTBUM C CUMHTAKCMCOM KOMaHAbl Heob6xoAuMo
yKasaHue AaTtbl UM BpEMEHW.
AeAcTBuA: BoCnonb30BaTbCs KOHTEKCTHOW CripaBKoOW
no KOMaHAe WM HacToAWWM PpYyKOBOACTBOM  ANA
YTOUYHEHUS CMHTaKcuca
10B5 HeBepHbIn hopMaT BpeMeHun Bpemsa He cCOOTBETCTBYET MPUHATOMY popmaTy
10B6 HeBepHbIn bopmaT aaThbl [aTta He cooTBeTCTBYEeT NpUHATOMY dhopmaTy
10B7 Owmnbka yCTaHOBKN CUCTEMHOIrO BPEMEHU Owmnbka M3MEHEHNS CUCTEMHOIO BPEMEHM.
OenctBusa: TpoBepuTb LENOCTHOCTb  KOMMOHEHTOB
nporpaMMHoro obecneyeHns CCMT-2. B cnyvae
NnoBTOpeHUss owunbkn o06paTuTbCs Ha npeanpusaTue-
N3roToBUTENb
10B8 Henonyctnmas aaTta/BpemMs HekoppekTHOe 3HayeHue faTtbl NN BPEMEHU
10B9 Ynpasnsowmin nHTepdeinc BbiKItOYEH KoMaHAa He MOXeT 6bITb BbIMOIHEHA NPU BbIK/IIOYEHHOM
ynpasnswowem Ethernet nHtepderice CCMNT-2
10BA IP appeca NTP-cepBepa wn ynpasnsaiwowero [pn BbIKIOYEHHOM MapwpyTe no ymon4daHutio IP agpeca
MHTepderica U3 pasHbix ceTen NTP cepBepa u ynpasnswuwero Ethernet uHTepdelica
CCNT-2 ponXkHbl NpuHaanexaTb OAHOW W Toh xe IP
noaceTu
10BB NTP cepBep He onpeaeneH Mepen BbINONHEHMEM KOMaHAbl HEO6XOAMMO YCTaHOBUTb
IP appec NTP cepsepa
10BC Owwmnbka nonyyeHns CUCTEMHOIO BpeEMEHMU Owwnbka nony4veHus CUCTEMHOTO BpEMEHU oT
onepaumoHHon cuctembl CCMT-2.
OenctBusa: [poBepuTb LENOCTHOCTb  KOMMOHEHTOB
nporpaMmmHoro obecnevenns CCIMT-2. B cnyvae
noBTOpeHnss owunbkn 06paTuTbCsd Ha npeanpusaTue-
N3roToBUTENb
10BD Owwmnbka nopoxaeHus npouecca CucteMHas owwmnbka co3gaHumsa npouecca.
OenctBusa: [poBepuTb LENOCTHOCTb  KOMMOHEHTOB
nporpaMmmHoro  obecnevenns CCIMT-2. B cnyuvae
noBTOpeHnss owunbkn 06paTuTbCs Ha npeanpusaTue-
N3roToBUTENb
10BE HenonycTtnmoe 3HayeHue TaliM-ayTa HekoppekTHOe 3HayeHuMe TaWM-ayTa CUHXPOHM3aUMK

CUCTEMHOro BpeMeHu no npotokony NTP
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OnucaHune

10BF

10C0

Owwubka gocrtyna Kk cdalay yacoBoro nosica

Owwnbka co3gaHus JNIOKanNbHOro darna
yacoBoro nosica

CucteMHas owunbka OTKPbITUS WAN HEAOCTaTOYHO Mpas
A0CTyna K anny 4acoBoro nosca.

DeictBusa: TlpoBepuTb LENOCTHOCTb  KOMMOHEHTOB
nporpaMMHoro  obecneyeHus CCMT-2. B cnyvae
noBTOPeHns owunbkn 06paTuTbCa Ha npeanpusaTne-
N3roToBuTENDb

CucteMHas owwubka co3gaHus  daina  Tekyllero
4acoBoro nosica.
OeictBusa: T[poBepuTb LENOCTHOCTb KOMMOHEHTOB
nporpaMmHoro obecneyeHmss CCIMT-2. B cnyvae
noBTOpeHns owunbkn o06paTuTbCa Ha npeanpuaTne-
N3roToBUTENb

10C1

10C2

10C3

10C4

10C5

10C6

10C7

10C8

10C9

10CA

Owwnbka konupoBaHus daina 4acoBoro nosica

Owwnbka co3gaHNs CUMMBONIMYECKOW CCbIIKN Ha
darin yacosoro nosica

OwmnbKa N3MeHeHMs 4acoBOro nosica

HeBepHbI popmaT HoMepa

He HaigeHo cTpaH ANs KOHTUHEHTa/pernoHa

HekoppeKTHble napaMeTpbl BbIrpy3ku Ha FTP-
cepBep

Owwnbka OTNpaBKM 3anpoca cepsepy
perncrpaummn

HepoctaTouHo  nmpuBunernin  ans  3anpoca
perncrpaummn

CucteMHass owwubka Ha CTOpOHe cepsepa
pervcrpaumm

CepBepy perucrTpauunm oTnpasneHa
HensBeCTHas KoMaHAaa

CucteMHas owwnbka KOMUPOBaHMS AaHHbIX B dain
TeKyLero 4acoBoro nosica.

AeiictBua: [poBepuTb LENOCTHOCTb  KOMMOHEHTOB
nporpammHoro  obecneveHna CCMT-2. B cnyvae
nosTopeHns owWwunbkn o06paTuTbCad Ha npeanpusTue-
N3roToBUTENb

CucteMHas owunbka CO3A4aHUSA CMMBOJIMHYECKOW CCbIIKM
Ha dann TeKkyLlero 4acoBoro nosca.

AeiicrBua: [poBepuTb LENOCTHOCTb  KOMMOHEHTOB
nporpaMMHoro obecneyeHus CCMT-2. B cnyvae
noBTOPeHNs owunbkn 06paTuTbca Ha npeanpuaTne-
N3roToBUTENDb

Owwnbka obpalieHns unan HapylweHa CTpykTypa dawnna
cnucka 6ykBeHHbIX kogoB ISO3166 ans cTpaH Mupa.
DeicTtBusa: [poBepuTb  LIENOCTHOCTb  KOMMOHEHTOB
nporpaMmmHoro obecneyeHmss CCMT-2. B cnyvae
NOBTOPEHUS owWwunbkM 06paTuUTbCA Ha npeanpusaTne-
N3roToBUTENb

HekoppekTHbIi BBOA MOSib30BaTeNsl nNpu BbiI6ope HOBOIo
YacoBoro nosca

B dalinax onucaHuMs 4acoBbliX TMOSICOB O6HapyXeH
KOHTUHEHT/PErnoH, He COAep >alUni CTpaH.

DeicTtBusa: TlpoBepuTb LEMNOCTHOCTb KOMMOHEHTOB
nporpaMMHoro obecneyeHus CCMT-2. B cnyvae
NOBTOPEHUST OWMBKM 06paTUTbCA Ha npeanpusitue-
N3roToBUTENb

MNepen BbINOSIHEHMEM KOMaHAbl HEO6XOAMMO HACTPOUTL
napaMeTpbl  BbIFpy3ku  ¢dannos  perncrpauum  Ha
yAaneHHoln FTP cepsep

Owwnbka npu oTMpaBKe 3amnpoca cepBepy perncrpauum
ccnT-2.

AeiicrBusa: Mposeputb 3anyLieH 7] cepsep
peructpaumun. [lepesarpy3smtb CCMNT-2. B cnyvae
noBTOPeHNs owunbkn 06paTuTbCa Ha npeanpuaTne-
N3roToBUTENDb

Y nonb3oBaTens  HeAOCTaTOMHO  MpUBWUNIErMA  Ans
BbIMOJTHEHUSI 3aMpoca K CepBepy perucrpauum

Bo Bpemsa o06paboTkm 3anpoca Ha CTOpPOHe cepBepa
peructpaumum CCMT-2 npomsowna cucTteMHas owmbka —
owmnbka onepaunmoHHON CUCTEMBI.

AeicTBusa: MoBTOPUTb 3aNpocC K CepBepy aBTopu3aLMu.
B cnyyae noBTOopeHus owunbknm obpatuTbCca  Ha
npeanpusiTMe-nu3roToBuTENb

HeunsBecTHbIN KOA KOMaHAbl B CTPYKType 3anpoca,
oTnpaBneHHOM cepBepy permnctpauun CCHT-2.
DeicTtBusa: [poBepuTb  LIENOCTHOCTb  KOMIMOHEHTOB
nporpaMmmHoro obecneyeHms CCMT-2. B cnyvae
NOBTOPEHUS owWwmnbkn 06paTUTbCA Ha npeanpusaTne-
N3roToBUTENb
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Kon CoobLeHne OnucaHne
10CB Owwnbka npocMoTpa perncTpaumoHHbix CucteMHast owunbka BO BpeMsi 06paboTKM MOMYUYEHHbIX
3anucen perncTpaunoHHbIX 3anvcen ans npocMoTpa.
OenctBusa: TpoBepuTb LENOCTHOCTb  KOMMOHEHTOB
nporpaMmMHoro obecneyeHns CCMT-2. B cnydae
noBTOpeHnss owunbkn o06paTuTbCad Ha npeanpusaTue-
N3roToBUTENb
10CC [MapameTp yxe cylecTsyeT B cnncke kpuTepueB oTb6opa yKasaHHbIW napameTp
BCTpeyaeTcsa 6onee ogHOro pasa
10CD He HangeHo noaxopsiien ceccum B Tabnuue ceccut He HalWAeHO CeccMM C yKa3aHHbIM
HOMepoM
10CE Owwnbka yTeHuns danna cucTeMHbiX CucteMHas  owmbka  uTeHMs  danna  CUCTEMHbIX
coobLieHmnm COObLLEHNTA.
AencrBua: [poBepuTb LENOCTHOCTb KOMMOHEHTOB
nporpaMmmHoro obecnedyenHms CCIMT-2. B cnyvae
NnoBTOpeHUs owunbkn ob6paTuTbCa Ha npeanpuaTue-
U3roToBuTENb
10CF Heponyctumoe nms punbTpytowero YkasaHHOE€ CUMBOJIMYECKOE WMSi He TMpPUCBOEHO HWU
nHTepderica OAHOMY M3 puNbTpyOLWKNX nHTepdencos CCMNT-2
10D0 CucteMmHass owwubka Ha CTOpoHe nakeTHoro Bo Bpemsi 06paboTkM 3ampoca Ha CTOPOHE MaKeTHOro
¢punbTpa ¢punbtpa CCMNT-2 npousowna cuctemMHas owubka -
owmnbka onepaunoHHON CUCTEMBI.
OenctBus: MNoBTOPUTb 3anpoc K cepBepy aBTopu3aumu.
B cnyyae nosTopeHMs owunbknm obpaTuTbCa  Ha
npeanpuaTUne-mn3roToBuTesNb
10D1 BpemeHHoe IP npaBuio He HalAeHOo B Tekywem Habope npaBua He CyWecTBYeT BPEMEHHOIO
IP npaBuna dunbTpaunmn ¢ ykaszaHHbIM HOMEPOM
10D2 Owwnbka yteHns BpeMeHHbIX IP npaBun CucteMHasa owubka u4TeHus daina BpeMeHHbix IP
npasun GunbTpauumn Tekywero Habopa npasu.
OenctBusa: TpoBepuTb LENOCTHOCTb  KOMMOHEHTOB
nporpaMMHoro obecneyeHns CCMT-2. B cnyuae
noBTOpeHns owunbkn o06paTuTbCad Ha npeanpusaTue-
N3roToBUTENb
10D3 BpemeHHoe IP npaBuio yxe cyuiecrsyeTt BpemeHHoe IP npaBwno dunbTpauum C yKasaHHbIM
HOMEPOM yXe CyLlecTBYeT B TeKylleM Habope npasun
10D4 HeBepHbln naeHTudukatop VLAN 3HaueHne wugeHtTudukatopa VLAN He cooTBeTCTBYET
nNpUHATOMY dopmaTy
10D5 Heponyctumblie napametpbl NAT Mepen BbINOMHEHWMEM KOMaHAbl HEO6X0AMMO HaCTpOUTb
napameTpbl pexuMa TPaHCASUMU CETEBbIX aApecoB
10D7 Heponyctnmoe 3HaveHue noprta HekoppekTHOe 3HayeHne HoMepa MpUKIagHoro rnoprta
10D8 HeponycTuMmblli aManasoH NopToB HekoppekTHoe 3Ha4vyeHue AnanasoHa HOMepoB
NpUKNagaHbIX NOPTOB
10D9 HeBepHbit popmaTt MAC agpeca 3HaveHne MAC appeca He COOTBETCTBYET MPUHATOMY
dopmaTty
10DA Heponyctumbin MAC agpec HekoppekTHoe 3HavyeHne MAC agpeca
10DB IP agpec yxe cywectsyeT B ARP Tabnuue B ARP Tabnuue pexuMma TpaHCAsuMuM CeTEBbIX afpecoB
yXe MMeeTCs 3anucbh C yKasaHHbIM IP agpecom
10DC ARP Tabnuua 3anonHeHa JOCTUrHYTO MakCcuManbHO [OMYCTMMOE  KONM4YeCcTBO
3anucen B ARP Tabnuue pexuma TpaHCASUMKM CeTeBbIX
ajapecos
10DD He HanmpeHo noaxoasiwen 3anmcm B ARP B ARP Tabnuue pexuma TpaHCNSUMM CETEBbIX aApecoB
Tabnuue He HanaeHo 3anucu ¢ ykasaHHbiM MAC unu IP agpecom
10DE MopTt yxe cyliecTsyeTt B Tabnvue B Tabnuue nepeagpecauum pexuma  TpaHCAALMMK
nepeagpecauunm CETEBbIX aApecoB YXe WMEeeTCss 3anucb C YKas3aHHbIM
HOMEpOM MpUKAAAHOro nopTta
10DF Tabnuua nepeagpecaunmn 3anosiHeHa JOCTUrHYTO MakKcuMMasbHO  A0NYyCTUMOE  KOAM4YecTBO

3anucen B  Tabnuue nepeagpecauunm pexuma
TPaHCALUUN CEeTEBbIX afpecoB
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Kon CoobuweHne OnuncaHne
10EO He HalipeHo noaxopswen 3anucu B Tabnuue B Tabnuue nepeagpecaumn  pexuma  TpaHCasUum
nepeagpecauunm CeTeBbIX aApPECcOB He HaWAeHO 3anucu C YyKasaHHbIM
HOMEepoM MpUKNAAHOro nopTa
10E1 CucremHas owunbka Mpounsowna owwnbka onepaumoHHon cuctembl CCMNT-2.
DeicTtBua: TlpoBepuTb LEMNOCTHOCTb KOMMOHEHTOB
nporpammHoro  obecneueHna CCIMT-2. B cnyuae
noBTOpeHns owunbkn 06paTuTbCa Ha npeanpusaTne-
M3roToBUTENDb
10E2 Owwnbka yteHusa danna cnpaskn CCMAOT CucteMHaa owwubka 4TeHns danna KOHTEKCTHOM
cnpaBku KoOMaHAHoOro nHtepderica CCMNT-2.
DOenctBua: [poBepuTb LENOCTHOCTb KOMMOHEHTOB
nporpaMmHoro obecneyenHmss CCIMT-2. B cnyvae
NOBTOPEHUST owWnbKM 06paTUTbCA Ha npeanpusaTne-
N3roToBUTENb
10E3 HeT KOHTEeKCTHOW cnpaBKn AN KOMaHAbl Ons  KoMaHAbl He CyllecTByeT COOTBETCTBYHOLEro
pasgena B aline KOHTEKCTHOW CnpaBKW KOMaHAHOMO
nHTepderica CCNT-2
10E4 HapyweHa cTpykTypa ¢anna cnpasku CCMT HapyweHa BHYTpeHHSAs CTpykKTypa darina KOHTEKCTHOM
cnpaBkM KOMaHAHoOro nHtepderica CCMNT-2.
DOenctBua: [poBepuTb LENOCTHOCTb  KOMMOHEHTOB
nporpaMmmHoro obecneyenmss CCMT-2. B cnyvae
NOBTOPEHUST owWwmnbkM 06paTUTbCA Ha npeanpusaTne-
N3roToBUTENb
10E5 HeponycTuMmblli 3anpoc K CepBepy BbICOKOM Heu3BeCTHbIW KoA4 KOMaHAbl B CTPYKType 3anpoca,
rOTOBHOCTM OTNpaB/IEHHOM CepBepy BbICOKOM rotoBHOCTU CCMT-2.
[AeicTtBusa: [poBepuTb  LIENOCTHOCTb  KOMMOHEHTOB
nporpaMmmHoro obecneyenHms CCIMT-2. B cnyvae
NnoBTOpPeHUs owunbkn 06paTuTbCa Ha npeanpusaTne-
N3roToBUTENb
10E6 Heponyctnmele HaCTpOMKMn pexuma HekoppekTHble 3HayeHus napaMeTpoB  HaCTPOMKM
pe3epBMpoBaHUs pexmunma BbICOKOW roToBHocT CCMT-2
10E7 HekoppeKkTHbIN OTBET OT CepBepa BbICOKOW HapylweHa CTpykTypa oTBeTa, MOJSIyYEHHOro OT cepBepa
rOTOBHOCTU BbICOKOW roToBHOCTM CCIT-2, mnu HeuM3BECTHbIN KopA
oTBeTa.
DeicTtBusa: [poBepuTb  LENOCTHOCTb  KOMMOHEHTOB
nporpaMmmHoro obecneyenHms CCMT-2. B cnyvae
NnoBTOPeHUs owunbkn 06paTuTbCa Ha npeanpusaTne-
N3roToBUTENb
10E8 Owwnbka oTnpaBKM 3anpoca cepeepy BbICOKOM | Owmbka npu OTNpaBke 3anpoca CcepBepy BbICOKOM
rOTOBHOCTHU rotoBHoctn CCIT-2.
OeicTtBusa: MpoBepuTb 3anylleH NN cepBep BbICOKOM
rotoBHoctn. [epesarpy3aute CCMT-2. B cnayvae
NnoBTOPeHns owunbkn 06paTuTbCa Ha npeanpuaTne-
M3roToBUTENDb
10E9 Owwnbka nonyvyeHus oTBeTa OT cepBepa WcTekno BpeMs 0XuAaHWsA OTBETa OT CepBepa BbICOKOW
BbICOKOW FOTOBHOCTM rotoBHocTn CCIT-2.
OencrBua: MpoBepuTb 3anylleH NN cepBep BbICOKOM
rotoBHoctn. [epesarpy3ute CCMT-2. B cnyvae
NOBTOPEHUST OWKOBKM 06paTUTbCA Ha npeanpusTne-
N3roToBUTENb
10EA Owwunbka coeaMHEHUs C CepBEpOM BbICOKOM HepocTyneH cepBep BbiCOKOM roToBHocTM CCIT-2
rOTOBHOCTMU OeicTtBua: MpoBepuTb 3anylleH NN cepBep BbICOKOM
rotoBHoctn. [epesarpy3aunte CCIMT-2. B cnyvae
NOBTOPEHUST OWMBKM 06paTUTbCA Ha npeanpusiTne-
N3roToBUTENb
10EB HekoppeKTHbIN pa3mep aononHutenbHon ®dann AONONHUTENbHOW KOHMUrypauumn, 3arpyxaemomn B

KOHMUrypauum

TeKyLWY0  KOHMUrypauuio, WMeeT  HenpasW/ibHbIN
pasmep.

OeicTBusA: YaanuTb AONOSHUTENbHYO KOHGUIypaumio.
MpoBepnTb LENOCTHOCTb KOMMOHEHTOB MPOrpaMMHOro
obecneyenns CCMT-2. B cnyyae noBTOpeHUs oOwubKu
06paTnTbCs Ha NpeanpuaTUe-U3roToBUTENb
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Kon CoobLeHne OnucaHne

10EC Owwnbka yTeHns BpeMeHHoro dalina CucteMHas owwubka daina, coaep)xallero BpeMEHHble
OaHHble.
OenctBusa: TpoBepuTb LENOCTHOCTb  KOMMOHEHTOB
nporpaMmMHoro obecneyeHns CCMT-2. B cnydae
noBTOpeHnss owunbkn o06paTuTbCad Ha npeanpusaTue-
N3roToBUTENb

10ED NTP cepBep He HanaeH HepocTyneH NTP  cepsep ansa CUHXpOHMU3aunun
CUCTEMHOIO BpEMEHM

10EE TawnmayT onpoca NTP cepsepa Nctekno Bpema oxunaaHua oteeta oT NTP cepsepa Ha
3anpoc CMHXPOHM3aLMN CUCTEMHOIO BPEMEHM

10EF Owwnbka oTnpaBKu 3anpoca cepepy Owwunbka npu oTnpaBke 3anpoca CepBepy aBTopu3aunmn

aBTopMu3auunmn CCcnT-2.

OencrBusn: MpoBepuTb 3anyLieH v cepBep
aBTopm3sauunn. [epesarpysmtb CCIMT-2. B cnyvae
NnoBTOpeHUs owunbkn ob6paTuTbCa Ha npeanpuaTue-
U3roToBuTENb

10FO0 Owwnbka yTeHusa danna naponem CucreMHas owmnbka YTeHus danna naponemn
nonb3osatenen CCMNT-2.
DeiictBusa: [poBepuTb LENOCTHOCTb  KOMMOHEHTOB
nporpaMmmHoro  obecnevenns CCIMT-2. B cnyvae
noBTOpeHnss owunbkn 06paTuTbCsd Ha npeanpusaTue-
U3roToBUTENb

10F1 Owwnbka 3anucu cdaiina naponemn CucrteMHas owmnbka 3anucu darina naponemn
nonb3osatenen CCMNT-2.
OenctBusa: TpoBepuTb LENOCTHOCTb  KOMMOHEHTOB
nporpaMmMHoro obecneyeHns CCMT-2. B cnyvae
NnoBTOpeHns owunbkn o06paTuTbCad Ha npeanpusaTue-
N3roToBUTENb

10F2 He HanpeHo 3anucen B dainne naponemn ®darin  napone’ He COAEpPXUT  Y4YeTHbIX 3anucemn
nonb3osatenen CCMNT-2.
AenctBusa: [poBepuUTb LENOCTHOCTb  KOMMOHEHTOB
nporpaMmmHoro obecnedenHns CCIMT-2. B cnyvae
nosTopeHnst owmnbkn 06paTUTbC Ha npeanpusTue-
U3roToBUTENb

10F3 HeBepHbln hopmaT alina naponen HapyweHa BHyTpeHHsiS CTpykTypa danna naponen
nonb3osatenen CCMNT-2.
DeiictBusa: [poBepuTb LENIOCTHOCTb  KOMMOHEHTOB
nporpammHoro obecnedeHns CCIMT-2. B cnyuvae
nosTopeHnst owmnbkn 06paTUTbCs Ha npeanpusTue-
N3roToBUTENb

10F4 lMonb3oBaTesnb yxe CyLlecTByeT YyeTHas 3anuncb ykasaHHoro nonb3osaTtens CCMNT-2 yxe
cyliecTsyeT B ¢aine naponen

10F5 HeBepHbIt popmaTt cnmucka npuBuiernin Cnncok  npuBunernr  nosib3oBaTesns CCNT-2  He
COOTBETCTBYET NpUHATOMY dopmaTty

10F6 HeponycTuMbll naponb nonb3oBaTens BBeneH HeBepHbIn naponb nonb3osatens CCMT-2

10F7 HeponycTtumbll HOMep npasuna Heponyctumblin ~ HOMep  npaBuna  dunbTpauum B
onepaumsax KOMMpoBaHUSA MW nepeHoca npasui.
AeAcTBuA: BoCnonb30BaTbCs KOHTEKCTHOW CripaBKoOW
no KOMaHAe WM HacCToALWWMM PpYyKOBOACTBOM AN
YTOUYHEHUSI CUHTaKcuca

10F8 HeBO3MOXHO KonuposaTb (nepeHocuTb) KonupoBaHue wnuM nepeHoc rnobanbHbIX Npasun

rnobanbHoe nNpaBwuio punbTpaumMm He fonycKaeTcs
10F9 HeBo3MoxHO konuposaTb VLAN rpynny KonuposaHne VLAN rpynn He gonyckaeTtcs
10FA Ownbka yTeHua cuctemHoro danna napone | CuctemHas ownbka UTeHMs  cucTeMHoro  panna

naponewn.

OenctBusa: TpoBepuTb LENOCTHOCTb  KOMMOHEHTOB
nporpaMmmHoro obecnedenHms CCIMT-2. B cnyvae
NnoOBTOpeHUs owunbkn o06paTuTbCa Ha npeanpusaTue-
N3roToBUTENb
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OnucaHune

10FB

10FC

Owwnbka 3anucu cucteMHoro daina naponen

Owwnbka 610KMPOBKM  cuctemMHoro dawnna
naponemn

CucteMHas  owwnbka 3anucm  cucTteMHoro  daiina
naponen.

DenctBusa: [poBepuTb LENOCTHOCTb  KOMMOHEHTOB
nporpaMMHoro  obecneyeHus CCMT-2. B cnyvae
NOBTOPEHUST OWMOBKM 06paTUTbCA Ha npeanpusitue-
M3roToBUTENDb

CucteMHaa owubka npu onepaumn  6N1OKMPOBKU
cucTeMHoro ¢arina naponen.

OeictBusa: T[poBepuTb LENOCTHOCTb KOMMOHEHTOB
nporpaMmHoro obecneyeHmss CCIMT-2. B cnyvae
noBTOpeHns owunbkn o06paTuTbCa Ha npeanpuaTne-
N3roToBuTENDb

10FD

10FE

10FF

1100

1101

1102

1103

1104

1105

Owwunbka co3aaHuUs CUCTEMHOW 6asbl AaHHbIX
naponemn

Owwnbka 3anucu BpeMeHHoro darina

Owwnbka uTeHna aTpubyToB  yAasEHHOro
nosb3osaTtens

HefonycTUMbIii HOMeEp 3anucuK cnuMcka AocTyna

CnnwkKoM AnMHHOe npasuno

Heponyctumoe 3HavyeHue napameTpa

Owwnbka uteHns darna KOHTPOJIbHbIX CYyMM

HapyweH pa3mep daina KOHTPOAbHbIX CYyMM

Ownbka BbIYNUCNEHNS KOHTPOJIbHOW CyMMbl

CucteMHass owunbka o6HoBNeHUa dannoB YYeTHbIX
3anucer CUCTEMHbIX MOb30BaTeNEeN.

DeicTtBusa: T[poBepuTb LIENOCTHOCTb  KOMMOHEHTOB
nporpammHoro  obecneveHna CCMT-2. B cnyvae
noBTOPeHUs owunbkn 06paTuTbCa Ha npeanpusaTne-
N3roToBUTENb

CucteMHasa owwunbka 3anucu danna Cc BPEMEHHbIMU
OAHHbIMW.

[eicTtBusa: TlpoBepuTb LEMNOCTHOCTb KOMMOHEHTOB
nporpaMMHoro obecneyeHus CCMT-2. B cnyvae
NoBTOPEHUS OWMKBKNM 06paTUTbCs Ha npeanpusiTue-
M3roToBUTENb

Owwnbka nonyyeHus aTpubytoB nonb3osatens CCMNT-2
OT  TepMWHasbHOro cepsepa npu yAaneHHoM
ynpasfeHuu.

OeicTtBusa: TlpoBepuTb LENOCTHOCTb KOMMOHEHTOB
nporpaMMHoro  obecneyeHus CCMT-2. B cnyvae
noBTOpeHns owunbkn 06paTuTbca Ha npeanpusaTne-
N3roToBuTENDb

HoMmep anemeHTa cnucka goctyna K ynpasneHuto CCIMT-
2 He COOTBETCTBYET NMPUHATOMY opMmaTy

Ctpoka onpegeneHus npasuna dwunetpaumn, VLAN
rpynnel nnu nHTEepBana BpeMeHMU npesbiwaeT
MaKCUManbHO AOMYCTUMYIO ASINHY

HekoppekTHOe WM HeaonyCcTUMoe 3HayYeHne napameTpa
KOMaHAbl.

[OeicTtBuA: BoCnonb3oBaTbCs KOHTEKCTHOM cnpaBKown
no KoMaHAe wuan HactoawumMm  pyKoBoACTBOM  ANd
YTOYHEHUA CUHTaAKCUCa

CucteMHas owunbka 4yTeHus daisia KOHTPOJIbHbIX CYMM
¢daninoB oOnepauMoHHOW CUCTEMbl W NPOrpamMMHOro
obecneyeHus CCMT-2.

DenctBna: HeMmeaneHHo BbikAWUUTbL CCMT-2
obpaTuTbCa Ha NpeanpuaTUe-u3roToBUTENb

dann KOHTPOJIbHbIX CYMM UMEET HenpaBU/bHbIN pa3Mep.
DeictBna: HemepaneHHo BbikAwUUTb CCMT-2 #u
06paTuUTLCA Ha NpeanpuaTUe-n3roToBUTENb

Owwnbka BbIYUCIEHUA KOHTPONBLHOM CyMMbl anna
onepaunMoHHOM CUCTEMBI nnm nporpamMMHOro
obecneyeHnsa CCNT-2.

DeicTtBusa: [loBTOPUTbL BbINOJIHEHWE KOMaHAbl. B
cnydae NOBTOpPEHUS ownbKmn HeMeaNneHHOo
BblknOUNTb CCMT-2 1 obpaTuTbCs Ha npeanpusTve-
M3roToBUTENDb
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OnucaHune

1106

1107

1108

1109

110B

110C

110E

110F

1110

1111

1113

HapyweHa  KOHTponbHas cymma  danna.
MakeTHbIM UNBLTP OCTaHOBIIEH

dann nyct

Bbirpy3ka no SYSLOG yxe BKIO4YeHa

Bbirpyska no SYSLOG yxe oTk/o4eHa

Owwnbka nony4dyeHMs oOTBeTa OT cepBepa
permcrpauunm

CoobuweHre cnuwkom 6onblioe ans BbiBOAA B
AaHHOe OKHO

HekoppekTHble napameTpbl RADIUS cepeepa
HekoppekTHoe 3HayeHne TarimayTta RADIUS
HekoppekTHOe 3HauyeHue umucna obpaweHunii K
RADIUS cepsepy

Heponyctumbln cnywatowmn mnHTepdenc npu

BKtOYeHHOM NAT

MonyyeH HEKOPPEKTHbI CUMBOJ

KoHTponbHass cymMMa daiina onepaunoHHOW CUCTEMDbI
unun nporpaMmmHoro obecnevenns CCIT-2 He coBnagaeTr
C [AaHHbIMM  daina KOHTPOJIbHbIX CyMM. [lakeTHbIl
(GuNbTp BLIK/OYEH, @ CEpBEP aBTOpM3aLnM NepeBeseH B
OAHOMONb30BaTENLCKUI peXxuM paboThbl.

AeiicrBua: MonyunTb Aoctyn K ynpasneHuto CCMT-2 ¢
CUCTEMHOM  KOHCONMM  Kak nonb3oBatenb admin,
HeMeaneHHo BbikawUuTb CCMT-2 n obpatutbca Ha
npeanpusaTne-mnsroToBuTesnb

dalin CUCTEMHBIX COOBLLEHUI T He COAEPXUT 3anuncen.
OenctBusa: TpoBepuTb LENOCTHOCTb  KOMMOHEHTOB
nporpaMmmHoro obecneyenuns CCIMNT-2. [Nepesarpy3uTtb
CCNT-2. B cny4ae noBTOpeHMs owWKMOKM ob6paTuTbCs Ha
npeanpusaTne-musroToBuTesNb

MoBTOpHOE BKJIlOUEHME BbIFPY3KMK CUCTEMHBIX
coobleHunii Ha yaaneHHbin SYSLOG cepsep

MoBTOpHOE BbIK/IlOYEHME BbIFPY3KM CUCTEMHBbIX
coobweHnin Ha yaaneHHbih SYSLOG cepsep

WcTtekno BpeMsa oxuaaHua OTBeTa OT cepsepa
peructpaunmn CCMT-2.

OencrBusa: MpoBepuTb 3anyLueH nm cepBep
peructpaumn. [lepesarpy3aute CCMT-2. B cnydae
NoOBTOPEHUS OWMBOKM 06paTUTbCA Ha npeanpusTue-
U3roToBuTENb

Pa3smep AaHHbIX A4S BbiBOAA MPEBbILAET pa3Mepbl OKHa.
DeiictBusa: B cnyyae NoBTOpeHUs oWMOBKM 06paTUTbLCA
Ha npeanpuUsiTUe-U3roToBUTENb

HekoppekTHble 3HayeHusa napameTposB RADIUS
aBTopu3aunm nonb3oBatenen CCMNT-2

HekoppekTHoe 3HauyeHuWe TalM-ayTa OXWAaHuUs OTBeTa
oT RADIUS cepBepa

HekoppekTHOe 3HayeHuMe MaKCMManbHOro KoJM4YecTBa
nonbiTok obpaweHns k RADIUS cepsepy

Mpyv  BKIOYEHHOM  pexXuMe TpaHCAsUMW  CETEBbIX
aapecoB punbTpytowme nHtepdencol Eth0 M Ethl He
MOryT BbICTYNaTb B pONN MpUHUMatOLWEro UHTepdeiica

BCcTpeTuncss HeKOppeKTHbIi CUMBOJST MpU  3arpyske C
ynpasnsioLero KoMnMbloTepa [OMONHUTENBHOM
KOHbUrypaumm unm AononHUTeNbLHOro Habopa npasu

1114

1115

1116

1117

MonyyeHa HEKOPPEKTHas KoHdUrypaums

HegonycTuMoe Noporosoe 3HadyeHwue

Heponyctumbln ¢popmMat KOMMeHTapus

HeponycTtnmoe 3HauyeHuMe BpeMEHU XU3HU

JononHutenbHasa KoHdUrypaums He COOTBETCTBYET
komnnektaumn CCIMT-2 no KONM4ecTsy QUABTPYIOLMX
nHTepdericos

HekoppekTHoe  3HayeHMe nopora  WMHTEHCMBHOCTM
Tpadumka ans pexuma obHapyxeHus flood-aTak.

KommeHTapui BPEMEHHOI0 IP npasuna He
COOTBETCTBYET MPUHATOMY (opmarTy.

HekoppeKkTHoe  3HayeHue  BpPEMEHU  XWU3HKM  ANA
BpeMeHHoro IP npasuna

1118

1119

111A

HeponycTtuMble napamMeTpbl 3epKannpoBaHus

HeBepHasa anvHa

BbiNoNIHEHWE [AaHHOW KOMaHAbl pa3pelleHo
TONbKO Yepes CUCTEMHYIO KOHCOJb

B pgononHuWTenbHOM  KOHMMrypauuMm  yCTaHOBMEHDI
HEeKOppeKTHble 3HaYeHWUs MapaMeTpoB 3epKannpoBaHUs
Tpaduka

OnuHa cekpeTHoro kntoya RADIUS cepeepa npesblwaeT
MaKCcuMasnbHO AOMYCTUMYIO

KoMaHaa npeaHasHayeHa TOMbKO ANA  BbINOJIHEHNSA
nonb3osaTesieM admin M TOMbKO C CUCTEMHOW KOHCOMM
ccnT-2
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3.6. BapuaHntbl ucnonHenna CCIT-2

[Tpunoxenue COAEPKUT OIMMCAHKIE PACTIONOKEHHS UICHTU(PHUKAIIMOHHBIX HA/IIHICEH U pa3beMOB IS
cienyrommx BapuanToB ucnonHerus CCIIT-2:

e CCIIT-2 B xopmyce 1U 19" mis ycraHoBKM B cToiKy, ¢ 4 (5) ¢unbrpyrommmMu uHTEpdericamu
(mpunoxenue 3.6.1, ctp. 197);

e CCIIT-2 B xopmyce 2U 19" mia ycraHOBKM B CTOWKY, ¢ 2 (3) ¢uubrpyroummu uHTEpdercamu
(mpunoxenue 3.6.2, ctp. 198);

e CCIIT-2 B HACTOJILHOM UCIIOJTHEHHH, ¢ 3 QWILTPYyOIUMY HHTepdeiicamu (punoxkenue 3.6.3, ctp. 199).

PacnonoxeHune VI,D,eHTVICpVIKaLWIOHHbIX Hagnucen m pa3beMOB MOXET HEeCKOJIbKO OT/in4aTbCA OT
npmeeeHHbIX B AaHHOM pyKOBOLACTBE B 3aBUCUMOCTU OT UCIMOJIb3YyEMbIX MOﬂ,VI(bVIKaLI,VIIZ KopnycoB

N CUCTEMHBbIX Nnar.
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3.6.1. CCIIT-2 e kopnyce 1U 19"

CepTtudmkalroHHas ronorpadguyeckas

Hakneiika
(]
COM Eth0 Eth1 Eth2 Eth3
MEXCETEBOU
. 3KPAH ﬂ—/
MHamkaTop nuTaHus
COM - nocnepoBartenbHbIi nopT RS-232 duneTpylowme uHTepdeiicsl Eth 0 — Eth 3 WHankaTop paboTbi
ONS NOAKIIOYEHS HyMb-MOAEMHOro kabenst KECTKOrO AMcKa

PucyHok 3.54: CCINT-2 B kopnyce 1U 19". lepeAHss NAHEAb

duneTpytowmin nHTepdeiic Eth 4
(MOXeT oTCyTCTBOBaTb)

Eth C — ynpasnstowmii Ethernet

nHTepdeic Hakneiika ¢ 3aBOACKUM HOMEPOM

Beolkntoyarens 6rnoka nuTaHus

/ / )

1 {
Oooli| OOOL‘LLH" CCcnT-2 [ 1
uUsB Eth C Console Eth 4 Kbd
= o 3a8. Ne 2XXKXX w
o 0,

I?' = . TY oo

—
Console/Kbd — cuctemHas KOHCOMb
(VGA-moHuTop/PS2-knasnatypa)

Pasbem ANA WHypa nuTaHna

KHomnka BKOYeHUs/BbIKITIOHYEHUSA

Mopt USB (He ncnonbayeTcs) (MoxeT oTcyTCTBOBATE)

PucyHok 3.55: CCIT-2 B kopnyce 1U 19". 3aAHA5 NAHeAb
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3.6.2. CCI1T-2 e kopnyce 2U 19"

Wuankatop nutaHma
CepTudmkalumoHHas ronorpaduyeckas . P

Haknewka

WHaukaTop paboTbl
XKECTKOro Aucka

MW

A

POWER HDD
MEXCETEBOM
3KPAH

PucyHok 3.56: CCINT-2 B kopnyce 2U 19". MepeAHAs NAHEAb

duneTpytolme uHTepdeics!

Eth 0, Eth 1
Eth C — ynpaBnsiowwii Ethernet duneTpytowmii nHTepdeiic Eth 2
nHTEpdeiic (MOXeT oTCyTCTBOBaTb)
Console/Kbd — cuctemnas koHconbs KHonka BKknto4eHs/BbIKMIOYeHUs
(VGA-MmoHuTOp/PS2-Kknasunartypa)

Eth0 Eth1 Eth2

ccnT-2

3aB. N2 2XXXXX

I o

Il

Kbd COM ‘Console

I
/ Moptbl USB (He ncnonbsytotes)

Pasbem AnNs WHypa nuTaHusa

K COM - nocneposaTterbHbli nopT RS-232
ANA NOAKNIYEHUs HyITb-MO4EMHOIo kabens

Beikntoyatens 6noka nutaHns

©

PucyHok 3.57: CCNT-2 B kopnyce 2U 19". 3aAHAS NaHeAb



CCIT-2 - lpunoxeHuns

3.6.3. CCIl1T-2 8 HaCMOsILHOM UCNONHEHUU

|/|H,D,I/IKaT0pr NoaKnK4YeHna

uneTpyoLWMX MHTepdericos
CepTudmkaumoHHas ronorpadguyeckas
Haknenka WHauvkaTop nogknoveHns
ynpasnstoLlero Ethernet
VHTepdevica
WHpunkaTop nutaHus

Power Status 10 LINK @4—/0 04—/
O (@]

=

J OJ
Alarm Status 2 ACT O
Eth 0 Eth 1 Eth 2 Eth C

ABapwiHbI nHAUKaTOP WHamkaTopbl cocTosHMSA MHavkatop paboTbl
ynpasnsioLlero Ethernet
nHTepderica
WHpukaTopbl pabotbl

UNLTPYOLWMX NHTEpdencoB

PucyHok 3.58: CCMNT-2 B HACTOABHOM UCNOAHEHUMU. [lepeAHSs NaHeAb

dunsTpyrowme nHTepdenchbl
Eth 0 — Eth 2

Eth C — ynpaensiowyuin Ethernet
CuctemHas koHconb (nopt RS-232) nHTepdeic

(] l o
: b

() t Console Eth 2 Eth 1 Eth 0 Eth C o
MopTbl USB (He ncnonbaytoTtcst) Pa3bem ncTtodHuka nutaHus

PucyHok 3.59: CCMNT-2 B HACTOABHOM UCNOAHEHUU. 3AAHSAS NAHEAb
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